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			                                                                                    ACCESS CONTROL POLICY

This policy is issued to ensure that all employees, contractors and other interested parties understand and apply the business requirements for the control of access toinformation.
It has been established, documented and is reviewed as detailed in the policy review process

The business requires that information, information processing facilities and business processes are controlled as detailed within this policy and associated procedures. This is designed to limit access to information and information facilities. In particular network and network services controls are particularly important including users operating in public and external areas accessing sensitive or critical business applications.

The following table details the assets and controls employed which reflect the requirements of the business applications as detailed in the risk assessment and treatment plan, and are to be adopted by both users and service providers. Clear statements are provided to both parties to ensure they understand and implement the relevant access controls. 

	Access to networks and network services
A 9.1.2
A 9.2.5
A 9.2.6
	User Access Rights to operating systems
A 9.2.2
A 9.2.1
A 9.2.4
A 9.2.5
A 9.2.6
A 9.3.1
	Roles with privileged access
A 9.2.3
A 9.2.5
A 9.2.6

	Physical
Restrictions
A 11
	Equipment Siting and Protection
A 11.2.1
	Secure Disposal and Re – Use of Equipment
A 11.2.7
	Unattended User Equipment
A 11.2.8
	Classification
A 8.2

	Legislation and Contractual 
Obligations 
A 18.1  A 18.2.1
	Significant Events 
A 16

	Restricted to privileged access users who have been identified as Group IT personnel or approved 3rd party providers.
The above access rights are managed and controlled by the Group IT Manager 
	Users access systems and networks via user names and passwords.
These writes are managed and controlled through the Group IT Manager and his support team.
HR and Line management request access rights which must be approved by the Group IT Manager or appointed deputy
	These are restricted to Group IT and roles operating within the Senior Management Team
	Access to the premises is restricted through the visitor control procedures and employee 
“ fob” controls 
There is a documented key policy to restrict keys and to control their issue. A documented lock up procedure protects the premises outside of normal operating hours
	Equipment is sited within the operating premises and includes specific controls for more sensitive equipment such as servers and networks 
	When information assets are to be disposed of the business follows its Disposal of Media Policy
	Users are made aware of security procedures when leaving their equipment. This includes screen lock down and clear desk policies 
	A Classification and Handling Procedure is used to ensure information assets are handled and protected appropriate to their level of risk
	Relevant legislation and any contractual obligations regarding limitation of access to data or services is recorded in the legal register 
	Should a security incident or event occur these are recorded and investigate to allow lessons to be learnt and CI developed


















image1.png
N\

TRADE DISTRIBEUTION




