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This Document
This is the BCP of Trade Distribution (all sites) and provides an outline of the steps to be taken to effect recovery.  This document should be used to assist recovery of operations and continuation of work, following a major incident affecting the depot.  

The sections in this BCP cover functional recovery, BCP ownership and the relationship with the major incident management process.

If the event is of sufficient magnitude, the Incident Management Team (IMT) based in the Isle of Man will oversee and co-ordinate the overall recovery process.  

The aim of this plan is to provide a reference tool for the actions required during or immediately following an emergency or incident that threatens to disrupt normal business activities.

An emergency is an actual or impending situation that may cause injury, loss of life, destruction of property, or cause the interference, loss or disruption of an organisation’s normal business operations to such an extent it poses a threat.

An incident is any event that may be, or may lead to, a business interruption, disruption, loss and/or crisis.

The plan will help to ensure the continuation of business critical services by minimising the impact of any damage to staff, premises, equipment or records.

The plan will help to include an adequate level of detail used to maintain the business and:

· To ensure a prepared approach to an emergency/incident.

· To facilitate an organised and co-ordinated response to an emergency/incident.

· To provide an agreed framework within which people can work in a concerted manner to solve problems caused by an emergency/incident.

The plan will also help to identify actions that could be taken in advance of an emergency or incident to reduce the risk of it happening.

Redundancy is defined within the H&B Group IT General Recovery Plan Business Continuity.
Preface

This Business continuity plan provides Trade Distribution with a framework for recovery in the event of a major incident that affects ongoing operations at all sites. This Business Continuity Plan (BCP) outlines the priorities, tasks and recovery requirements to facilitate recovery for the office and warehouse personnel at 3 Paxton Place, At all sites.  This plan has been developed in conjunction with the business impact analysis and risk assessment, held separate this this plan.

This BCP is guided by the following core aims:

· To help protect people from harm.

· To help protect critical infrastructure and facilities.

· To help resume operations in an appropriate timeframe, with the minimum of disruption.

This BCP has been developed to cover the key functions and assets after following evaluation, been assessed as business critical.

Document Purpose

It is not intended that this BCP should be used for all incidents.  Routine incidents or business interruptions should be resolved using routine management procedures.  The BCP should be activated by the IMT in response to major incidents (for the major incident definition, refer to appendix 1).

The allocation of resources during the management of a major incident is subject to change by the IMT.  The actual requirements will be determined based upon the operational priorities prevailing at the time, and the expected duration of the major incident.  This BCP outlines the base requirements of Trade Distribution in respect of all sites.
Document Management

Refer to Appendix 3 for an explanation of BCP management responsibilities.  For general information concerning BCP management for the company, refer to the Compliance Director.

Definition of Terms

This document uses the following terms and abbreviations, their definitions are below:

	Term
	Description

	Business As Usual (BAU)
	The normal status of Trade Distribution operations.

	Incident Management Team (IMT)
	The senior management team which will assemble in response to a major incident (Note: not all incidents affecting the At all sites office will require IMT involvement).

	Major Incident
	A disruption which is regarded as serious enough for the IMT to be called out to respond to.  See definition in Appendix 1.

	Maximum Acceptable Data Loss (MADL)
	The maximum acceptable amount of IT data (measured in time) which may be lost between the previous good backup and the point of IT service failure. 

	Recovery Time Objective (RTO)
	The timeframe by which a process or IT service must be resumed.  Resumption may represent only core functions at that point.

	Maximum Acceptable Outage (MAO)
	The timeframe by which a process or IT service must be fully recovered.


Incident Management and Business Continuity

The diagram below describes recovery from a major incident at all sites.  See Appendix 1 for the definition of a major incident:  

· Incident Management:  The IMT will assemble to determine the immediate response and manage of the major incident.

· Infrastructure Recovery:  Infrastructure services such as building infrastructure and IT will recover first.

· Business Continuity:  Departments relocate staff and work areas as required, co-ordinated by the IMT.

· Reinstatement:  Following recovery from the major incident, IT services and processes will need to be reinstated.  This may involve moving back to facilities occupied before the major incident.


Incident Escalation Procedure
Following any incident, the incident response team will be formed to assess its nature; the impact and likely duration.  If the incident is severe enough to be declared a major incident, the IMT should be notified (see Appendix 1 to determine an Incident).

The IMT will work to determine if this BCP should be initiated.  If the BCP is initiated, staff will be requested to commence recovery actions.

Stand Down Process

The Major Incident Team should ensure that the incident is formally “closed down” by undertaking the procedures outlined in the Stand Down Process: 
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Business Critical Processes

Whilst most parts of the business are considered important, if an incident did occur, priority must be given to the restoration of the processes that are deemed to be business critical to the performance of Trade Distribution.

Business critical processes can be defined as “critical operational or support activities without which the business would rapidly be unable to achieve its objectives”.

These individual processes must be given preferential access to premises, staff, equipment or records if an emergency situation restricted their overall availability.  It is for these processes that plans need to be prepared.

Scope of the Plan

The plan will illustrate how Trade Distribution can reduce the potential impact of an incident by being prepared to maintain services in the event of the:

1. Loss of key premises
2. Loss of key staff  which includes  the unplanned availability of both the Managing Director and Operations Director collectively,  in excess of a 12 hour period in any one business day (Monday to Friday) between the hours of 8am and 8pm.  The following is a list of examples that may result in unavailability. Serious Medical issues relating to one or both Directors. Family Bereavement relating to one or both Directors. Family emergencies that relate to one or both of the Directors. Unexpected consequences of travel disruption that relates to one or both of the Directors.
3. Loss of key assets (vehicles/trailers)

4. Loss of IT / data

5. Loss of telecommunications

6. Loss of hard data / paper records

7. Loss of utilities (electricity, water, road fuel)

8. Loss of key partner or supplier

9. Disruption due to industrial action (internal / external)

10. Disruption due to severe weather

Assumptions
Generally used assumptions

1. The business continuity plan will cover three scenarios: for the first 24 hours following an incident and for both 2 – 7 days and 8 – 14 days following an incident.  (Recovery plans needed to cover longer periods will need to be developed during the first fourteen days of an incident.)
2. The business continuity plan will be reviewed regularly, with a full update on an annual basis or where a significant change to the business, or its contractual obligations, occurs.

3. The scope of this plan covers the Kewaigue, Isle of Man depot and its operational activities only, although recovery/continuity may result in the involvement of resources based in one of the UK depots.
The Plan

The following eight forms form the Business Continuity Plan:
Form A – Immediate Actions Checklist:

Is a list of the actions that should be taken in response to the initial incident.  The checklist is not prescriptive, exclusive or prioritised; any incident will require a dynamic assessment of issues and actions required.  Depending on the scale of the incident, actions can be delegated to a support team but the Business Continuity Response Team is responsible for the actions taken.
Form B – Response Actions Checklist: 

Is a list of the actions that should be taken for Trade Distribution to maintain business critical processes.  The checklist is not prescriptive, exclusive or prioritised; any incident will require a dynamic assessment of issues and actions required.  Depending on the scale of the incident, actions can be delegated to a support team but the Business Continuity Response Team is responsible for the actions taken.
Form C – Essential Services: 

Is a list of the essential functions undertaken by Trade Distribution that must be maintained or quickly restored in the event of a disruptive incident.
Form D – Summary of Post Incident Resources & Equipment: 

Summarises the accommodation and equipment needed to maintain operations
Form E – Summary of Essential IT Systems & Records: 

Summarises the basic desktop, software and systems data that will need to be restored.
Form H – Plan Summary: 

Provides a single sheet summary of the main business continuity options of the plan.

\\HBDTA01\tdl-bcp - this folder should be used to save documentation – this location is protected and can only be accessed by Ian Lennox, Steve Pickett, Vic and Alison Pickett.  A hard copy of the TDL Board Meeting minutes, IWL weekly update and most recent ISO Minutes will also be kept in OD cupboard. OD and Ops & Com Manager have key to this. 
Contact List – 

http://hbshp01/TDL/Integrated%20Managment%20systems/ISO%20Infrastructure/Trade%20Distribution%20Limited%20Contact%20List.xls
Remote Workers
BCP Team – can be easily idenitified by a red Hi-Viz jacket. In the event of a major incident all staff are required to attend the assembly point with the BCP team lead and awit instruction. The team lead will co-ordinate with the lead fire marshall in the veent that the assembly team is re-directed by the emergency services. 

Off-site BCP team meeting point -  in the vent that the incident rsults in the closure/non-access to the entire site the BCP team will meet at a defined alternative location.

	Site
	Alternative Location

	Isle of Man depot
	Mr & Mrs Pickett’s address

	Skelmersdale depot
	Lancashire Manor

Prescott Road Wigan, Up Holland, East Pimbo, Skelmersdale WN8 9QD


Quorum Team

First Aiders – can be easily idenitifed by a pink Hi-Viz jacket.

Fire Marshalls – can be easily identified by a orange Hi-Viz printed with Fire Mashshall

Form A – Immediate Action Checklist
To be completed by the Business Continuity Response Team members at the incident site (each BCR Team member will have allocated responsibilities during the incident – each will complete a separate form A.  Once completed, all forms to be handed in to BCR Team Leader.)   
	ACTION
	NOTES
	Tick Done

	If necessary:

· Follow Evacuation protocol (activate fire alarm in all emergencies – alarm activation directly linked to Fire Brigade HQ, Douglas)
· Call other Emergency services (eg Ambulance, Police, Coast Guard)
· Refers to point 2 in the Scope – the unplanned unavailability of the MD and OD  collectively for 12 hours in any one business day between the hours of 8am and 8pm. 
MD or OD to make contact with the FD Neil Kelly or by proxy Vic Van Den Heever, Non Executive Director.
FD/NED to  activate  the responsibilities of the Quorum team members by email using  email Group TDLQuorumTeam@tdl.co.im
The Quorum Team will take full responsibility for the day to day operational responsibilities until advised otherwise. 

The Quorum team will undertake their normal duties but will consolidate reporting to the Operations Manager who will keep the FD/NED informed of the business activities and will escalate any perceived risks or unmanageable issues to the FD/NED.
The MD/OD will keep the FD/NED updated on the period of unavailability. 
If likely to be in excess of 72 hours refer to form B response action checklist.
	
	

	Maintain a record of all emergency actions taken.  Use the Log in Appendix E.
	
	

	Assess the situation and possible consequences and determine level of response required.  Can it be dealt with as a day-to-day management issue or does the business continuity plan need to be invoked?  The Business Continuity Response Team members will make initial assessment and take actions as necessary
	
	

	Communications:

· Advise staff of the immediate implications for them and service provision

· Contact drivers who are out on deliveries if they will be unable to return to base, re-route to alternate holding area.  Assign staff member to co-ordinate returning vehicles to alternate area.

· Advise Health and Safety Consultant
· Advise At all sites and Droitwich Depot and Contract Managers of situation

· Advise staff of the immediate requirements to deal with the situation, including temporary accommodation etc if required.
· Advise Insurers of known situation

· If necessary, advise key partners / suppliers.
· If staff are being sent home, advise that updates will be issued through the Trade Distribution FACEBOOK page
	
	

	If necessary, allow all staff to contact home to advise they are safe?
	
	

	If necessary arrange for the premises to be secured – this will be the responsibility of the Depot Manager or Deputy Depot Manager.
	
	

	If necessary, use signage to advise the move to a temporary location.
	
	


Name of Business Continuity Response Team Member

……………………………………………………………………………………………………………………………
Form B – Response Actions Checklist

To be completed by the Business Continuity Response Team members at the incident site (each BCR Team member will have allocated responsibilities during the incident – each will complete a separate form.  Once completed, all forms to be handed in to BCR Team Leader.)

	ACTION
	NOTES
	Tick Done

	
	
	

	Refers to point 2 in the scope Unplanned unavailability of MD & OD is set to exceed 72 hours  - 
If the period of unplanned unavailability is set to exceed 72 hrs, an interim business continuity meeting will be called by the FD/NED.
In addition to the Quorum Team member, the BCP team will also attend (names of members are indicated on the TDL organisational chart).
 The meeting agenda will follow the list of documents detailed as Form I. The FD/NED will chair  the meeting.

Responsibilities and update scheduling will be reaffirmed.

Critical customer requirements will be addressed.

IT will create out of office alerts on both MD/OD email accounts.
Both MD and OD calendars will be reviewed and contact made or meeting attended by alternative resource.

The Operations Manager will be the main contact for the FD/NED. 
The Operations Manager will continue to report to the FD/NED on the business and take full responsibility for the Operations of the business.
The Operations Manager will escalate any perceived risks or unmanageable issues to the FD/NED.
The MD/OD will keep the FD/NED updated on the period of unavailability.

If period of unavailability is likely to exceed 14 days an extraordinary board meeting will be arranged to make a plan for the business. This Plan has not been identified.
	
	

	Once you are in control of the initial emergency, update staff on a regular basis and keep them fully informed of developments.

Make sure members of staff not directly involved in the incident or those who are absent, are also kept advised of developments.  Refer to Form F or other staff listings.
	
	

	If necessary, form a support team who will directly report into the Business Continuity Response Team, to assist with the tasks required to restore services.  The Business Continuity Response Team have been identified and trained prior to the incident.
	
	

	Priority should be given to the needs of the business critical processes.
	
	

	Advise all staff and key contacts (see Form G) of temporary location & any temporary telephone numbers to be used until numbers can be diverted. Staff communications updates will be completed through TDL Facebook page.
	
	

	If mobile phones are being used, make sure there are sufficient chargers available.
	
	

	Temporary Accommodation:

· Is the available accommodation sufficient for the needs of all the business critical processes or is additional alternative space required?

· Do you need to arrange for replacement equipment to be ordered?

· Do you need to arrange for FLT’s to be brought back from Pets & Port St Mary?

· Do you have access to all essential systems or records?

· Make arrangements for telephones and post to be re-directed to new location.
	
	

	Working at home and Non-Business Critical Staff:

· If available space is at a premium, consider allowing suitable individuals to work from home

· Non-essential staff should be sent home or re-allocated to support business critical processes

· Make sure those sent home are aware of when to make contact to check on progress or when to return to work.
	
	

	Create any new operational procedures and instructions.
	
	

	Give careful consideration to staffing levels.  In a low staff level situation, a priority will be a rota of replacements to avoid fatigue.
	
	

	Closely monitor staff issues, morale, overtime, welfare, etc.  Does any of the staff need counselling?
	
	

	· Do you need to complete an Incident and Accident Log?

· Do you need to complete a Spillage Incident form?

· Do you need to complete a non-Job non Conformance report on Multifreight in relation to 9001 / 14001 / 27001?
	
	

	When ready, inform other organisations, public, suppliers, etc of resumption of normal service / contact details.
	
	

	Financial Procedures

· Decide who can authorise additional expenditure

· Keep records of all expenditure
	
	

	Cancel or delegate any unnecessary meetings not connected to the incident
	
	

	Preservation of Records

· Do not destroy anything.  Try to recover as many documents as possible and preserve them somewhere where they can be retrieved easily.  This is an ongoing obligation throughout and after the incident.

· Make someone responsible for co-ordinating and preserving a Master Log.

· Make a record of all meetings and briefing sessions.

· Make a hard copy of any relevant computer data and electronic mail.
	
	

	Support the post-incident evaluation by direct contribution and by facilitating the involvement of key members of staff.  Recovery should always be treated as an opportunity to improve the business.
	
	

	At the end of the recovery phase when normality is achieved, inform all interested parties and mark with an occasion.
	
	

	Review the Business Continuity Plan to learn from any decisions taken.
	
	


Form C – Essential Processes
What are the essential parts of the business that are required within the first 24 hours?

	· Refers to point 2 in the scope – Notify the Quorum Team of MD and OD unplanned unavailability.

· Transport – Collections and Deliveries
· Shipping – shipping of trailers
· Warehousing – Unloading and Loading
· Workshop

· Sales Order Processing – TDL Admin management / FTPS
· Communications – phones / emails /faxes / scanning
· (Review financial period – is it period end? – impact on financial processes)




What are the essential parts of the business that are required within 2 – 7 days? (In addition to the above)
	· Refers to point 2 in the scope – IWL Weekly update must be completed on the Monday of each week by 3pm. 

· Financial procedures including invoicing
· Administration procedures – documentation
· Insurances – including access to claims files
· Legal compliance (TDL - Applicable Legislation Requirements Combined)
· All Department Heads complete immediate review of job descriptions/tasks to ensure all required activities can be completed. 




What are the essential parts of the business that are required within 8 – 14 days?
	· Refers to point 2 in the scope – Board of Directors to meet and determine long term plan.

· Non-critical administration procedures
· Confirm review completed on job descriptions/tasks by all Department Heads to confirm business continuity has been realised.




Which key Customers / External Suppliers / Partners / Contractors are dependent on our services?
	PERISHABLES
· Robinsons 
· Mannin Retail 
· AM Seafoods 
· McDonalds

· Caterleisure

· Isle of Man Creamery

· Agrimark
· IOM Meats


Which External Suppliers / Partners / Contractors does our business depend on?

	Isle of Man

· Isle of Man Steam Packet (standard and some hazardous shipments)
· Manx Utilities
· Manx Telecom

· Isle of Man Breweries (Property – tenant) 

· Manx Petroleum
· Mezeron (Hazardous shipments including fireworks)

· AirCrest Refrigeration
· K L Contractors (Ken Callow)
· Costains

· Tels

· AskBuck

· SUEZ (Incinerator)

· EU Tyre Solutions

· FCX (air freight)

· H&B Group – IT Department / Human Resources / Building Management Services / Finance

· Paul Collins Training – Health and Safety Consultant




Form D – Summary Response Actions Checklist

(Excluding IT as these are covered under Form E)

The definitions below are intended to assist in determining whether the Trade Distribution Incident Management Team (IMT) will be activated to respond to a particular incident.  A lesser disruption will be dealt with by the affected departments at all sites, while a major incident will require the IMT to convene.   

A major incident is an actual or anticipated event which threatens:

· The physical and/or psychological well-being of staff and visitors

· The company’s reputation

· The company’s property

· The company’s information, data or systems

and which is beyond the scope of resolution by normal decision-making mechanisms.  If a disruption results in, or has the potential to result in, one or more of the following effects it is a major incident.   

	Requirement
	Within 24 hours
	2 – 7 Days
	8 – 14 Days

	Minimum No. of People 
	
	
	

	Number of staff (FTE)
	
	
	

	· Contracts Transport
	2
	4
	4

	· Freight Transport
	2
	4
	4

	· Contracts Warehousing
	2
	7
	7

	· Drivers (Class 1)
	4
	8
	8

	· Freight Warehousing
	2
	4
	4

	· Sales Order Processing
	1
	1
	1

	· Workshop
	1
	2
	4

	· Administration (including Legal/Insurances)
	0
	2
	3

	· Invoicing / Finance
	0
	1
	1

	· Directors
	1
	3
	4

	
	(12)
	(36)
	(40)

	Furniture
	
	
	

	Chairs
	12
	36
	40

	Desks
	12
	36
	40

	Filing cabinets
	0
	2
	2

	
	
	
	

	Equipment
	
	
	

	Office Phones
	4
	10
	12

	Mobile Phones
	5
	10
	12

	Desktop PC
	12
	36
	40

	Laptop PC
	5
	10
	12

	Printers
	2
	2
	2

	Scanner
	0
	2
	2

	Photocopier
	0
	2
	2

	Fax
	0
	0
	0

	
	
	
	

	
	
	
	

	Records
	
	
	

	Paper records / files
	0
	Claims & 

Health & Safety files
	Claims & 

Health & Safety files

	
	
	
	

	Special Provisions
	
	
	

	Key Staff accommodation/areas if WAH not an option
	Yes
	Yes
	Yes

	Confidential area
	No
	Yes (meetings / Directors)
	Yes

	Warehousing Space
	Yes
	Yes
	Yes

	Vehicle Parking (non-commercial)
	Yes – for key staff only
	Yes
	Yes

	Dray Unit Parking
	Yes – 5 units
	Yes – 5 units
	Yes – 5 units

	Freight Unit Parking
	Yes – 8 units
	Yes – 8 units
	Yes – 8 units

	Trailer Unit Parking
	Yes
	Yes
	Yes

	Fridge Unit Parking
	Yes
	Yes
	Yes

	Workshop area
	Yes
	Yes
	Yes

	If Loss of Fridge Trailers – order/obtain replacement probes from Navman
	Yes
	Yes
	Yes

	Delivery area
	Yes
	Yes
	Yes

	Mailroom
	No
	No
	Yes

	Air Conditioning
	No
	No
	Yes

	Storage Space
	No
	Yes
	Yes

	Waiting Room
	No
	No
	No

	Public Access
	Yes
	Yes
	Yes

	Wheelchair Access
	No
	No
	No

	Safe (Contracts only)
	Yes
	Yes
	Yes

	
	
	
	

	
	
	
	


Form E – Essential IT Systems & Records

	Requirement
	Within 24 hours
	2 – 7 Days
	8 – 14 Days

	Desktop & Laptop
	
	
	

	Microsoft Office
	Yes – for 10 units
	Yes for 18 units
	Yes for 26 units

	E-mail
	Yes – for 10 units
	Yes for 18 units
	Yes for 26 units

	Internet Access
	Yes – for 10 units
	Yes for 18 units
	Yes for 26 units

	
	
	
	

	Additional Software
	
	
	

	Navision
	Yes – for 2 units
	Yes – for 10 units
	Yes – for 12 units

	Multifreight
	Yes – for 6 units
	Yes – for 8 units
	Yes – for 12 units

	R2C
	Yes – for 2 unit
	Yes – for 3 units
	Yes – for 6 units

	CTMS
	Yes – for 6 units
	Yes – for 10 unit
	Yes – for 15 units

	Trackit
	No
	Yes – for 1 unit
	Yes – for 1 unit

	ePOD
	No
	Yes – 20 devices
	Yes – 40 devices

	Fleetmatics
	Yes – for 2 unit
	Yes – for 4 units
	Yes – for 4 units

	Navman (Teletrac)
	Yes – for 1 unit
	Yes – for 4 units
	Yes – for 5 units

	
	
	
	

	
	
	
	

	
	
	
	

	Essential Computer Data
	
	
	

	Health & Safety Share Area
	Yes – for 10 units
	Yes for 18 units
	Yes for 26 units

	Operations & Compliance Share Area
	Yes – for 10 units
	Yes for 18 units
	Yes for 26 units

	Springvalley_DATA on kewaigue1 Share area
	Yes – for 10 units
	Yes for 18 units
	Yes for 26 units

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Form H – Plan Summary

	IDENTIFIED RISK
	RECOVERY OPTION
	EVALUATION CRITERIA
	POSSIBLE FURTHER ACTION

	Loss of Office Accommodation
	IOM - Office space in Sam Webbs and remote home working available

SK – Lancashire Manor
	
	Set up review date for offices.

	Loss of Warehouse Accommodation
	IOM - Contracts warehouse- no suitable recovery determined

Yard Space at Customer Premises Robinsons for freight operations.

Yard Space/unloading/

loading facilities for critical consignments at Distribution Depot – Transmann IOM
SK – Phoenix (if available)
Kammac
	Supply of Goods 

Offsite parking 

Size of operating space

Operating times

Undercover
Size of operating space

Operating times


	Meeting with Contracts Director
Set up recovery plan with customer 

Meet/Propose/Set up recovery plan with Partner (TDL key staff on site, additional FLT availability x 2 (Pets & PSM)

	Loss of Fleet Vehicles
	 IOM - Vehicles from UK/IOM depot or Hire agent
SK - Vehicles from UK/IOM depot or Hire agent
	Vehicle type 
	Set up emergency hire supply in UK and engage appropriate terms.

	Loss of Fleet Trailers
	IOM - Trailers from UK/IOM depot or Hire agent
SK - Trailers from UK/IOM depot or Hire agent


	Trailer type and height compatible for shipping 
	Set up emergency hire supply in UK and engage appropriate terms.

	Loss of Fleet Fridges
	IOM - Trailers from UK/IOM depot or Hire agent
SK - Trailers from UK/IOM depot or Hire agent
	Trailer/vehicle type and height compatible for shipping
	Set up emergency hire supply in UK and engage appropriate terms.

	Loss of Staff
	Transfer roles/tasks between the UK & IOM team. 
Utilise backup list of inducted drivers. 

Transfer key priority tasks to designated backups.

Loss or unplanned availability of MD and OD for period in excess of 72 hour 
	Revise roles and ensure key tasks are transferred.
HGV licence criteria/TDL induction completed. 

Document master departmental listing of key tasks.

Identified Quorum Team members and set agenda
	Review and introduce BCP job description/roles.
Backup list created. Stored in Marshals Handbook.

Training review to ensure all priority tasks can be completed by designated backups.

Further training of Board of Directors required.

Further Training and engagement of Quorum team members in particular Operations Manager.

	Loss of IT / Data
	Revert to manual process and utilise manual documentation
Multifreight access via cloud host (outside of Citrix requirement)

CTMS access hosted on OBS cloudbase

Alternate access to TDL Admin account
	Identify Manual paperwork/Processes paperwork. 
Document access instructions – printer availability
Investigate alternatives
	Add to Operations and compliance under BCP Documents 
High impact – loss of access to order requests/instructions

	Loss of Landline Telecommunications
	Divert to Mobile phones and utilise this option 
	Evaluate number of mobiles that are available
	Create document that will instruct diversion to reduce impact on customers/suppliers.

	Loss of Hard Data / Paper Records
	Scanned documentation is held on server.
	Customer Paperwork is on MF

HR information is on PD Direct.


	Review hardcopy information that is kept for Heron & Brearley deliveries.

	Loss of Mains Services (Electricity, Water and Gas)
	To be decided.  No recovery option available – current generator does not have the capability to service the site.
	Evaluate working at height with no lighting.

Evaluate the possibility of temporary lighting available to the warehouse and office staff.
	Discuss and agree continuity with depot managers and contracts Manager.

	Loss of Key Partner / Supplier
	The only supplier that would detrimentally affect the business continuity is IOM Steam packet.
Mezeron are an alternative shipping company .
	The total indefinite loss of the Steam Packet would force a rethink on the current traffic that travelled to the IOM. 
	

	Disruption due to industrial action eg fuel shortage
	Direct contact with main fuel supplier on the IOM & UK.
Ability to bulk store fuel.
	Notice period in respect of action
Tank Size

	

	Severe Weather
	Recovery option is to hold traffic locally and then ship based on the number of shipping spaces that are available to us
	Priority given to perishables
Refrigeration space (trailers) on site at time of weather disruption
	


Appendix E: Recovery Log

Lessons learnt to be addressed through the training and development programme.

	Date
	Timing
	Incident
	Event
	Action
	Responsibility
	INFOSEC Protection
	Lead Time of Resolution
	Close out Date
	Lessons Learnt
	Preventative Actions

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	


Appendix G: Training & Review Dates
This plan was initially tested during November 2017.  Following results and input from the Business Continuity Response Team, updates were completed to the document prior to releasing at Issue status.
This plan will be reviewed every six months commencing from the data of initial Issue, or earlier in the event of a significant change to the business or contractual requirements.  Input from tests/reviews will be co-ordinated through the Business Continuity Response Team and any recommendation for changes to the BCP will be implemented immediately.  This will also include any change in business processes, new or changed risks requiring assessment, or changes/updates to recovery options.
Training
The following key personnel must be fully conversant with this Business Continuity Plan.  All test and Plan review results must be communicated to the key personnel via a Review Meeting and any resulting actions to be completed/updated within four weeks of the Review Date.
	NAME
	Role
	Business Continuity Response Team Member

	Steve Pickett
	Managing Director
	YES

	Alison Pickett
	Operations Director
	YES

	Vic Van Den Heever
	Non Executive Director 
	

	John Kavanagh
	Business Improvement Manager
	YES

	Debbie Jones
	National Operations Manager
	YES

	Jim Neill
	Freight Manager
	YES

	Brian Wade
	Fleet Manager
	YES


Many of the personnel above form the Business Continuity Response Team.  They are responsible for key business critical processes, and depending on the nature of the emergency/incident, one or more, if not all, of these team members will be responsible for implementing this Business Continuity Plan.
	PROCESS SIGN-OFF

	Signatory
	Approval Level
	Date

	Alison Pickett
	Operations Director
	23rd October, 2020

	Board Members 
	Ian Lennox

Vic van Den Heever

Steve Pickett 
Simon Kirkpatrick 
	23rd October, 2020


NON-PERISHABLES





HMT


AKW


PWS


Cassellie


DLP


Phoenix Logistics


DHL


Heron & Brearley


Pets at Home


SCS


AKW


DHL


Okells


TDL Workshop














Skelmersdale





BT


Plan.com


Coors Tadcaster


Opus  Energy


Brooktherm


AEG


Keen Building


Nortons


Biffa


Premier Logs


ADT


Hesfords


Heron & Brearley


Ceretas


Northwest Fuels


WCF Fuels


Ecolab
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Start
BaU Processes
Event
Incident Response Team
Major Incident
Continue response using business as usual processes
Monitor in case of escalation
Contact IMT
Initiate IMP
Consider communications issues
Consider building issues
Business continuity plan
Recovery complete?
Reinstatement
IMT Review sign off
Consider operations issues
No
Yes
No
Yes
Yes
No



