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Scope
The following process defines the requirements for clock synchronisation. The clocks of all relevant information processing systems within an organisation or security domain should be synchronised to a single reference time source.

Responsibility and Authority

The Group IT manager is responsible for the overall management of this process including its correct implementation and regular review.

Control and Distribution

This process is issued as a controlled document and can only be updated by the authorised information management representative and must include a revision status and traceability of the change process.

A master is retained as part of the information security management system with uncontrolled copies issued at point of use.

The Process

· External and internal requirements for time representation, synchronisation and accuracy should be documented:

	External Requirements
	Internal Requirements

	None
	All linked servers and desktops to be synchronised

	
	Application posting and processing times sync’d to time source on servers.


All connected Servers and Desktop upon the Domain network will synchronise with our primary controller time source server.  The time source server is synchronised with an external NTP time source.

Group policy defines and enforces policy for computers on the domain.

Screen shots are below for the configuration.

GROUP POLICY CONFIGURATION
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Local Policies/User Rights Assignment
Policy. Setting
Changs the system time. 'WORKSROUP\Domain Admins, Server Operators, NT AUTHORITY\LOCAL SERVICE,
BULLTINVAdrministrators
Changs the tie zone: 'WORKGROUP\Domain Adrins, BUILTIN\Administrators

Policy defntions (ADMXfiles) retieved from the certral tore.

‘System/Windows Time Service/Time Providers.

Policy.

Corfigure Wiindows NTP Cient
NpServer
Type
CrossSteSyncFiags
ResolvePesrBackoffMinutes
ResolvePeerBackoffMaxTimes
SpeciaPollnterval
EventLogFags.

Policy.
Enable Windows NTP Clert.

hbsecD01 herorbreariey local
NTP.

15

User Configuration (Enabled)

No settings defined.





DOMAIN CONTROLLER CONFIGURATION (external NTP)
[image: image2.png]icrosoft Windous [Uersion 6.3.96001
[c> 2813 Microsoft Corporation. A1l rights reserved.

:\Windous\systen32>u32em /query /configuration
[fConf iguration1

ventLogFlags: 2 (Local)
nnounceFlags: 18 (Local)
ineJunpAuditOf foet: 28800 CLocald
inPolllnterval: 6 (Local)
taxPolllnterval: 10 (Local)
taxNegPhaseCorrection: 172808 (Local)
taxPosPhaseCorrection: 172808 (Local>
taxf 1louedPhaseOf fsot: 300 (Local>

requencyCorrectRate: 4 CLocald
o1ladjustFactor: 5 (Local>
50800080 CLocal>
pikellatchPeriod: 988 (Local>
ocalClockDispersion: 18 (Local)
o1dPoriod: 5 (Local)
haseCorrectRate: 7 (Local)
pdatelnterval: 100 (Local>

[TineProviders1

itpClient (Local>
TiNane: C:\Uindous\systen32\u32tine .DLL (Local>
nabled: 1 (Lecal

[InputProvider: 1 CLocal)
1loyNonstandardodeConbinations: 1 (Local)
os0luePeerBackof fMinutes: 15 (Policy:
osoluePeerBackof fMaxTines: 7 (Policy)

onpat ibilityFlags: 2147483648 (Local>
ventLogFlags: @ (Policy)

argeSanpleSkeu: 3 (Local>

pecialPolllnterval: 3608 CPolicyd

ype: NP (Policy)

itpServer: time.uindous.com,Bx9 (Policyd

itpServer (Local>
TiNane: C:\Uindows\systen32\u32tine .DLL (Local>
nabled: 1 (Lecal

[InputProvider: @ CLocal)
1louNonstandardModeConbinations: 1 (Local)

MICTineProvider (Local)
1iNane: C:\ilindous\Systen32\umictineprovider.dll (Local)
nabled: 1 (Lecal

[InputProvider: 1 <Locald

:\Windous\systen3dz>_
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