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Scope
This controlled procedure defines the controls in use for detection, prevention and recovery, to protect against malware.

Responsibility and Authority

The Group IT Manager is responsible for the overall management of this process including its correct implementation and regular review.

Control and Distribution

This procedure is issued as a controlled document and can only be updated by the authorised information management representative and must include a revision status and traceability of the change process.

A master is retained as part of the information security management system with uncontrolled copies issued at point of use.

The Process
Protection against malware should be based on malware detection and repair software, information security awareness and appropriate system access and change management controls.

Detection / Prevention

The organisation has different levels of protection which are setup and configured independently of each other to cover the following:
· Edge security 

Firewall protects the edge security of incoming external communications which is updated with new definitions on a periodic basis.
· PC’s and Servers 

Antivirus protects all PC’s and servers which are configured to update agents automatically and also check for new definitions every 3-4 hours and distributed to devices. 
· Email 

Email security scans all in-bound email based on policy’s set within the cloud system which is kept fully updated with current threats by Vipre. 

Recovery 

Recovery processes would be adopted to recover from infection via the backup process 12.3.1 dependant on the scale of the infection.

User Awareness 

Awareness falls part of the induction process and also detailed within the IT security policy, staff handbook. Also IT sends out Ad-hoc email reminders to all users on a periodic basis.
Edge Firewall
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