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Scope
This controlled policy defines the guidelines for siting and protecting equipment, to reduce the risks from environmental threats and hazards, and opportunities for unauthorised access.
Responsibility and Authority
The Group IT Manager  is responsible for the overall management of this process including its correct implementation and regular review.
Control and Distribution
This procedure is issued as a controlled document and can only be updated by the authorised information management representative and must include a revision status and traceability of the change process.
A master is retained as part of the information security management system with uncontrolled copies issued at point of use.
The Procedure
· Equipment should be sited to minimise unnecessary access into work areas.
1. Servers & Network communications are secured within an access controlled server room with only authorised user access.
2. PC and Printer are secured by departmental access controlled doors.
3. Building services are controlled by the visitor control procedures and access control.
4. Equipment removed off site is protected as defined in the mobile device controls.

· Equipment is protected against environmental threats by siting in conditioned office space. 
An example: Servers are protected by a controlled server room with environment monitoring and fire suppression, which will alert via email on abnormal conditions.
   Datacentre rack are protected by logical and physical access controls provided by the 3rd party.
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