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Scope
This process details the requirements for event logging. Event logging sets the foundation for automated monitoring systems which are capable of generating consolidated reports and alerts on system security.

Responsibility and Authority

IT support has the responsible for the overall management of this process including its correct implementation and regular review.

Control and Distribution

This process is issued as a controlled document and can only be updated by the authorised information management representative and must include a revision status and traceability of the change process.

A master is retained as part of the information security management system with uncontrolled copies issued at point of use.

The Process

Event logs should include, when relevant:

· User ID’s,

· System activities,

· Dates, times and details of key events (e.g. log-on and log-off),

· Records of successful and rejected system access attempts,

· Records of successful and rejected data and other resource access attempts,

· Use of privileges,

Group Policy setting for all computers linked to the Domain computers and servers
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Checks
There is a random check on PC’s and Server’s event logs to review unusual activities which is invoked by the IT manager on the basis of actual or perceived event.
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