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Introduction:
This document details the documented Management System for the Quality Management System (QMS), the Environmental Management System (EMS), the Information Security Management System (ISMS), and the Personal Information Management Syste (PIMS) and their associated policies, procedures, controls and records.
This Integrated Management System (IMS) Manual is issued as a controlled document and is managed in accordance with Clause 7.5, Documented Information.
This manual details the Management System that has been implemented to enable Trade Distribution to achieve the objectives detailed in each of the company’s key Policies:

· Quality Policy

· Environmental Policy

· Information Security Policy
· Personal Information Management Policy
The four policies are shown on the following pages of this document, leading into the detailed Management System Manual.
Quality Policy
It is the policy of Trade Distribution Limited (TDL) in its role as bespoke transport management to implement and maintain an efficient Quality Management System that is compliant to BS EN ISO 9001:2015.  To provide its customers with services that fully and consistently meet their requirements both now and in the future. 

The Company is committed to review and understand customer feedback data, internal performance data, financial performance data and business performance data at regular Management Reviews on at least a monthly basis to ensure that the Company’s Quality Objectives are being met as follows:-

· On-time and full performance to achieve and maintain 99% success

· Ensure all employees are trained to a standard that will deliver customer expectations

· To consistently and according to business requirements, purchase new equipment to maintain quality standards, reduce financial costs and protect business reputation.

· To Quantify and Adapt new business methods in to order to streamline business functionalities and processes

All personnel of the company shall be aware and understand the Company’s Quality Policy and their responsibilities to ensure that the quality objectives are achieved.  
The Company, at all times seeks to ensure that the Quality Management System is functional through the ongoing application of internal audits and that its validity, effectiveness and improvements are reviewed within management reviews meetings, therefore demonstrating our commitment to providing adequate resources to achieve this.

Management are ultimately responsible for making balanced judgments assessing the significance of variations and taking decisions.  In arriving at such decisions, the quality and personal integrity of all personnel are of fundamental importance.  In this context, all effort is made to ensure that each person within the company understands that quality assurance is important to the future, know how they can assist in the achievement of adequate quality and are encouraged to do so.  

It is the duty of the Senior Management team to communicate and cascade this policy to all personnel and also to other interested 3rd parties who could be affected by the contents of this policy.  
This policy is approved by the undersigned and is supported by all levels of management within the Company.  All personnel shall be guided by the contents of the quality management system and no deviation from the methods and procedures set down shall be permitted.

Environmental Policy

Trade Distribution Ltd is committed to the protection of the environment, including preventing pollution. As part of this commitment, we have strived to implement an environmental management system, in accordance with the requirements of ISO 14001:2015, for the distribution and handling of materials.

This commitment can be emphasised by the ability of the organisation to provide an effective and reliable service to its customer base. We recognise, however, by the very nature of the service we offer that, from time to time, we operate in environmentally hostile situations. We do all that is reasonably practicable to minimise further impact on the environment, through our operations.

In all aspects of operations undertaken by the company, compliance with the relevant environmental legislation will be strictly adhered to. Through adopting a continuous policy of researching and improving working methods, all departments should strive to contribute to the future standards of environmental protection within our sector, and enhance our overall environmental performance.

All commercial decisions made within our company take into account their possible impact on the environment. All employees within the company and associated business have an obligation to protect the environment.

Six keys areas are closely focused on to ensure that we maintain and improve our environmental aspirations:

1. Training personnel on environmental issues monthly through Training and Awareness program

2. Supervisory and project management

3. Strict quality assurance procedures

4. Environmentally sound disposal systems in accordance with current legislation

5. Clear internal/external communications on environmental issues

6. Constant monitoring of our procedures with the aim of reducing our impact on the environment

7. Aim to reduce our CO2 emissions by 5% annually

These areas form the basis of our environmental objectives, which are monitored and reviewed regularly, with amendments made where applicable.

This policy is communicated to all levels of employees through our training and awareness program, and interested parties where applicable.

Information Security Policy

Trade Distribution Ltd has established an information security management system and is committed to maintaining and improving information security within the company, minimising its exposure to all risks. The scope of the ISMS is defined by the Company’s core activity – “the storage and distribution of goods to consumer, commercial and public authorities in the Isle of Man and off-shore”.  The organisation’s commitment is to ensure that:

· Corporate and customer information is protected against unauthorised access 

· Information is protected through its access control policy and procedures

· We provide monthly Information security training and awareness for all employees

· We supply information of relevant business processes to all employees appropriate to their roles and responsibilities, monitored and updated quarterly

· We identify and meet all regulatory and legislative requirements, monitored and updated every six months

· We maintain and regularly test disaster recovery and business continuity plans for its business activities 

· information security events and incidents are reported and investigated by the Performance management team weekly and opportunities for improvement will be identified and implemented 

·  We adhere to the requirements of ISO 27001:2013 Information Security Management standards

· We communicate this policy statement both internally and externally and on request 

The management team are committed to continual improvement through a process of ongoing management reviews, risk assessments, regular internal/external audits and security incident reporting. The policy works in conjunction with our established ISO9001 Quality Management System and ISO14001 Environmental Management System and provides a framework for establishing and reviewing our information security objectives.
This policy is subject to annual review and is amended as necessary to ensure that it continues to be appropriate to the needs of the business. The management team is responsible for ensuring that this information security policy is communicated and understood at all levels
Personal Information Management Policy
Trade Distribution Ltd has established a Personal Information Management System and is committed to maintaining and improving information security within the company, minimising its exposure to all risks. The scope of the PIMS is defined by the Company’s core activity – “the storage and distribution of goods to consumer, commercial and public authorities in the Isle of Man and off-shore”.  The organisation’s commitment is to ensure that:

· Corporate and customer Information is protected through its access control policy, system authorisations (based on job roles/responsibilities) and documented procedures and is processed fairly and lawfully and in a transparent manner

· Employee identifiable information is protected against unauthorised access both within Trade Distribution and approved Third Party supplier of Wage Management functions and is processed fairly and lawfully and in a transparent manner
· We provide regular data security training and awareness for all employees and contractors.
· We supply information of relevant business processes in respect of Corporate and individual Customer’s data security to all employees appropriate to their roles and responsibilities, which is monitored and updated quarterly
· We identify and meet all regulatory and legislative requirements, monitored and updated every six months
· All system and process design changes are reviewed and implemented to ensure that processing of personal information is minimized to essential data only
· We maintain and regularly test disaster recovery and business continuity plans for its business activities 

· Data security events and incidents resulting in potential data breaches are reported and investigated by the Data Protection Officer (DPO).  Where a data breach is identified, the DPO will report all required details to the Isle of Man/UK Information Commission as per Data Protection Act 2018. 

· We adhere to the requirements of BS 10012 Personal Information Management System standard
· We communicate this policy statement both internally and externally and on request 
· The Data Privacy Policy is available on the TDL Website and available on request.  This Policy details type of data held: its availability, retention, storage and deletion procedure, and the Customer’s / Employee’s rights of rectification and erasure.

The management team are committed to continual improvement through a process of ongoing management reviews, risk assessments, regular internal/external audits and security incident reporting. The policy works in conjunction with our established Integration Management System (ISO 9001 Quality Management System, ISO 14001 Environmental Management System and ISO 27001 Information Security Management System) and provides a framework for establishing and reviewing our data security objectives.
This policy is subject to annual review and is amended as necessary to ensure that it continues to be appropriate to the needs of the business. The management team is responsible for ensuring that this information security policy is communicated and understood at all levels. 
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Clause 4.1 Context

The organisation has developed an IMS Context Diagram XE "IMS Context Diagram"  which addresses the clause requirements and includes Core Activities, Support Functions and External Factors.

The above document is reviewed as part of the Management Review Process and any required changes controlled through the documented system.

Clause 4.2 Understanding the Needs and Expectations of Interested Parties

Interested parties have been identified through the Context Diagram XE "Context Diagram" , and their needs and expectations documented within the QMS & ISMS Risk Assessment Treatment Plan,  XE "QMS & ISMS Risk Assessment Treatment Plan"  EMS Aspects and Impacts Register and TDL BS 10012 RISK ASSESSMENT and TREATMENT PLAN XE "EMS Aspects and Impacts Register" .

Clause 4.3 Scope
The documented scope is the storage and distribution of goods to commercial, consumer and public authorities, located within the British Isles. Core services include Distribution, Materials Handling, Warehousing and Storage and Workshop services. These core services are supported by several activities which include IT, HR, Customer Services / Administration and Vehicle Management. External Issues and Interested Parties are identified within the IMS Context Diagram XE "IMS Context Diagram"  and include external providers, neighbours, Stakeholders, Government and Financial/Legal Services. This includes the protection of information supported by training and awareness,compliance with legal requirements,DR testing and reporting of incidents.
Clause 4.4 QMS, EMS, ISMS and PIMS
The system policies, controls, processes, documents and records are designed and implemented within the Sharepoint XE "Sharepoint"  structure which provides a single point of access for all employees and authorised contractors.  This is documented within the Sharepoint User Guidelines XE "Sharepoint User Guidelines"  document.

Clause 5 Leadership
5.1 Leadership

Leadership and commitment can be demonstrated throughout the management team by their focus and drive to comply with a range of ISO standards including;
ISO 9001:2015 Quality

ISO 14001:2015 Environment

ISO 27001:2013 Information Security

BS 10012: 2017 Personal Information Management
Senior management have allocated both internal and external resource to delivering these standards which is also demonstrated through the Integrated Management System and Policy statements, signed and displayed on the premises and communicated to Interested Parties through the Website.

Organisational objectives have been defined and are monitored as part of the Management Review Process XE "Management Review Process"  and reflect the direction and culture of the organisation. They are seeking to gain lucrative contracts and wish to use ISO and British Standards as a means to improve the business systems and controls while promoting best practice.

Top management demonstrate strong support to managers and process controllers and seek to encourage all employees and contractors to make a positive contribution to the organisations goals and aspirations.

Audits are conducted with a view to assessing the management systems ability to achieve requirements while seeking to identify opportunities for improvement which helps promote a culture of continuous improvement.

5.1.2 Customer Focus

· Customer requirements and applicable statutory and regulatory requirements are determined and met.

· The risks and opportunities that can affect conformity of service and the ability to enhance customer satisfaction are determined and addressed through meetings and feedback.

· The focus on consistently providing a service that meet customer and applicable statutory and regulatory requirements is maintained throughout the quality management system.

· The focus on enhancing customer satisaction is maintained and reviewed during management review and alternative meetings throughout the business.

5.2 Policies 

QMS, EMS, ISMS and PIMS Policies have all been documented and communicated as separate statements; these have been included as an introduction to this document.  These policies reflect the Organisation’s core objectives, legal requirements and a commitment to continual improvement.  All statements have been authorised by Top Management and communicated to all Interested Parties.
Clause 5.3 Organisation Roles and Responsibilities and Authorities
The chart below details the overall Heron and Brearley Group structure and makes reference to the specific TDL business structure.

Figure 1: H&B Organisation Chart
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This is further documented as a separate TDL Organisation Chart XE "TDL Organisation Chart"  which includes specific roles, responsibilities and authorities.

Figure 3:  ISO Depot Contacts

	Standard
	Isle of Man (Head Office)
	Skelmersdale

	Quality Management System
	Customer Services Manager
	Customer Services Manager

	Environmental Management System
	Freight Manager
	Facilities Manager

	Information Security Management System
	Business Improvement Manager
	Business Improvement Manager

	Personal Information Management System
	National Operations Manager
	National Operations Manager


Job Descriptions give further detail of roles and responsibilities, specific to Quality, Environmental, Information Security and Personal Information Management Systems. 
Communication of roles and responsibilities is addressed through all interested parties having access to the documented systems through Sharepoint, a shared drive available to all staff through the internal Group web-page  http://hbshp01/TDL/SitePages/Home.aspx.

Guidelines on the structure and use of Sharepoint are available in the document Sharepoint User Guidelines XE "Sharepoint User Guidelines" , which is located in the ISO Infrastructure Library in TDL Sharepoint website.  However, an overview of the organisational structure is shown in Figure 4.

Figure 4: Sharepoint Libraries Structure
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Clause 5.4 Embedding the PIMS in the organisation’s culture

TDL ensure that all employees are aware of all personal data management policies and procedures and their importance to the effectiveness of the Management System through ongoing education and awareness programs.  The TDL Consolidated Process Training Matrix records attendance of Awareness Training sessions and details of processes and procedures applicable and required by the employee’s job role.

Clause 6.1 Actions to Address Risks and Opportunities

ISMS & QMS

6.1.1 A Risk Assessment and Treatment Plan XE "Risk Assessment and Treatment Plan"  has been developed to assess risks associated with the business process and has been linked to the IMS Context Diagram XE "IMS Context Diagram" . CIA methodology has been applied and a risk criteria heat map used to apportion the level of risks for treatment.

The actions and controls form part of the policies and controls which are formally assessed during the internal audit process. The results are reported as part of the management review process.

When considering business opportunities they are risk assessed and recorded within the Risk Assessment and Treatment Plan XE "Risk assessment and treatment plan"  allowing this to be used as a “living” tool.

6.1.2 As detailed in 6.1 above risk criteria are set and a methodology documented, the Risk Assessment Process Flow & Methodology XE "Risk Assessment Process Flow & Methodology" , to allow for consistent application of the risk process. Risk owners are recorded and CIA methodology applied.

The plan documents scenarios, potential outcomes and applies likelihood against impact scoring to allow final assessment within the heat map. Results are prioritised as high, medium and low using RAG.

6.1.3 As detailed in 6.1 and 6.1.2 above a risk treatment plan is documented as part of the ISMS which defines the appropriate controls to reduce identified risks. These controls are set out in a Statement of Applicability XE "Statement of Applicability"  and linked to Annex A requirements. Risk owners are required to approve these controls.

EMS
	Clause #
	Title
	Details
	Documented evidence

	6.1
	Actions to address risks & opportunities
	The organisation has identified aspects and impacts and understood the issues through the context diagram. The outputs have been issued as controls to process and risk owners
	ASPECTS & IMPACTS REGISTER XE "ASPECTS & IMPACTS REGISTER" 
IMPROVEMENT CONTROLS TREATMENT PLAN XE "IMPROVEMENT CONTROLS TREATMENT PLAN" 

	6.1.2
	Environmental aspects
	The business has developed and communicated its aspects and impacts in a documented register which includes high, medium and low impacts.
	ASPECTS & IMPACTS REGISTER XE "ASPECTS & IMPACTS REGISTER" 

	6.1.3
	Compliance obligations
	The compliance obligations are detailed in the aspects and impacts register. These are identified and maintained within the legal and other requirements register. These requirements are identified and reviewed from IOM Government information and business requirements. The review process is carried out as part of the MR process.
	ASPECTS & IMPACTS REGISTER XE "ASPECTS & IMPACTS REGISTER" 
APPLICABLE LEGISLATION REQUIREMENTS XE "APPLICABLE LEGISLATION REQUIREMENTS"  

	6.1.4
	Planning action
	The organisation has detailed risks and opportunities within the aspects and impacts register including compliance obligations and interested parties requirements. This has generated a detailed action plan issued to process and risk owners.
	ASPECTS & IMPACTS REGISTER XE "ASPECTS & IMPACTS REGISTER" 


The Risk Assessment and Treatment Plan XE "Risk Assessment and Treatment Plan"  and the Aspects and Impacts Register XE "Aspects and Impacts Register"  are reviewed frequently by the Senior Management Team to ensure the effectiveness of the actions have been fulfilled, typically within Management Review Meetings.

PIMS
6.1.1 A Risk Assessment and Treatment Plan XE "Risk Assessment and Treatment Plan"  has been developed to assess risks associated with the business processes relating to or using personal information (both Customer and Employees) and has been linked to the IMS Context Diagram XE "IMS Context Diagram" . CIA methodology has been applied and a risk criteria heat map used to apportion the level of risks for treatment.

The actions and controls form part of the policies and controls which are formally assessed during the internal audit process. The results are reported as part of the management review process.

When considering business opportunities they are risk assessed with regards to personal information required and recorded within the Risk Assessment and Treatment Plan XE "Risk Assessment and Treatment Plan"  allowing this to be used as a “living” tool.
6.1.2 PIMS Data Inventory and Data Flow
The TDL Records of Processing Activities defines that data inventory and data flow analysis process that details key business processes that utilize personal information and where the information is sourced.  The information is categorised and high risk personal information identified and its use (and any secondary uses) is identified.  The document also defines where data is passed to a third party and/or data processor and the systems in which the data is stored.  Data retention and disposal is also documented in line with the Data Retention Policy and Asset Inventories. 

6.1.3.1 The Risk Assessment and Treatment Plan XE "Risk Assessment and Treatment Plan"  includes details of the legal basis for the processing of all personal information, both Customer and Employee, in relation to personal information provided to:
· Complete the performance of Customer contracts

· Compliance with legal obligations (both Customer and Employee)

· Protecting their vital interests

· Legitimate interests of the Data Controller or Third Parties

6.1.3.2 The Risk Assessment and Treatment Plan XE "Risk Assessment and Treatment Plan"  also covers the following special categories of data processing:

· Employee biometric data used for site access (hand-reader)

It has now been confirmed (November 2018) that the TNA Clocking System which utilizes the palm-print/unique pin code to clock arrival and departure times for employees, is to be retired at the end of December 2018, and replaced by the Kaizen system which does not use biometric data.  The new system records arrival/departure time against a unique employee id code only.  The current TNA system stores the palm print on the TNA machine against the employee unique id (employee name is NOT stored against the palm-print) and is NOT transmitted to the server – only the recorded arrival/departure time and unique employee ID is transmitted.  
6.1.5 Privacy Risk Treatment

This clause has been addressed and documented in the The PII  Risk Assessment and Treatment Plan and includes information transfer risks and controls applied across IOM UK and third party providers.

6.1.7 Privacy by Design and Default

The organisation is committed to the protection of PII and when assessing the collection,processing and storage of such information consideration is given to;

The minimisation of processing, restricting access, pseudonymisation and risk assessed and treatments applied to ensure appropriate controls are applied.
As the organisation is certified to ISO 27001 the above is addressed within those controls including risk assessment and treatment process, annex A controls and records of processing activities.
Clause 6.2 Objectives and Planning to Achieve them
Quality Management System Objectives:
	Quality Objectives
	Resource required
	Responsibility
	When it will be completed
	How results are evaluated
	Business expectations

	On-time and in  full performance to achieve and maintain 99% success
	1. Weekly Dashboard that provides details of total deliveries for the previous week, year to date and the number of non-conformances against them.  

2. AKW Weekly KPI (Mermaid/Shore) demonstrating total deliveries and details failures and breakdowns including corrective and preventative actions taken. Non job NCR reporting is completed in Multifreight.


	Customer Service Manager
	On going
	Weekly KPI Reports and Dashboard reports

Weekly Operations performance meeting.

Monthly/Quarterly/Annual Management meetings.


	99% success rate

	
	
	
	
	
	

	Ensure all employees are trained to a standard that will meet customer expectations.

Identify and commit to further enhanced customer focus training for employees.
	3. Annual  performance reviews.  Meeting documentation.  Measure against the business core competency 


	Operations Manager

Fleet & Transport Manager

Customer Service Manager
	On going
	Review the documented performance reviews to ensure progression and training is taking place.

Also review training matrix during monthly management meeting.
	100% success rate

	
	
	
	
	
	

	To consistently and according to business requirements, purchase new equipment to maintain quality standards, reduce financial costs and protect business reputation
	4. Group company vehicle policy and capital expenditure annual report. Company budgets and applies for capital to invest and renew fleet.

5. Service schedule for vehicle, trailers and plant

6. Introduction of new structure and operating system to ensure compliance and visibility


	Fleet & Transport Manager


	On going
	R2C system reviews are regularly carried out

Compliance Audits are undertaken by external Auditors.  
	OCRS Score of Amber or above

NCR Dashboard performance reporting at 99% or above

	
	
	
	
	
	


Environmental Management System Objectives: (using SMART methodology)

	Specific
	Measurable
	Agreed
	Realistic
	Time Based

	The reduction of waste
	Through the reduction of waste to EFW Plant

(Chipped Bins)
	Communicated and controlled through the recycling program 
	The organisation has committed to recycling and has appointed licenced authorities to remove waste to avoid going to general waste
	Assessed as part of the management review process over 12 months and reported into MR process

	To ensure training and awareness is carried out
	Through the skills matrix and training records
	Employees and contractors terms and conditions and contractual arrangements
	It is a requirement set out in clause 7 
	This is continuous and reportable at least every 12 months and reported into MR process

	To achieve and retain ISO 14001
	Certification audits and reports
	Contractual arrangement with certification body
	It is a requirement of 14001
	External audits every 12 months

	Comply with legal requirements
	Legal register reviewed against current legislation
	The legal register has been compiled with top management approval
	It is a requirement of 14001
	Reviewed every 12 months and reported into MR process

	Prevent Pollution
	Use of spillage kits and EMS events log
	Communicated through the awareness and training program
	Should a spillage occur spill kits are issued to reduce the potential of environmental pollution
	Formally reviewed every 12 months during MR process

	Reduction in CO2 Emissions
	Through the CO2 log
	Monitored and measured through collection of data a source
	The organisation has commenced monitoring of emissions in order to agree targets  
	This is a 12 month ongoing program 


Information Security Management System Objectives: (using SMART methodology)

	Specific
	Measurable
	Agreed
	Realistic
	Time Based
	Responsibility

	The protection of information
	Through the reporting and recording of events and incidents
	Communicated and agreed through management 
	This should be a basis requirement in achieving 27001
	Assessed as part of the management review process over 12 months and reported into MR process
	Appointed Rep 



	To ensure training and awareness is carried out
	Through the skills matrix and training records
	Employees and contractors terms and conditions and contractual arrangements
	It is a requirement set out in clause 7 
	This is continuous and reportable at least every 12 months and reported into MR process
	Appointed Rep

	To achieve and retain ISO 27001
	Certification audits and reports
	Contractual arrangement with certification body
	It is a requirement of 27001
	External audits every 12 months
	Operations and Compliance Director

	Comply with legal requirements
	Legal register reviewed against current legislation
	The legal register has been compiled with top management approval
	It is a requirement of 27001
	Reviewed every 12 months and reported into MR process
	Operations and Compliance Director

	Minimise security incidents/events
	Through the internal audit process
	During the management review process
	It is part of Continuous Improvement program
	Formally reviewed every 12 months during MR process
	Appointed Rep


Personal Information Management System Objectives: (using SMART methodology)
TDL has established PIMS objectives (using SMART methodology) as detailed below.  These objectives are consistent with PIMS policy, measurable, taking into account privacy requirements and results from risk assessments and risk treatment, monitored, communicated and updated as appropriate. The organisation retains documented evidence on PIMS objectives and when planning how to achieve its PIMS shall determine what will be done and resources required, who will be responsible, when it will be completed and how it will be evaluated.
	Specific
	Measurable
	Agreed
	Realistic
	Time Based
	Responsibility

	The protection of Corporate and Customer

Information and processed fairly and lawfully
	Through the reporting and recording of events and incidents and documented procedures
	Communicated and agreed through management 
	This should be a basic requirement in achieving both ISO  27001 and BS 10012
	Assessed as part of the management review process over 12 months and reported into MR process
	Appointed Rep 



	The protection of Employee 
Information and processed fairly and lawfully
	Through the reporting and recording of events and incidents and documented procedures for TDL and Third Party Supplier of Wage Mgmt
	Communicated and agreed through management 
	This should be a basic requirement in achieving both ISO  27001 and BS 10012
	Assessed as part of the management review process over 12 months and reported into MR process
	Appointed Rep 



	To ensure training and awareness is carried out
	Through the skills matrix and training records and defined business process documentation and training
	Employees and contractors terms and conditions and contractual arrangements
	It is a requirement set out in clause 7 
	This is continuous and reportable at least every 12 months and reported into MR process
	Appointed Rep

	Comply with legal requirements
	Legal register reviewed against current legislation
	The legal register has been compiled with top management approval
	It is a requirement of ISO 27001 and BS 10012
	Reviewed every 6 months and reported into MR process
	Operations Director

	System/Process design changes ensure processing of essential personal information only 
	Through documented procedures and risk assessment updates/ reviews.
	Communicated and agreed through management
	It is aa required set out in Clause 6.1.7
	Reviewed as part of Change Management Process and reported into MR process
	Systems and Compliance Manager / Operations Director

	Regularly test disaster recovery and business continuity plans
	Through documented procedure tested every 6 months recording test and “lessons learnt”
	Communicated and agreed through management and BCR Team
	It is a requirement of ISO 27001 and BS 10012
	Reviewed every 6 months and reported into MR process and revisions required to Business Continuity Plan
	Systems and Compliance Manager / Operations Director

	Reduce risks relating to data security incidents/events, reporting any resulting breaches to DPO.
	Through the reporting and recording of events and incidents through MR process and DPO process.
	Communicated and agreed through management
	It is a requirement of ISO 27001 and BS 10012
	Data breaches will be reported by DPO immediately  as per DPA 2018, and actions taken formally reviewed every 12 months during MR process
	Systems and Compliance Manager / Operations Director / DPO


Clause 6.3 Quality Management System – Planning for Change

Should the Senior Management Team of TDL identify any potential changes, this is then delegated to a responsible person as a “project manager”.  

He or she will conduct a “research background” to determine the feasibility of the changes with regards to:-

· Purpose of the change

· Any potential consequences

· Integration of the quality management system

· The availability of resources

· The allocation or reallocation of responsibilities and authorities

· Technical Skills

· Timescales

· Risks

· Impact
Once completed this then forms part of the Management Review and within the internal audit schedule.

Records are maintained within the Planning for Changes Register. XE "Planning for Changes Register" 
Clause 7 Support

7.1 Resources
ISMS

Resources are made available to ensure that the Information Security Management System is conforming to requirements and are reviewed as part of the management review process.  Such resources include support services from the IT Group and HR and auditing through the TDL Business Support Unit.  Time is allocated to allow process owners to attend ISO meetings which can include remote conferencing should the need arise. 

EMS

The organisation provides resources to ensure the Environmental Management System is operated and maintained and includes process and risk owners, top management involvement, investment in materials and use of external providers. These are detailed within the documentation and controls applied relevant to the aspects and impacts register.  Resources are also evidenced within the context diagram which includes contractors, suppliers and IT support. A formal review takes place as part of the Management Review Process and Agenda XE "Management Review Process and Agenda"  referred to in 9.3.

QMS & PIMS
7.1.1 General

TDL determines and provides the resources (people, meetings) needed for the establishment, implementation, maintenance and continual improvement of the quality and personal information management systems.

We ensure that the below elements are taken into account when completing an evaluation:

· The capabilities of, and constraints on, existing internal resources;

· What needs to be obtained from external providers

7.1.2 People

Operation and context of the business is considered when we determine the relevant persons necessary for the effective operation of the quality and personal information management systems.   

7.1.3 Infrastructure

Our administration is conducted between the Isle of Man & Skelmersdale offices. This includes:-

· Management of customer and financial matters

· Handling of client orders

· Personnel records

In terms of equipment used to deliver our service, registers are kept for the following:

· IT/Office Equipment/Documentation (including personal information)  – Asset Inventory XE "Asset Inventory" 
· Vehicles / Trailers / Warehouse Equipment – R2C Assets / BES/Vulcan Engineering Reports
· Workshop equipment – R2C Assets
7.1.4 Environment for the operation of processes

All appropriate equipment is maintained and appropriate certificate(s) are available, for example Portable Appliance Tests, Fire Extinguishers, Calibrations etc.  

Appropriate equipment is in place to alleviate any restraints on the employee.  There are no psychological factors to take into consideration.  The layout is very good minimising any impacts to the environment.

7.1.5 Monitoring and measuring resources

We ensure that all relevant equipment and personnel are monitored and measured to ensure that equipment and personnel are effective for the services we offer:-

Equipment:  We ensure that all equipment is serviced and records maintained to statutory and regulatory requirements

Personnel:  We ensure that all personnel are monitored on a regular basis (please see training records etc). 

7.1.6 Organisation Knowledge

We ensure that a “Job Description” document is produced which includes knowledge requirements for each individual role.  Specific tests are implemented to ensure that persons are knowledgeable with the specific elements of the role.  This could include telephone interview, tests, internal training or vocational certificates. 

QMS, EMS, ISMS & PIMS
7.2 Competence

All employees have the training and skills needed to meet their job requirements. All employees are monitored on an ongoing basis to identify any training and development needs. Competences and training needs are identified / satisfied by using:

· Job descriptions which set out the competences required

· Contracts of employment which set out contractual and legal requirements

· Induction checklist

· Appraisals

· On the job reviews to ensure / check levels of competence

· Training/competency matrix/system

7.3 Awareness
QMS

TDL ensure that all employees are aware of all policies and their contribution to the effectiveness of the Quality Management System through:

· Team meetings / Awareness Sessions
· Induction

· Bi-annual appraisals 

ISMS & PIMS
As part of the TDL Consolidated Process Training matrix XE "TDL Consolidated Process Training matrix" , the Information Security policy and the Personal Information Management policy and reinforcement of awareness is recorded to improve the effectiveness of their understanding of their contribution to data and personal information security.
The Staff Handbook  XE "Staff Handbook"  sets out the disciplinary process including breaches in information and personal information security.

EMS

	Clause #
	Title
	Details
	Documented evidence

	7.3
	Awareness
	Training records are held by Health and Safety, and the Skills Matrix records EMS awareness and training. This is further supported within the Staff Handbook and Induction training of new recruits.
	TDL CONSOLIDATED TRAINING MATRIX XE "TDL CONSOLIDATED TRAINING MATRIX"  
STAFF HANDBOOK XE "STAFF HANDBOOK" 


7.4 Communication
ISMS

Communication is cascaded down from the Senior Management Team through Line Management and into departmental operations.

Information communicated in this way includes;

· Management Review Outputs and Actions

· Internal Audit Results / External Audit Results / Operational Issues.

· Targets and Objectives including; results of Information Security Incidents above is communicated through e-mails; training and awareness program; face to face and remote meetings; displayed notices and day-to-day verbal communications.  This is evidenced within the communications folders.

The frequency of these communications depends on the formality and type of information and typically involves weekly, monthly and annual meeting. The Staff Handbook XE "Staff Handbook"  also refers to communication to support this process.
QMS, EMS & PIMS
	Clause #
	Title
	Details
	Documented evidence

	7.4
	Communication
	The organisation has an internal and external  communication process which includes Management Review actions, results of targets and objectives, operational issues, results of internal and external audits. Communication can be carried out in a number of ways depending on the formal nature of the information to be communicated. Typically this includes daily, weekly, monthly meetings, (see 

TDL Meetings Schedules XE "TDL Meetings Schedules" ) e-mails, displayed notices and day to day verbal communications. The Staff Handbook and Training Program refer to, and support, the communication process.
	STAFF HANDBOOK
 XE "STAFF HANDBOOK" 
MANAGEMENT REVIEW XE "MANAGEMENT REVIEW"  RECORDS

REGULAR MEETINGS
E-MAIL COMMS


VISUAL AIDS


7.5 Documented Information

7.5.1 General

TDL demonstrates documented compliance to:

· ISO 9001:2015 
· ISO 14001: 

· ISO 27001:  2013

· BS 10012: 2017 (GDPR)
Including policies,  processes & procedures, data records (including infrastructure data eg risk assessments, training records, and “core” data eg measurement data for CO2 calcuations, etc) and templates  on an electronic system (Sharepoint) which is available on the company’s shared drive to all employees.  All information is read only and only accessible via the document owner for amendment.

7.5.2 Creating and updating

The creation of documentation to support all the Management Systems  is primarily the responsibility of the designated “Top Management Representative”.

Identification will be sought by a document reference, date and author.  To aid the approval and suitability of documents, the appropriate Top Management authorises the release and delegates any training requirements.

7.5.3 Control of documented information

All documentation is controlled by version and date and held within sharepoint and reviewed on the back of the internal audits and management reviews.
TDL has Microsoft Office, MultiFreight and CTMS in place to avoid the loss of confidentiality, improper use or loss of integrity and includes 2 on-site servers and one off-site server.  Systems backed up regularly throughout the day.
All software installed and used throughout the operational and supporting activities within TDL are documented within the TDL Software Installation and Review Schedules XE "TDL Software Installation and Review Schedules" .
Control of documents can be found within Sharepoint and encompasses the following elements:-

· Distribution, Access, Retrieval and use

· Storage and preservation, including preservation of legibility

· Control of changes (e.g. version control)

· Retention and disposition 

Documents can be retrieved by authorised personnel from the storage locations specified. Customer records are identified by name.

On or after the retention period stated, the relevant records will be reviewed by the appropriate personnel and will either remain in-situ, be archived or destroyed. 

If records are to be destroyed, they will be disposed of in a controlled manner; sensitive hard copies will be shredded and soft copies will be deleted from the system. If records are to be archived, they will be identified and stored appropriately.

The process is demonstrated in the following flowcharts

· Document Control Procedure
· Control of Documents and Records
Figure 5: Document Control Procedure
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Figure 6:  Control of Documents and Records
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Clause 8 Operation, Planning and Control
This section defines the planning, implementation and control of process to address the requirements of the Quality Management System, Environmental Management System and Information Security Management System and includes risk assessment and treatment plans.
8.1 Operational planning and control

ISMS
8.1 A Risk Assessment and Treatment Plan XE "risk assessment and treatment plan"  as detailed in 6.1 above and planned actions are detailed with their controls within the Statement of Applicability XE "Statement of Applicability" .  6.2 details a range of Objectives (using SMART methodology) which are also part of the controls set out within the documented process.
EMS

	Clause #
	Title
	Details
	Documented evidence

	8.1
	Operational planning and control
	The aspects and impacts register has determined significant impacts and the controls that maybe required reducing or mitigating the impact.
	CONTROL OF PROCESSES REGISTER XE "CONTROL OF PROCESSES REGISTER" 


QMS

8.1 TDL has determined the requirements and controls implemented for all processes referred to in section 4.4 which are documented in the Control of Processes Register XE "Control of Processes Register" .   Any planned changes are controlled through section 6.3 (Planning for Changes).
PIMS
8.1 A Risk Assessment and Treatment Plan XE "risk assessment and treatment plan"  as detailed in 6.1 above including controls and recommended future actions has been defined.  XE "Statement of Applicability"  6.2 details a range of Objectives (using SMART methodology) which are also part of the controls set out within the documented processes detailed in the Control of Processes Register. Any planned changes are controlled through a Planning for Changes document in addition to reviewing and updating the risk assessment.  Unplanned events or changes are monitored through Non-Conformance reporting through Multifreight and are managed and actioned through the Management Review process.
8.2 QMS - Determination of requirements for services
8.2.1 Customer Communication

Capability, facility and service information is supplied to customers via website, email and through various meetings.

Communications such as enquiries, quotes, orders and amendment details are appropriately stored and identified by customer name, customer ref number or purchase order.

Customer feedback is proactively sought via direct contact and satisfaction monitoring.  Performance reports/dashboards can be produced from Multifreight and are available on request.  In addition, a P&L Contracts Performance template is used to provide KPI reporting to specific customers (Network contracts).
Complaints are documented and recorded directly onto MultiFreight as part of the Non-Conformance process as well as recorded in the Customer Feedback register XE "Customer Feedback register" .
Handling and control of customer property is detailed within section 8.5.3 below.

8.2.2 Determination of requirements related to services

TDL ensures that applicable statutory and regulatory requirements are met which can be evidenced within section 4.1 of this manual.

8.2.3 Review of requirements related to services

TDL has processes in place to ensure that client details are collected during the course of a contract.  This is to ensure that all details are correct and any additional information is collected to improve future requirements. This data is managed within the Multifreight and CTMS systems and reviewed as part of the SLA review process or regular Customer meetings.
8.2.4 Changes to requirements for Products and Services

Any change required through customer requirements are fully documented through the appropriate system for example MultiFreight or CTMS and Review meetings.
8.2 EMS

	Clause #
	Title
	Details
	Documented evidence

	8.2
	Emergency preparedness and response
	The organisation has identified emergency controls as part of the aspects and impacts register, which includes both external and internal emergency situations, including Spillage Control arrangements. 
	ASPECTS & IMPACTS REGISTER XE "ASPECTS & IMPACTS REGISTER" 
SPILLAGE CONTROLS


8.2 ISMS

8.2 Risk assessments are carried out and documented in the Risk Assessment and Treatment Plan XE "Risk Assessment and Treatment Plan"  which is formally reviewed during the management review process.

8.2  PIMS – Implementing the PIMS
8.2.1 Key appointments
The PIMS Data Protection Officer for the H&B Group, including Trade Distribution has been defined as per the TDL Organisation Chart (see section 5).  Within Trade Distribution, key accountable resources have been identified for each site (Kewaigue & Skelmersdale) to oversee and manage the compliance to the PIMS Policy. 
8.2.1.1 Top Management

The Operations Director, supported by the Compliance Manager and key accountable resources have been designated to ensure compliance with data protection requirements.  These key personnel are on the Management Review team and are responsible for demonstrating and maintaining good practice and managing data breeches or issues through Non Conformance reporting and reviews.

8.2.1.2 Data Protection Officer (DPO)

The PIMS Data Protection Officer has been appointed at the Heron and Brearley Group level, which includes all Companies (including Trade Distribution) within the Group. The Data Protection Officer is a key member of the H&B Accounts Team and reports directly to the Financial Director for H&B and Trade Distribution in addition to the relevant supervisory authority.

TDL will involve the DPO in a timely manner in all issues relating to the processing of personal information and will ensure that any notifications to the supervisory authority are carried out where necessary. 
8.2.1.3 Day to Day Responsibility for Compliance with the PIMS Policy 
Site contacts have been defined for Kewaigue & Skelmersdale for the Day to Day responsibility for the compliance to the PIMS Poicy (see contacts defined in 5.3), as part of their TDL overall roles and responsibilities.  These contacts will report into the Operations Director or Systems and Compliance Manager (both members of the ISO Management Team) who will in turn, report to the DPO as necessary.
The responsibilities of these contacts have been defined within the Organisational Chart, available on the Sharepoint environment.

8.2.1.4 Data proctection representatives

As the H&B Group and TDL Organisation are inter-linked across the HR and Account Departments and also utizlise third party providers , TDL have set up multiple protection representatives across the Departments and across sites.
8.2.2 Identifying and Recording users of personal information
8.2.2.1 Inventory

The Organisation has developed a data inventory and data flow document, TDL Records of Processing Activities, showing the categories of personal information processed by the organisation together with the purpose for which is is used.

8.2.2.2 High-risk personal information

The Inventory includes explicit identification of the high-risk categories of personal information identified by the organisation which includes but is not limited to:

· Employee National Insurance information

· Employee Financial information (bank account details)

· Employee biometric information (hand or thumb print for recording arrival/departure from building – time sheet recording) 

8.2.3 Risk assessment and treatment

The Organisation has development a Risk Assessment and Treatment Plan in conjunction with its Context Digram to identify the level of risk to natural persons associated with the processing of their personal information.
The risk assessment process ensures that processing of personal information that could cause damage and/or distress to natural persons can be escalated for review by the Data Protection representativies and the Data Protection Officer.

8.2.4 Training and Awareness

The Organisation has developed a Consolidated Training Matrix detailing training and awareness requirements for all ISO Standards including BS10012.  The Matrix details all processes and procedures developed, and records employees attendance for regular awareness sessions, and their understanding of processes relative to their job role.
Regular training and awareness sessions are held in the depots for all employees to ensure latest information is disseminated to all staff.  Specific training relative to those workers with day-to-day responsibility in handling personal information is defined within the Matrix.

8.2.5 Keeping PIMS up to date

The Data Protection representative (including the DPO) and the ISO Management Team will assess at planned intervals (Management Reviews) whether the PIMS continues to provide an infrastructure for maintaining and improving compliance with data protection requirements. 
These reviews will also include impacts and recommendations following any changes in the organisation’s requirements or technologies used.

8.2.6 Fair, Lawful and transparent processing

The Personal Information Management System ensures, in accordance with the legal basis for processing personal information, that is processed fairly and transparently and only where justified.

8.2.6.1 Collection and Processing of Personal Information

The organisation provides natural persons with information in appropriate format, of the identity of the organisation and its representatives clearly stating the purpose for  processing the information and that it is carried out on a legal basis, specifying the types of personal information collected, the source and if applicable if it came from publicly accessible sources, and whether disclosure of information to third parties is required.

If personal information is transferred outside the EEA, there is an explanation of the safeguards in place and how to obtain a copy of the safeguards, providing details of any technologies used to collect information about natural persons as well as information  to make the processing fair and transparent. 

Where the information is required for a statutory or contractual reason, it is necessary to inform the natural person why and consequences for not providing.  The PIMS ensures where processing based on consent, records of consent are retained and where it is withdrawn processing has ceased and record of ceasing kept. Where high-risk personal information collected, PIMS ensures that privacy information provided states the purpose and ensures new collection methods are reviewed.

8.2.6.2 Records of privacy information (such as notices and statements)

TDL maintains a Privacy Information Register recording details of privacy information provided to individuals.  This Register also details how the personal information was originally collected and the type of information provided.  This register will retain all historical records (for at least as long as the original data is retained in accordance with legl requirements.  The register will also store the dates relating to the privacy notice issued, eg data of issue and earliest date of deletion.
8.2.6.3 Timing of Privacy information

The PIMS ensures that where personal information is collected, the natural person is advised of the requirements for the personal information PRIOR to its collection.. No personal information is collected indirectly by TDL.
8.2.6.4 Accessibility of Privacy information

The PIMS ensures that any information presented to natural persons is presented which is easily accessible and understood.
8.2.6.5  Collection from Third Parties

The PIMS ensures that, where personal information is collected from third parties, it is collected faily and lawfully, and where necessary, the identified natural person is informed and/or provided with the information.
8.2.7 Processing for specific legitimate purposes

The PIMS ensures that personal information relating to Corporate/Customers and Employees is obtained only for one or more specified purposes, and is not further processed in any manner incompatible with those purposes.
8.2.7.1 Grounds for processing

The PIMS ensures that personal information is obtained only for one or more specified purposes, and is not further processed in any manner incompatible with that purpose or those purposes, unless appropriate legal exemption exists, or the natural person(s) has given specific consent for their information to be used for the new purposes.  PIMS ensures that the data processing is not carried out in a way which breaches or potentially breaches any legal obligations, including statutory provisions, common law or contractual terms.
8.2.7.2 Consent for incompatible purposes

TDL maintains a Privacy Information Consent Register recording details of privacy information that is to be used for incompatible purposes (a different or updated purpose(s) than the original purpose) recording the consent date and details or the information being used BEFORE the new purpose is implemented.  If personal information is used for any purpose additional to, or different, from the originally specified purpose, the new use shall not be unexpected and shall be fair. 
8.2.7.3 Processing children’s information

TDL does not process children’s information.

8.2.7.4 Data Sharing

The TDL PIMS policy, when personal data is shared with another organisation, ensures responsibilities of both parties are fully documented and a written document or contract is used, describing purposes the information may be used for and any limitations or restrictions on further use, providing an undertaking or other evidence of its commitment to processing in a manner which does not contravene data protection legislation.

The PIMS ensures when possible new processing which involves sharing personal information with third parties, it is compatible with terms of the information provided to natural persons. The organisation ensures it has a legal basis and appropriate notice is provided of sharing to a Third Party/Organisaton and has consent of the natural person(s) and complies with the purpose limitation principle and consent to share data.  Where there is no consent, the PIMS shall ensure an auditable record of protocols and controls for the data sharing are documented.

8.2.7.5 Open data

The PIMS must ensure that where personal information is being published as part of an ''open data'' initiative, the personal information is de-identified so that natural persons are not identifiable, unless there are grounds for making the personal information public.  Within the TDL Organisation, this would only be for internal staff use only – eg specific training programs.  TDL does not participate in any “open data” marketing initiatives or programs.
8.2.7.6 Data matching

TDL does not complete any “data matching” or “profiling” activities.
8.2.8 Adequate, relevant and in-line with data minimisation principles
The PIMS ensure that personal information is adequate, relevant and not excessive.

8.2.8.1 Adequacy

The PIMS ensures that the personal information collected by the organization is adequate for the organization's purposes.  Regular reviews of the Risk Assessment and Treatment Plan, and the Management reviews, ensure that regular reviews of technology and processes involving the processing of personal information are carried out to ensure that the personal information continues to be adequate for those purposes.
8.2.8.2 Relevant and not excessive

The PIMS ensures that only the minimum amount of personal information required to meet legitimate purposes is captured. Any non-relevant or excessive personal data will not be processed and any new system introduction requiring processing of personal information will also incorporate this stipulation.
New systems and processes are required to be reviewed to ensure the above sstatement is applied. The organisation considers techniques to disguise information to increase controls.
8.2.9 Accuracy

The TDL PIMS ensures that all peronal information for both Corporate/Customers and Employees are kept up to date.

8.2.9.1 Accurate and up to date

The PIMS ensures the maintenance of the integrity and accuracy of personal information being processed, and allows the natural persons to challenge its accuracy and to have corrected.  A Data Validation Register is maintained to allow for recording details of inaccuracies identified, investigated, together with evidence of  outcome and actions taken including any updates to systems or third party systems (eg Wage Management).  
8.2.10 Retention and Disposal

The TDL PIMS ensures that personal information is not kept any longer than necessary.  The PIMS also incorporates a Privacy Data Erasure Request Register which supports natural persons’ requests for data erasure, as well as bulk disposal completed by TDL through archiving reviews.
8.2.10.1 Retention schedules

The PIMS includes a Data Retention Policy providing details of retention timeframes for all personal information types.  In addition, the Data Retention & Disposal Process  document ensures that a) a standard review process is completed at appropriate intervals for data information that is no longer required and b) that all copies of ths personal information are disposed of by appropriate methods (as per ISO 27001 data classifications).  
8.2.11 Security Issues

The PIMS and ISMS ensures that personal information is protected against unauthorised or unlawful proessing and against external loss, destruction or damage, using appropriate technical and organisational measures and controls.
8.2.11.1 Security measures

The TDL PIMS specifies appropriate security measures, taking account of state of the art measures, cost, nature, scope, context and purpose for processing.

The PIMS can include such security measures as psuedonymisation, encryption of personal information, ability to ensure ongoing confidentiality, integrity, availability and resilience of systems and ability to restore access in the event of physical or technical incidents as well as testing and evaluating the effective of identified security measure.

8.2.11.2 Security controls

The PIMS and ISMS (ISO 27001) systems have implemented the appropriate security measures required for personal information being processed by implementing security controls based on data type/security classification and the risk to damage or distress to natural persons if the information is compromised, or risk to TDL of operational or reputational damage.   For high-risk personal information, PIMS ensures security controls are appropriate as per ongoing reviews of Risk Assessment and Treatment Plan.
8.2.11.3 Storage and handling

The PIMS and ISMS ensures that personal information is stored and handled securely appropriate to the data type/security classification defined.  
PIMS and ISMS emcompasses any data which is business critical and which may be confidential or highly confidential, both financial and personal, in addition to other data which is sensitive or which is protected by confidentiality agreement. Processing and handling data includes storing, processing data on a PC laptop, mobile device as well as storing data on removable data such as CDs or USB drives.

Cloud storage and cloud applications.

TDL employees may sometimes need access to work outside of the office from home, mobile devices or company equipment on the road when completing deliveries. However, the TDL PIMS work related, information should never be stored or shared to personal cloud accounts or applications, such as iCloud, Google Drive, Box, Dropbox, Microsoft OneDrive.  Permission should be sought if there be a need to store or backup data online.

Storage of Electronic Information

Electronic Information must remain available, accessible, retrievable and usable for as long as a business needs exists, or for a long as it is necessary to comply with legal requirements.

Physical storage devices
Storing work data on physical devices, including but not limited to USB drives, memory cards, CD or external hard drives, must be pre-approved by IT.

· USB devices can only be uploaded by Heron & Brearley IT Group following the Removable Media Policy and implemented under ISO27001.

· Employees must never use or even plug in a USB drive that has been found whether on TDL premises or elsewhere or when employees have been given a USB as a promotional item, as they may contain hidden malware or viruses.

· Lost or stolen devices must be reported to IT and the employe’s Line Manager immediately, to help ensure their safe return and prevent a data leak.
Encryption
While encrypting data may not prevent a data breach, it can help ensure that if information falls into the wrong hands it can’t be read or used.

If information is required to be encrypted, it must be protected by a strong password and should never be copied or shared in a way that would make it available outside of the encryption process.

8.2.11.4 Transfer

TDL PIMS ensures that where personal information is transferred electronically or manually internally or to an external organisation, the transmission of information is secured by appropriate means as a safe guard during transmission.

TDL Records of Processing Activities are referred to in clause 6.1.2 which documents data inventory and data flow analysis and includes transfer of data.
PIMS ensures that the data being transferred is fairly and lawfully processed and processed for limited purposes, that it is adequate, relevant and not excessive and accurate. 

In addition, processes and procedures have been implemented to ensure that the information is not kept for longer than is necessary and is processed in accordance with the data subject’s rights, it is secure and is not not transferred to countries without adequate protection.

The TDL PIMS provided that when transferring information to another third party, it is done with the data subject’s consent. Personal Data can be transferred to another third party if the data subject has given their consent. This should be in writing or sent electronically from a recognised source and consent cannot be inferred from silence.

 If TDL is providing information in order to meet a legal requirement. 

Where data is being transferred, consent is usually required from the Data Subject before their information can be transferred to another party.

However, sharing “anonymised” data, that is data which has had all personal information removed, will not be subject to the DPA as the Data Subject can no longer be identified. 

If TDL or contracted Third Parties are required to transfer data outside EEA, the PIMS policy reflects that it is an offence to transfer Personal Data overseas to countries outside the EEA which do not offer an adequate level of protection for the information and for the rights of the individual.
8.2.11.5 Access controls

The PIMS and ISMS incorporates access controls and specify that it regulates who or what can view or use resources in a computing environment, providing for two types of access control, physical and logical.

In order that TDL can secure its a facility, it uses uses electronic access control systems that rely on user credentials, access card readers, auditing and reports to track employee access to restricted business locations and proprietary areas, such as data centers. Some of these systems incorporate access control panels to restrict entry to rooms and buildings as well as alarms and lockdown capabilities to prevent unauthorized access or operations.

Any access control systems perform identification authentication and authorization of users and entities by evaluating required login credentials that can include passwords, personal identification numbers (PINs), biometric scans ( currently in  the process of being replaced by a non-biometric system). 
There are the following types of access control, available to be implemented by TDL and set out in PIMS as :- 

Mandatory access control (MAC): A security model in which access rights are regulated by a central authority based on multiple levels of security.    

Discretionary access control (DAC): An access control method in which owners or administrators of the protected system, data or resource set the policies defining who or what is authorized to access the resource.  

Role-based access control (RBAC): A widely used access control mechanism that restricts access to computer resources based on individuals or groups with defined business functions -- executive level, engineer level 1 -- rather than the identities of individual users.  

Rule-based access control: A security model in which the system administrator defines the rules that to govern access to resource objects. 

TDL has implemented an access control process under 27001, integrated into TDL’s IT environment and involves identity and access management systems. These systems provide access control software, a user database, and management tools for access control policies, auditing and enforcement.

TDL’s access control system ensures that it follows best practice of "least privilege", restricting access to only resources that an employee requires to perform their immediate job functions. The access control system is documented in the TDL 27001 Access Control Policy

8.2.11.6 Security assessments

The PIMS and ISMS ensures that security assessments are routinely undertaken, that existing controls are adequate, and making recommendations for any improvements where necessary through the Management Review process. The organisation has a documented ISMS risk assessment process which addresses security of information and is detailed in clause 6.1.1 above.
8.2.11.7 Managing security breaches

If, despite the security measures TDL has introduced to protect the personal data which they hold, a breach of security occurs, any security breach must be dealt with effectively. 

A breach may arise from a theft, a deliberate attack on TDL’s systems, from the unauthorised use of personal data by a member of staff, or from accidental loss or equipment failure.

Regardless as to how the breach occurs, TDL must respond swiftly and manage the incident appropriately. Having a process on dealing with information security breaches is another example of an organisation’s security measures.

TDL has put in place a Managing Security Breaches process (which includes a template to guide the user through the steps to be taken, and the Managing Security Breaches Register) which sets out these key stages, which are essential when managing a security breach. 

8.2.11.8 Transfer of Personal Information outside the UK
Where TDL is transferring personal information outside the UK, the PIMS which TDL has in place shall ensure that the rights of the natural person are protected.

It is to be noted that while the UK remains within the EEA, the organisation (TDL or Kaizen) may transfer personal information to other parts of EEA as rights of natural person are protected by compliance with GDPR (need to ensure that we have written confirmation that this is the case for Kaizen). The following will apply to TDL and to Kaizen.

Where an organisation transfers personal information outside the UK, the PIMS ensures that the rights of the natural persons are protected:-

a. In the event of the UK not being a member of the EU or EEA at the time of transfer:-

1. For transfer to a country or territory that is a member of the EU or EEA by establishing whether the EEA has been assessed by the UK as providing adequate protection.

2. For transfer to other countries or territories, by establishing whether the destination country or territory has been assessed by the UK as providing adequate protection.

b. In the event of the UK being a member of the EU or EEA at the time of transfer, by establishing whether the country or territory has been assessed by the European Commission as providing adequate protection.

c. By including within contracts, specific conditions which ensures the protection of the personal information and the processing.

d. By putting in place internal binding corporate rules where the transfer is to another entity within the same organisation.

e. By complying with an approved code of conduct or approved certification mechanism along with binding and enforceable commitments on the destination organisation.

f. For public bodies by complying with a legally binding and enforceable instrument or administrative arrangement.

g. Transferring in line with an applicable derogation (exemption from or relaxation of a rule or law).

PIMS ensures that the top management and workers responsible and accountable for compliance with data protection requirements and good practices reviews all new initiatives involving:-

1. The transfer of personal information between the UK and the EEA.

2. The transfer of personal information outside the UK and the EEA.

This review shall establish whether adequate protection can be provided for such transfers.

The TDL PIMS shall ensure that data processors and any sub-processors based outside the UK who process personal information on behalf of TDL operate according to appropriate contractual terms.

8.2.11.9 Disclosure to Third Party requests

TDL maintains a Privacy Data Disclosure Register recording details of privacy information provided to third party requests.  The Register records their right to request the information and their identity.  The PIMS will ensure that a check has been made to ensure that there are legal grounds for disclosing the information to any third party.  Only the minimum amount of personal information necessary shall be disclosed to third parties.
The Register will document the name of the person for which the information is to be disclosed, date requested, legal right to be provided the information, date information released, name or company name that the information is being released to.  Any additional supporting documentation relating to the legal access rights are to be stored with the register. 

NB where access to personal information by third parties is granted by legislation, such as the Freedom of Information Act, verification of identity and minimisation of the information disclosed might not be necessary.

8.2.11.10 Sub-contracted information processing
The PIMS ensures when personal information is processed that only Organisations acting as Data Processors are selected and can provide technical and physical evidence that the Organisation’s security requirements are met. 
As part of TDL’s due diligence, data providers security is assessed and if deemed necessary, because of the nature of the personal information processed or circumstances of processing, an audit is conducted.

By carrying out due diligence on the Data Processor(s), a written binding contract is put in place setting out subject matter, duration and nature and purpose of the processing, the types of information and categories of the natural person and the rights and obligations of the organisation.  The contract sets out the organisation acting as Data Processor, processes personal information only under documented instructions.

The binding written agreement or contract sets out any legal requirements with regard to transfer of personal information to a third country or international organisation.  The agreement/contract ensures authorised workers are committed to confidentiality and the organisations (both TDL and Third Party) shall  ensure it complies  with the natural persons rights and the legal requirement to notify of any breaches in security.  The Third Party and the Data Processor(s) provide relevant security and regular audits.  Should a  Third Party/Data Processor require to use further subcontractors, TDL permission must first be sought and agreed with appropriate contract and level of security put in place prior to any data transfer.  

If the contract is terminated, personal information will either be destroyed or passed  by the data processor to the organisation and the data processor  makes available to the organisation evidence of compliance with the agreement / contract.

8.2.12 Rights of Natural Persons
The PIMS ensures that the rights of natural persons are taken into consideration and adhered to where appropriate.

8.2.12.1 Responding to rights

The PIMS includes the TDL Rights of Natural Persons procedure which ensures that natural persons' rights in relation to their personal information are respected and that requests to exercise such rights are addressed without undue delay and in any event within one month of receipt of the request from the natural person.  These requests are captured in the Data Request Register.
The procedure details that natural persons are informed in the event of any extension to the one month time period for complying with requests and supplying the information, and that any extension to the one month period is no longer than a further two months.
The procedure details the rights of the natural person including access to information, objection to processing, rectification of inaccurate information, erasure and/or restriction on the use of information, data portability and the right not to be subject to automated processing where such processing relates to profiling or that significantly affects the natural person.
8.2.12.2 Access to information

The PIMS shall ensure that the natural person is able, upon request, to have confirmation as to whether or not personal information concerning them is being processed and, where that is the case, to have access to the personal information, to receive a copy of the personal information, unless a specific derogation applies.  The personal information that can be provided is detailed in the TDL Rights of Natural Persons procedure.
8.2.12.3 Rectification

The TDL Rights of Natural Persons procedure ensures that the natural person is able, without undue delay, to obtain the  rectification of inaccurate personal information concerning him or her in accordance with 8.2.9. This procedure, together with the Data Validation Register, ensures that the natural person is able to have incomplete personal information validated and rectified.  
8.2.12.4 Erasure

The TDL Rights of Natural Persons procedure ensures that requests from natural persons under the ''right to erasure'' principle are appropriately handled.  The procedure ensures that a natural person has the right to obtain the erasure of personal information about them without undue delay where:
· personal information is no longer necessary

· is based on the consent of the natural person and the consent has been withdrawn

· objections to processing have been raised (subject to legitimate grounds)

· personal information unlawfully processed

· erased to conform to a legal obligation

8.2.12.5 Restriction of processing

The TDL Rights of Natural Persons procedure ensures that the natural person has the right to obtain restriction of processing personal information where:
· the accuracy of the personal information has been contested by the natural person, 
· the processing is unlawful and the natural person objects to the erasure of personal information and requests the restriction of its use instead;
· the organization no longer needs the personal information for the purposes of the processing, but it is required by the natural person for the establishment, exercise or defence of legal claims; or
· the natural person has objected to processing and the restriction stays in place pending the verification as to whether the legitimate grounds of the organization override those of the natural person.
8.2.12.6 Data Portability

The TDL Rights of Natural Persons procedure ensures that, where the natural person has the right to data portability and the information is being processed by automated means, the natural person is able to have that information transmitted to them, or to another  organization they nominate, free of charge and in a structured, commonly used and machine-readable format.

8.2.12.7 Objection

The TDL Rights of Natural Persons procedure details process steps to consider and respond to requests from a natural person who objects to processing of personal information.. Currently, TDL does not complete direct marketing activity, but the procedure ensures that should this be completed in the future, where a natural person objects to the processing of personal information for the purposes of direct marketing, the procedure ensures that the processing is ceased for that natural person.

8.2.12.8 Automated decision making including profiling

TDL do not process personal information as a result of automated decision making or profiling. 

8.2.12.9 Complaints and appeals

The TDL Rights of Natural Persons procedure details a complaints procedure which ensures that complaints about the processing of personal information are handled correctly. This shall include procedures for considering appeals by natural persons about the way their complaints have been handled.

8.2.13 Maintenance
The PIMS ensures that procedures and technology components are maintained to ensure their correct and appropriate functioning. These procedures are reviwed as part of the internal audit process, the results of which are assessed during the management review. TDL have acces to the group IT function who are responsible for the maintenance of technology. Minutes are recorded as part of ISMS controls, these are maintained and reviewed to demonstrate appropriate maintenance regimes are affective.
8.3 Design and development of services

QMS - TDL do not provide a design service, therefore this section is not applicable within the scope of the quality management system. 
ISMS

8.3 Risk treatment is evidenced within the Risk Assessment and Treatment Plan XE "Risk Assessment and Treatment Plan"  and results in policies and controls being implemented.

8.4 Control of externally provided products and services

QMS Only
8.4.1 General

TDL ensures that externally provided services conform to specified customer requirements and where applicable reviewed as part of the business’ risk register.

8.4.2 Type and extent of control of external provision

TDL have controls in place to ensure that external provisions are approved before using the service.  All suppliers complete a ‘supplier form’ and credit checks are completed by Credit Control. Supplier reviews/evaluation takes place according to the length of contract.

8.4.3 Information for external provision

Communications of any applicable requirements which are deemed appropriate are provided through the contract review with the provider.  (i.e. T&C’s)

8.5 Production and service provision

QMS Only
8.5.1 Control of service provision

Procedures are in place (for example paperwork and parcel labels) to ensure that the company plans and carries out service provision under controlled conditions and in a way that is consistent with the quality policy. 

8.5.2 Identification and Traceability

MultiFreight and CTMS maintain all records of jobs, and Multifreight retains all records of invoices (CTMS is not used as an invoicing tool). Service and products are traced using a variety of documentation in the systems including PO/Reference information, labels and PODs.
8.5.3 Property belonging to customers or external providers

Customer/External providers’ data (i.e. demographics, orders) is stored securely within the I.T and monitored by Heron Brearley and MultiFreight cloud based system.
Physical property, eg products for collection/delivery, is identified, verified and protected as detailed within the TDL UK and IOM Product Realisation process flow document.

In the event of loss or damage, or unfit for use, controls are applied through Claims and/or Complaints non-conformance processes. XE "TDL UK and IOM Product Realisation" 
8.5.4 Preservation

Product is preserved during processing and delivery by the use of appropriate identification, handling, packing, storage protection and delivery notes.

8.5.5 Post-delivery activities

All job activities are documented within MultiFreight and CTMS.
8.5.6 Control of Changes

TDL follow a robust change control process with all changes being identified, logged, reviewed and approved or rejected within the MultiFreight system.

8.6 Release of services 

TDL ensures that the appropriate documentation is provided to the customer on release of service and this is also retained for traceability, for example delivery notes.

8.7 Control of nonconforming services

MultiFreight is used to identify non-conformances and any actual or potential shortfalls in quality standards or internal processes/ procedures, suggested improvements and tracks any actions to ensure improvements have taken place, or potential problems are avoided.  Any financial impact is reported against the non-conformance to identify commercial impact.
These areas are reviewed within the agenda for the Management Review meetings and typically cover the action taken to control and correct any non-conformances noting any consequences of the action taken and themes which may be evident. In terms of continual improvement, we also review the suitability, adequacy and effectiveness of our Quality Management System.

TDL has various processes and procedures in place to ensure that preventative action against nonconformities can be introduced, documented and seen through to completion in order to address the initial problem e.g. management review meetings, team meetings.

Internal, external audits and risk reviews are carried out to continuously improve its service delivery, financial, HR and operational functions.

Steps

· Appropriate Management maintains and monitors the non-conformance register (MultiFreight).

· If any person discovers a shortfall, or potential shortfall in the written processes/procedures or a problem in the practical application of them, the details must be documented within MultiFreight. The relevant person who is responsible for the action is informed. Action required as a result of Customer Feedback, Customer Complaint, Information Security or Environmental Management incident or Management Review is also logged and tracked via the company non-conformance register. 

· Each entry within MultiFreight to include:
a. Sequential numbering

b. Category of issue

c. Person/Date recorded

d. Overview of the issue, problem or concern

e. Person responsible

f. Action taken

g. Date completed

h. Initialled when complete
i. Costs – associated and commercial impact
Once all actions on the register have been completed the designated Manager closes the action.

Clause 9 Performance and Evaluation

QMS & ISMS

9.1 Monitoring, measurement, analysis and evaluation

Monitoring is based on both Risk and SMART objectives (ISMS) and is linked to the Risk and Opportunities Registers XE "Risk and Opportunities Registers"   and is reviewed during management review meetings.
9.1.1 General

TDL has deemed the following elements (9.1.2, 9.2 & 9.3) for monitoring, measuring, analysis & evaluation to ensure the quality performance and the effectiveness of the quality management system.

9.1.2 Customer Satisfaction 

TDL collates data on customer satisfaction through various means.  This includes customer contact, emails and customer satisfaction surveys.

The customer satisfaction surveys are collated on an ongoing basis, analysed and evaluated by the senior management team, for example the Managing Director and Operations Director and discussed at Management review meetings as it is a reportable requirement.  Any concerns/identified improvements are recorded directly onto MultiFreight.

EMS 
	Clause #
	Title
	Details
	Documented evidence

	9.1.1
	Monitoring, measurement, analysis & evaluation
	The organisation has implemented monitoring and measurement of its carbon footprint over a 12 month period.  The results of which is used to set targets and objectives, which are evaluated during the Management Review process.
	CO2 CALCULATOR
MANAGEMENT REVIEW RECORDS

	9.1.2
	Evaluation of Compliance
	The organisation has adapted their current non job non-conformance process for QMS to include EMS events and incidents.  This process will also record any non-conformance resulting from compliance evaluations (as part of the Management Review Process) where a failure to meet a legal requirement is identified and records the actions taken.
	MULTIFREIGHT RECORDS
HEALTH & SAFETY RECORDS
APPLICABLE LEGISLATION REQUIREMENTS
MANAGEMENT REVIEW RECORDS


9.1.3 Analysis and Evaluation

Results of feedback which includes customer satisfaction surveys, internal audits, conformity of service, planning, suppliers, risk & opportunities registers is evaluated through the management review meeting and actioned as applicable should any non-conforming areas be present.  Records are fully maintained.

9.1 PIMS Monitoring, measurement, analysis and evaluation
The TDL Personal Information Management System Policy and the PIMS Objectives  define elements that need to be monitored and measured using SMART Methodology ensuring the requirements of the standard are met.  The Objectives detail the methods for monitoring, measurement, analysis and evaluation, and when they are to be completed (Management Review Process). 
9.2 Internal Audit

An internal audit schedule XE "internal audit schedule"  is prepared on an annual basis and covers the requirements of ISO 9001:2015, 14001:2015, 27001:2013 and BS 10012.  Internal audits are carried out through “risk or claused based” auditing.  

Reference: Internal Audit Schedules
Appropriate personnel are allocated to complete the internal audits and record appropriate evidence for completeness.  All audits are completed and authorised by Top Management as complete once any non-conforming areas have been dealt with (without any undue delay).  Internal audit documentation are maintained and filed appropriately for example, electronically.
All non-conformances (major/minor) resulting from internal audits are logged in Multifreight and corrective actions documented (both in the system and on the associated Audit report) and approved by Management team before the Multifreight non-conformance is closed down.  The Audit reports (including updated documents providing details actions completed) are stored electronically and are made availale to the Auditor for formal close-down of the non-conformance.  
For PIMS, the audit programme shall explicitly include any processing of high-risk personal information and shall include any processing of personal information by subcontractors (data processors). 

The internal audit process is shown below:
Figure 7: Internal Audit Process
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9.3 Management Review

QMS 
Management reviews take place on a regular basis following the Management Review Schedules.  The attendees present are “Top Management” and any other appropriate persons of the business.

All inputs / outputs are fully documented and minuted in line with the requirements of ISO 9001:2015.  Any actions arising from the meeting must be completed without any undue delay and appropriate evidence filed with the Management review documentation.

Reference: Management Review Schedule Version 2
ISMS

Senior aand middle anagement carry out regular management reviews which are detailed within the communication process in 7.4 above. These are held at least every 12 months and follow a formal agenda detailed in the EMS and ISMS Management Review Minutes" EMS and ISMS Management Review Minutes
 document.
The outputs are recorded as a summary and actions are detailed and assigned timescales and responsibilities.

Relevant actions are documented and cascaded down from Senior Management to Middle Management who are responsible for actions and communications to their department employees. 

EMS

	Clause #
	Title
	Details
	Documented evidence

	9.3
	Management review
	The organisation has developed and implemented a Management Review Process and Agenda XE "Management Review Process and Agenda"  document which includes a set agenda and refers to documented outputs in the form of minutes and agreed actions
	EMS MANAGEMENT REVIEW PROCESS

MANAGEMENT REVIEW RECORDS


PIMS
Senior and middle  management carry out regular management reviews which are detailed within the communication process in 7.4. These Management Reviews are held every 6 months and follow a formal agenda detailed in the EMS and ISMS Management Review Minutes" PIMS Management Review Agenda and Minutes
 document.
Where major changes in the PIMS are implemented, an audit/management review  shall be completed as soon as possible after implementation.
The outputs are recorded as a summary and actions are detailed and assigned timescales and responsibilities.

Relevant actions are documented and cascaded down from Senior Management to Middle Management who are responsible for actions and communications to their department employees. 

Clause 10 Improvement

QMS

10.1 General

	Clause #
	Title
	Details
	Documented evidence

	10.1
	General
	TDL ensures that improvement processes are completed and actioned as necessary.  Analysis methods include various elements which include:-

· Customer Satisfaction Analysis

· Internal Audits 

· Planning changes to the Quality Management System and Service

· 3rd party assessments for certification purposes

· Results of non-conforming service

· Risks & Opportunities
	INTERNAL AUDITS XE "INTERNAL AUDITS" 
CUSTOMER FEEDBACK REGISTER XE "CUSTOMER FEEDBACK REGISTER" 
MANAGEMENT REVIEWS XE "MANAGEMENT REVIEWS" 
MULTIFREIGHT RECORDS XE "MULTIFREIGHT RECORDS" 
RISKS & OPPORTUNITIES REGISTER XE "RISKS & OPPORTUNITIES REGISTER" 

	10.2
	Nonconformity & corrective action
	In the event of a non-conformity occurring, including those arising from complaints, internal audits & external 3rd party assessment TDL designate the appropriate “Top Management” representative to ensure that corrective action including root cause analysis is completed and implemented to avoid any further occurrences.  This is then analysed and should the risk to the business pose to be “high” then this is then entered onto the “Risk & Opportunities” register to assist in mitigating the risk to the business.

Should any non-conformances occur then the internal audit report is completed to ensure that a full analysis of the problem is resolved.  Should any changes to the Quality Management System be required then the “Planning for Changes” register shall also be completed.

The non-conformance process is shown in Figures 8 and 9 at the end of this section. 
	MULTIFREIGHT RECORDS XE "MULTIFREIGHT RECORDS"  (NON-CONFORMANCES & PERFORMANCE DASHBOARD REPORTS)
INTERNAL AUDITS XE "INTERNAL AUDITS" 
MANAGEMENT REVIEWS XE "MANAGEMENT REVIEWS" 
RISK & OPPORTUNITIES REGISTER XE "RISK & OPPORTUNITIES REGISTER" 
PLANNING FOR CHANGES REGISTER XE "PLANNING FOR CHANGES REGISTER" 


	10.3
	Continual improvement
	Continual Improvement is ongoing through various elements of the Quality Management System which is encompassed within this document.  The list below is not exhaustive: -

· Risk & Opportunity Analysis – Evaluated at several stages (clause 5.1 & 6.1)

· Quality Policy / Objectives

· Planning of Changes

· Competency Matrix

· Customer Satisfaction

· Supplier Evaluation

· Internal Audits 

· 3rd Party External Audits

· Management Review


	RISK & OPPORTUNITIES REGISTER XE "RISK & OPPORTUNITIES REGISTER" 
PLANNING FOR CHANGES REGISTER XE "PLANNING FOR CHANGES REGISTER" 
CUSTOMER FEEDBACK REGISTER XE "CUSTOMER FEEDBACK REGISTER" 
SUPPLIER REVIEWS XE "SUPPLIER REVIEWS" 
INTERNAL AUDITS XE "INTERNAL AUDITS" 
MANAGEMENT REVIEWS XE "MANAGEMENT REVIEWS" 


EMS & ISMS
	Clause #
	Title
	Details
	Documented evidence

	10.1
	General
	Not applicable to EMS and ISMS Standards
	N/A

	10.2
	Nonconformity & corrective action
	The business has a non-job non-conformance process which records issues and investigates and seeks corrective action and improvements. This has been adapted to include both ISMS and EMS events and incidents within MultiFreight which populates high level and detailed dashboard. In addition, Health and Safety record EMS incidents within the EMS Incident Register.
	MULTIFREIGHT RECORDS
HEALTH & SAFETY RECORDS

	10.3
	Continual improvement
	Continuous improvement is generated from a number of sources of information including Non Conformances Process, Internal and External Audits Management Review Outputs
	MANAGEMENT REVIEW RECORDS
AUDIT REPORTS
CORRECTIVE ACTIONS - MULTIFREIGHT RECORDS


PIMS

	Clause #
	Title
	Details
	Documented evidence

	10.1
	Nonconformity & corrective action
	In the event of a non-conformity occurring, including those arising from complaints, internal audits & external 3rd party assessment TDL designate the appropriate “Top Management” representative to ensure that corrective action including root cause analysis is completed and implemented to avoid any further occurrences.  This is then analysed and should the risk to the business pose to be “high” then this is then entered onto the “Risk Assessment & Treatssment Plan” to assist in mitigating the risk to the business. These are reviewed and updated when new risks and changes identified and controls applied to ensure compliance and corrective actions addressed.
Should any non-conformances occur then the internal audit report is completed to ensure that a full analysis of the problem is resolved.  Should any changes to the Personal Information Management System be required then the “Planning for Changes” register shall also be completed.
The non-conformance process is shown in Figures 8 and 9 at the end of this section. 
	MULTIFREIGHT RECORDS XE "MULTIFREIGHT RECORDS"  (NON-CONFORMANCES & PERFORMANCE DASHBOARD REPORTS)

INTERNAL AUDITS XE "INTERNAL AUDITS" 
MANAGEMENT REVIEWS XE "MANAGEMENT REVIEWS" 
RISK ASSESSMENT & TREATMENT PLAN  XE "RISK & OPPORTUNITIES REGISTER" 
PLANNING FOR CHANGES REGISTER
 XE "PLANNING FOR CHANGES REGISTER" 


	10.2
	Preventative Actions
	The organisation shall take action to guard against potential nonconformities in order to prevent their occurrence. A procedure has been established to::

· identifying potential nonconformities and their causes;

· determining and implementing any preventive action needed;

· recording results of, and reviewing, action taken;

· identifying changes risks; and

· ensuring that all those who need to know are informed of the potential nonconformity and the preventive action put in place.
	PIMS PREVENTATIVE ACTIONS PROCEDURE

MULTIFREIGHT RECORDS XE "MULTIFREIGHT RECORDS"  (NON-CONFORMANCES & PERFORMANCE DASHBOARD REPORT

INTERNAL AUDITS XE "INTERNAL AUDITS" 
MANAGEMENT REVIEWS XE "MANAGEMENT REVIEWS" 
RISK ASSESSMENT & TREATMENT PLAN  XE "RISK & OPPORTUNITIES REGISTER" 
PLANNING FOR CHANGES REGISTER

	10.3
	Continual improvement
	Continual Improvement is ongoing through various elements of the Personal Information Management System which is encompassed within this document.  The list below is not exhaustive: -

· Risk Assessment & Treatment Pllan – Evaluated at several stages (clause 5.1 & 6.1)

· PIMS Policy / Objectives

· Planning of Changes

· Competency Matrix
· Various Privacy information Registers
· Internal Audits 

· 3rd Party External Audits

· Management Review


	RISK & OPPORTUNITIES REGISTER XE "RISK & OPPORTUNITIES REGISTER" 
PLANNING FOR CHANGES REGISTER
DATA 

PRIVACY INFORMAMTION REGISTER

PRIVACY INFORMATION CONSENT REGISTER

PRIVACY DATA DISCLOSURE REGISTER

INTERNAL AUDITS XE "INTERNAL AUDITS" 
MANAGEMENT REVIEWS XE "MANAGEMENT REVIEWS" 


The non-conformance process flow is details in Figures 8 and 9.

Figure 8: Non Conformance Process – part 1
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Figure 9:  Non Conformance Process – part 2
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Annex A – ISMS Statement of Applicability
Applicable to Information Security Management System only, ISO 27001, see ISMS Statement of Applicability XE "ISMS Statement of Applicability" .

Appendix A – Document Links

Appendix A contains a list of all documents held within Sharepoint and the folders in which they are contained.  Each file listed in the Appendix also enables a direct link to the document, including the key IMS documentation listed below.  Appendix A will be stored as a separate document in the top level of the Sharepoint structure, within Integration Management Systems with this document, and updated every month, or as new documents are added or updated.
	Applicable Legislation Requirements

	Asset Inventories

	Control of Records and Documents Registers

	Customer Feedback Register

	EMS and ISMS Management Review Minutes

	EMS Aspects and Impacts Register

	Improvement Controls Treatment Plan
IMS Context Diagram

	Internal Audit Schedule

	ISMS Statement of Applicability

	Management Review Process

	Management Review Process and Agenda

	Planning for Changes Register

	QMS & ISMS Risk Assessment Treatment Plan

	Quality Manual

	QMS & ISMS Risk and Opportunities Register

	Risk Assessment and Treatment Plan

	Risk Assessment Process Flow & Methodology

	Sharepoint User Guidelines

	Staff Handbook (split into six documents)

	Supplier Review

	TDL Consolidated Training Matrix

	TDL Meetings Schedules

	TDL Organisation Chart

	TDL Software Installation and Review Schedules

	TDL UK and IOM Product Realisation


Index
APPLICABLE LEGISLATION REQUIREMENTS, 13

ASPECTS & IMPACTS REGISTER, 13, 25

Aspects and Impacts Register, 13

Asset Inventory, 18

Context Diagram, 7

Control of Processes Register, 24

CONTROL OF PROCESSES REGISTER, 24

Control of Records and Documents, 21

Control of Records and Documents Register, 21

Customer Feedback register, 25

CUSTOMER FEEDBACK REGISTER, 33

EMS and ISMS Management Review Minutes, 32

EMS Aspects and Impacts Register, 7

IMPROVEMENT CONTROLS TREATMENT PLAN, 13

IMS Context Diagram, 7, 12

internal audit schedule, 30

INTERNAL AUDITS, 33

ISMS Statement of Applicability, 37

MANAGEMENT REVIEW, 20

Management Review Process, 8

Management Review Process and Agenda, 17, 32

MANAGEMENT REVIEWS, 33

MULTIFREIGHT RECORDS, 33

Planning for Changes Register, 17

PLANNING FOR CHANGES REGISTER, 33

QMS & ISMS Risk Assessment Treatment Plan, 7

Quality Manual, 21

RISK & OPPORTUNITIES REGISTER, 33

Risk and Opportunities Registers, 29

risk assessment and treatment plan, 24

Risk assessment and treatment plan, 12

Risk Assessment and Treatment Plan, 12, 13, 25

Risk Assessment Process Flow & Methodology, 12

RISKS & OPPORTUNITIES REGISTER, 33

Sharepoint, 7

Sharepoint User Guidelines, 7, 11

Staff Handbook, 20

STAFF HANDBOOK, 20

Statement of Applicability, 13, 24

SUPPLIER REVIEWS, 33

TDL Consolidated Process Training matrix, 20

TDL CONSOLIDATED TRAINING MATRIX, 20

TDL Meetings Schedules, 20

TDL Software Installation and Review Schedules, 21

TDL UK and IOM Product Realisation, 26
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For example
Labels incorrectly used on goods
Goods placed on the wrong pallet
Warehouse issues
Damaged goods
Wrong quantities
Non-conforming products/service
Identify by category what went wrong
Problem recorded
Customer notified
Customer advises and appropriate action taken
Corrective/preventative action implemented
Dashboard (NCR) updates
Reference: Non-conforming process



Event that identified the need for improvement
Corrective Action takes place
Preventative action identified
Effectiveness reviewed
Monitor customer service
Monitor Financial implications
Management Representative updates the Dashboard
Route cause identified
Actions Effective?
Corrective Actions Closed
For example -
Supplier failure
Complaint
Other system failure
Audit (internal and external)
Dashboard
YES
M.R updates the Dashboard
Register
Management Review
NO
Details captured on relevant register where applicable
Compliance Director notified?
YES
NO
Preventative action implemented
Corrective & Preventative Action process



Audit carried out by nominated person
Auditor & Auditee agree actions
Audit schedule
Audit Report Template
Audit Schedule & checklists maintained by Management Rep
Audit report produced.  NCs added to the Dashboard
Audit Report
Corrective Action Implemented
Auditee confirms close-out
Management Rep updates Dashboard
Effectiveness reviewed
Actions effective ?
Non-conformance Closed
Dashboard Recording

Timescales:
Maximum 30 days from date of audit

Escalation:
Compliance Director
Audit report distribution
Managing Director
Compliance Director
Dashboard
Trend Analysis & Management Review
Monthly reviews: Senior Management Team
YES
NO
Reference: Internal Audit Process



