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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013 and ISO 14001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed the context of the organisation, including needs and expectations of interested parties, and scope of the systems.

	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken

The documented system is located in a shared folder (set up as part of induction) which is held on the server. The folder is named “Operations and Compliance”. It was noted that the company is looking to move to SharePoint prior to Stage 2, so that items can be shared as PDF’s, to avoid unauthorised amendments. This folder has separate areas for ISO 14001 and ISO 27001, named as such.
The ISO Context Diagram for the 27001 system (see Sample 1) was reviewed (v1.0 dated 22nd June 2017), This details the Core Services, Support Services, and External Providers. AP explained the different elements of the diagram:
The Core Services is what the company offers to its clients daily. This included Distribution, Delivery (Materials Handling), and Warehouse & Storage. AP further explained that the materials handled can be food, scrap, bricks, mortar, and hazardous.
Support Services included HR, IT Users, Administration, Vehicle Maintenance, Vehicle Fuelling, Trailer Maintenance, Parking, and Security.
External Providers/Interested Parties included Disposal of White Goods, Financial Services, Legal, Marketing/Customer Communications (the company does not regularly print brochures), Environment (such as pest control), Neighbours (including residential), and IOM Government (governed by Infrastructure and Department Transport – there can be issues with road closures and roadworks which requires communication with the local Government). AP confirmed that TDL has regular communication with DOT or DOI.
Further elements of the diagram were also discussed with AP:
· Shipping – TDL has started to measure CO2 for this
· Suppliers – one off, or can go elsewhere – make them aware of TDL ISO standards and what their intentions are.
· Contractors – SLA’s – IT contractors (cloud based programmes, server programmes) – review meetings, performance level meetings
· Utilities – Gas, electricity, water, fuel
· IT providers – see contractors
· Building & Building Services – TDL have tenancy agreement with IOM Breweries which includes parking, site behaviour, and housekeeping. Mickey Cowell is responsible for depot management.
· Landlord – see Building & Building Services
· Telecommunications – Manx Telecom – internet provider as backup (controlled through Steven Downe in IT)
A separate diagram is used for the EMS. ISO 14001 Context Diagram (see Sample 2) is at v1.0 dated 22nd April 2017. It was noted by the auditor that the EMS and ISMS Context Diagrams have the same Core Services, Support Services, and External Issues – but ISMS have R (risk) numbers, whereas EMS have A (aspects) numbers. Numbers relate to the Risk Assessment & Treatment Plan, and Aspects & Impacts Register.
Environmental conditions are covered in the diagram (also linked to Aspects and Impacts Register) and include: 
· Environmental A22
· Disposal of White Goods A26
· Neighbours A21
· Vehicle Maintenance A5
· Distribution A1
It would be beneficial for the two diagrams to state ISMS and EMS to differentiate them. 
It was also noted that the company may wish to further differentiate the diagrams by making them different for ISMS and EMS. For example: Financial Services and Legal Services may not have any impact on the environment.
The interested parties associated with the ISMS and EMS are detailed within the Context Diagram (see notes above). The interested parties are linked to the Risk Assessment & Treatment Plan and Aspects & Impacts Register, through the R and A numbers. The Plan and Register contain information regarding the needs and expectations of the identified interested party. The following were sampled from the ISMS:
· Landlord/Owners – R13 – communication and understanding of ISMS policy and controls which affect their processes including changes to records
· IT providers – R15 - communication and understanding of ISMS policy and controls which affect their processes including changes to records
· Legal Services – R24 – no needs and expectations documented in the RA&TP – H&B advocate (shared) – there is a grey box here and needs to include why this is not applicable. AP updated R24 for this. Consider updating the others where there is an interested party.

The following were sampled from the EMS:
· Human Resources – Communication and understanding of EMS controls
· Utilities – access to premises, clear PO instructions (oil), communication regarding failures
· IOM Government – business needs to understand and apply legal requirement
The auditor noted that although the company had determined the needs and expectations of the interested parties, they need to make them more specific for the different interested parties. For example: Shipping - inform of hazardous goods for. Shipping had the general “Communication regarding EMS” in the needs and expectations.

The compliance obligations related to each interested party is determined in the Plan and Register by numbers, which relate to the Legislative and Statutory Requirements Register. It was noted that this register is currently at draft and does not have a version number. The legal requirements are broken down into where they are relevant (QMS, EMS, ISMS). The register included the following, regarding the EMS:
· LR22 = Fire Precautions Act
· LR23 = Amends to above
· LR31 = Public Health Act
· LR35 = Control of Noise at Work Regulations
· LR36 = COSHH Regulations
One of the aspects was sampled from the Register, to ensure that the correct compliance obligations had been associated with it:
· Distribution – Legal requirements = 31 (Human Rights Act) and 35 (Supply of Goods and Services Act)
The boundaries and applicability of the systems is determined in the Context Diagrams.
The ISMS scope defined within the ISMS Policies and Controls (Issue 1 – 1/9/17) as “storage and distribution of goods to consumer, commercial and public authorities in IOM”. It would be beneficial to include the scope in the Information Security Policy.
The EMS Scope is detailed in the Environmental Policy as “distribution and handling of materials”.
The following documents are retained within the relevant ISO folders, detailing the system’s implementation:
· ISMS Policies and Controls (Issue 1 – Classification: Restricted)
· EMS02 Documented System (Version: V1.0 – Date: 1st September 2017)
The documents determine each clause number of the ISO standards and the controls implemented to address the clauses.





Signed (auditor)              G Burnell                                                                                             Date 9/10/17



	Passed
	Major NC
	Minor NC
	O F I     4

	Summary and Results of Audit (tick appropriate box)

It was noted that the company is looking to move to SharePoint prior to Stage 2, so that items can be shared as PDF’s, to avoid unauthorised amendments.

It would be beneficial for the two diagrams to state ISMS and EMS to differentiate them. 
It was also noted that the company may wish to further differentiate the diagrams by making them different for ISMS and EMS. For example: Financial Services and Legal Services may not have any impact on the environment.

Legal Services – R24 – no needs and expectations documented in the RA&TP – H&B advocate (shared) – there is a grey box here and needs to include why this is not applicable. AP updated R24 for this. Consider updating the others where there is an interested party.

The auditor noted that although the company had determined the needs and expectations of the interested parties, they need to make them more specific for the different interested parties. For example: Shipping - inform of hazardous goods for. Shipping had the general “Communication regarding EMS” in the needs and expectations.

It would be beneficial to include the scope in the Information Security Policy.




Signed (auditor)              G Burnell                                                                                             Date 9/10/17
Signed (auditee)                                                                                                          Date



	Investigation including Root Cause ( 5 whys )




Signed                                                                                                                              Date



	Corrective Action Agreed



Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed
Sharepoint implementation is planned to be completed by the end of January 2018.

The two Context diagrams have been updated with headings to differentiate them.  It has also been noted at the bottom of each of the diagrams (within the footer) that they are to be reviewed with the Aspects and Impacts register (14001) and the Risk Assessment and Treatment Plan (27001).  For each Context diagram, the core services, support services and interested parties have been reviewed, and if there is no impact for a particular identified party, this is noted in the related document.

RA&TP has been updated to include needs and expectations for Legal and Financial Services (R24 and R25).  Further updates have been included to cover specific requirements for interested parties,  and controls for authorities.

The EMS Risk Assessment Register is being reviewed and the needs and expectations of the interested parties are being reviewed to be made more specific to the parties concerned.

Information Security Policy document has been updated ready for review at the Management Review Meeting to include the scope and also measurements as recommended under separate audit.





Signed (auditor)                                                                                                           Date
Signed (process owner)           A. Pickett                                                                 Date 6/11/17
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