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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013 and ISO 14001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed leadership, roles and responsibilities, and the environmental and information security policies.


	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken

Performance meetings are carried out weekly and ISO meetings are conducted monthly. AP confirmed that this was strengthened as per the Stage 1 actions.
An ISO meeting is planned for 10th October 2017, to give personnel updates on ISO. It will be attended by the Managing Director, Operations Director, Financial Director, Sales Director, Compliance Director, Contracts Managers, Fleet Manager, Ops and Compliance Manager, Admin Supervisor, Project Support, and Freight Supervisor (director level and top level management) The minutes will be circulated, and information cascaded to TDL staff.
A Pickett has signed the ISMS and EMS policies, as the Operations & Compliance Director. They were reviewed (see notes below) and are compatible with the strategic direction of the business. 
The ISMS and EMS objectives have been established (see notes in audit report for 6 Planning).

Review of Environmental Policy (v1.1 – 11/1/17) - signed by A Pickett (10/1/17) and displayed on the premises in the Administration Office. The policy covers the following:
· Commitment to protection of the environment, including prevention of pollution
· EMS covers distribution and handling of materials
· Operating in environmentally hostile situations, therefore do all that is reasonably practicable to minimise the impact on the environment
· Compliance with relevant environmental legislation will be adhered to
· Continuous policy of researching and improving working methods
· All departments should contribute to environmental protection and performance
· Commercial decisions take account of impact on the environment
· Six key areas:
1) Training personnel
2) Supervisory and project management
3) Quality assurance procedures
4) Environmental disposal systems
5) Internal/external communication
6) Monitoring of procedures
· These six form the basis of the environmental objectives, which are monitored and reviewed regularly
· Policy communicated through the training and awareness plan, and to interested parties where applicable


Review of Information Security Policy (v1.0 – 24th March 2017) – signed by A Pickett dated 24/3/17. This is displayed in the Administration Office (due to be placed on the wall with the other policies) and covers:
· Commitment to maintaining and improving information security in the company, and minimising exposure to all risks
· 9 key commitments bullet pointed:
· Corporate & Customer information protected against unauthorised access
· Information protected through the access control policy and procedures
· Regular IS training & awareness for all employees
· Supply information to all relevant business processes & employees appropriate to their roles and responsibilities
· Identify and meet all regulatory and legislative requirements
· Maintain and regularly test DR and BCP’s
· IS events and incidents reported and investigated by management – OFI’s identified and implemented
· Adhere to requirements of ISO 27001:2013
· Communicate policy internally and externally and upon request
· Continual improvement through ongoing management reviews, RA’s, regular audits, and security incident reporting. 
· Policy works in conjunction with 9001 and 14001
· Provides framework for establishing and reviewing IS objectives
· Annual review of policy to ensure its appropriateness
· Management team responsible for communication of the policy
The Organisation Chart October 2017 was presented to the auditor (v1.0 – 4th October 2017) (see Sample 3).
The chart defines job titles, rather than personnel names, and who they report to.
The job title also determines whether the individual is a trained Fire Marshall (FM), First Aider (FA), Business Continuity Response Team (BCRT) member, and EMS (EMSO) and ISMS (ISMSO) Officers.
The following personnel were included in the chart:
· Operations Director (reporting to Managing Director) is also a BCRT
· Compliance Director (reporting to Managing Director) is also BCRT and ISMSO
· Freight Manager (reporting to Compliance Director) is also BCRT, EMSO, FM, and FA
· Kewaigue Depot Contracts Manager (reporting to Operations Director) is also BCRT and FM




Signed (auditor)              G Burnell                                                                                             Date 9/10/17



	Passed
	Major NC
	Minor NC
	O F I

	Summary and Results of Audit (tick appropriate box)
The process passed the audit, with the following observation noted:
The information security policy is due to be placed on the wall with the other policies.


Signed (auditor)              G Burnell                                                                                             Date 9/10/17
Signed (auditee)              A Pickett                                                                                             Date 30/10/17
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	Investigation including Root Cause ( 5 whys )




Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date
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