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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013 and ISO 14001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed Risks, Opportunities, Risk Assessment, Treatment Plan, and Environmental Aspects.

	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken

Risks for the ISMS are determined within the Risk Assessment & Treatment Plan, which is linked back to the Context Diagram with R numbers.
Risks for the EMS are determined within the Aspects & Impacts Register, which is linked back to the Context Diagram with A numbers.
Opportunities for the ISMS and EMS are determined within the respective treatment plans, which have been derived from the risk assessments undertaken for each system.

(the below includes 8.2 and 8.3 of the ISMS)
The Risk Assessment & Treatment Plan (version 2 – 20/4/17 – AK) was reviewed by the auditor.
Risk Criteria – A risk appetite level is determined within the plan and is used to determine the risk criteria. Any risks which are labelled orange or red require treatment.
· Low = 50 or below
· High = 100 plus
· Medium = 51-99
The company needs to determine what the criteria is for performing risk assessments and when risk assessments are planned to be undertaken. The ISMS Policies and Controls document determines that when the business is considering opportunities they are risk assessed. However, this method does not account for other changes in the business or its processes.
The following high risks were sampled:
1) Administration – electronic and verbal information
Threat: Communication intercepted by unauthorised party
Risk score = 130 
Control = Information classification system, password protection, staff awareness
Residual risk = Low
Process Owner = Admin Supervisor
Risk Owner = Operations/Compliance Director

2) Distribution – includes customer contact details, addresses, delivery notes
Threat: information lost or compromised 
Risk score = 100
Control = T&A conducted ensure they understand importance of protecting information and reporting info sec breaches
Residual risk = Low
Process Owner = Warehouse Manager
Risk Owner = Operations/Compliance Director

3) Vehicle Parking/Protection – Customer information on delivery notes
Threat: Delivery notes left in vehicle, exposed to unauthorised party
Risk score = 100
Control = Training and awareness for employees
Residual risk = Medium
Process Owner = To be defined
Risk Owner = To be defined

4) Human Resources – Staff records, wages, PII
Threat: Information compromised
Risk score = 110
Controls = Information classification system, password protection
Residual risk = Medium
Process Owner = HR
Risk owner = Operations/Compliance Director

Some risks within the register are missing details of the Process Owner and Risk Owner.
Each risk links to the Statement of Applicability controls and legal requirements. 
The auditor noted that there was red text within the document. AP confirmed that this was to indicate that information was updated at a different time to the document being originally created.
AP presented the auditor with a newly identified risk. This was no. R27 – Installation of R2C. AP confirmed that this is yet to be risk assessed, but has been put onto the plan to ensure that it is not missed. R27 does not need to be added to the Context Diagram, as it is part of IT Providers. AP confirmed that risk R27 will be assessed and controls determined before November 2017.
The risk assessment process is documented in the ISMS Policies and Controls document; however, it requires expanding to ensure it covers requirements of ISO 27001:2013 (6.1.2).
The risk treatment process is documented within the ISMS Policies and Controls.

Document EMS04 Aspects & Impacts Register (version 1 – 12/1/17) was presented to the auditor by AK. This register determines the environmental aspects of each area of the business’ scope, and the associated environmental impacts. A scoring system is used to identify the significant environmental aspects, with controls implemented as determined in the Treatment Plan.
Aspect A22 details the impacts of “Potential to change normal operating conditions and may create damage and extra use of utilities”. The impacts are determined as “Use of natural resources and increase of mixed contaminated waste into waste stream which may need to be handled as hazardous waste”. This has been classified as a Moderate risk (Impact = Significant 5; Regularity = Rare 1; Risk Score = 5 x 1 = 5 = Moderate). The controls are determined as Spillage Procedures and the Business Continuity Plan, with a residual risk rating as Low. The risk owner has been determined as AP, with a treatment plan of the following:
· Design and implement clause 8.2 requirements
The risk appetite level is determined in the register under the Criteria tab, however, the criteria for determination of significant environmental aspects needs to be documented.
The high risk aspects were sampled as follows:
1) Aspect: A1 - Distribution
Impacts: Emissions Fuel Consumption Noise Congestion, spillages/leakages on route, damage to product on route, potential for overloaded or incorrectly loaded, breakdown/accident on route.
Effects: Pollution, Use of Natural resources disturbance to neighbours and general public, Waste material entering waste stream, potential to contaminate drainage system, air pollution, maintenance (old parts and fluid residue)
Impact Rating: 25 (High)
Risk Rating: 75 (High)
Treatment Plan: Supplier Waste Disposal Licenses, Waste Transfer Notes, Spill kits, Spillage Control Procedure, COSHH information, Fire extinguishers, PPE.
Risk Owner: Operations & Compliance Director (AP)

2) Aspect: A6.1 – Vehicle Fuelling
Impacts: Potential for spillage, fire hazard
Effects: Leakage to drainage system, contaminated waste from spillage clean up, waste or repair from fire damage, air pollution from fire
Impact Rating: 20 (High)
Risk Rating: 60 (High)
Treatment Plan: Data from TFM for CO2 calculations, Spillage controls, Waste notes, Monitor storage tanks and spillage crystals, PPE, Include Adblue in EMS doc’s
Risk Owner: Brian Wade, Mickey Cowell
The following low risks were sampled:
1) Aspect: A6.2 – Vehicle Fuel Storage
Impacts: Potential for spill, fire hazard
Effects: Leakage to drainage system, contaminated waste from spillage clean up, waste or repair from fire damage, air pollution from fire Spillage during filling up process
Impact Rating: 15 (Medium)
Risk Rating: 30 (Low)
Treatment Plan: Check maintenance and calibration process and records
Risk Owner: Mickey Cowell

2) Aspect: A3.1 – Warehouse & Storage
Impacts: Energy consumption (electricity)
Effects: Use of natural resources (Gas)
Impact rating: 16 (Medium)
Risk Rating: 32 (Low)
Treatment Plan: Document current procedures, Consider LED’s, The business is planning the measure and monitor consumption as part of the CO2 calculator
Risk Owner: Jim Neill











Signed (auditor)              G Burnell                                                                                             Date 9/10/17



	Passed
	Major NC
	Minor NC   2
	O F I   2

	Summary and Results of Audit (tick appropriate box)

The company needs to determine what the criteria is for performing risk assessments and when risk assessments are planned to be undertaken. The ISMS Policies and Controls document determines that when the business is considering opportunities they are risk assessed. However, this method does not account for other changes in the business or its processes.

Some risks within the Risk Assessment register are missing details of the Process Owner and Risk Owner.

AP confirmed that risk R27 will be assessed and controls determined before November 2017.

The risk assessment process is documented in the ISMS Policies and Controls document; however, it requires expanding to ensure it covers requirements of ISO 27001:2013 (6.1.2).

The risk appetite level is determined in the register under the Criteria tab, however, the criteria for determination of significant environmental aspects needs to be documented.


Signed (auditor)              G Burnell                                                                                             Date 9/10/17
Signed (auditee)                                                                                                          Date



	Investigation including Root Cause ( 5 whys )







Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed

The company needs to determine what the criteria is for performing risk assessments and when risk assessments are planned to be undertaken. The ISMS Policies and Controls document determines that when the business is considering opportunities they are risk assessed. However, this method does not account for other changes in the business or its processes.

Some risks within the Risk Assessment register are missing details of the Process Owner and Risk Owner.

AP confirmed that risk R27 will be assessed and controls determined before November 2017.

The risk assessment process is documented in the ISMS Policies and Controls document; however, it requires expanding to ensure it covers requirements of ISO 27001:2013 (6.1.2).

The risk appetite level is determined in the register under the Criteria tab, however, the criteria for determination of significant environmental aspects needs to be documented.






Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date
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