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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013 and ISO 14001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed competence.

	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken

The Consolidated Training Matrix v1.5 was reviewed with AP.
EMS Section:
Spillage Control Procedure – Overall process – Alison, Alex, Jim, Freight Drivers, Contract Drivers, Vic, Mickey, Brian Wade, Norman, Paul Collins
SOPEM001 – Shut Down Procedure – Alison, Alex, Ally, Tony, Reg, Jim, Vic, Mickey, Brain, Norman, Paul Collins
SOPEM002 – Vehicle Fuel Storage – Alison, Alex, Ally, Jim, Vic, Mickey, Brain, Norman, Paul
SOPEM003 - Kewaigue Depot Spillage Control Procedure – specific to Kewaigue – see Spillage Control, but minus Freight drivers and Contract drivers
When new employees start, the Induction Programme and Checklist is used. This includes:
· Has copy of security policy & manual been signed for?
· Has environmental policy been signed for?

The ISMS section of the Training Matrix was reviewed:
· Only Alison and Alex have P on the policies and procedures
· Group IT Policy is not in the Training Matrix – needs to be in the Group Policies section and ISO 27001 section
Everyone needs to be made aware of the new IT Policy for group – including all TDL personnel – then update Training Matrix.
This was reviewed with Ally Kinnin during a later audit, and it was determined that the auditor and AP were looking at an older version of the Matrix (see later audit notes regarding the EMS documentation review with AK).
Ally Kinnin emailed the Training Matrix to all department managers to be reviewed and confirmed. The email was sent 9/10/17.

Records of Spillage Procedure training were reviewed with Paul Collins. Paper copies are retained in HR files, and Paul retains to scanned copies. He confirmed that the spillage training was conducted over a couple of weeks, in groups of personnel. The following scanned copies were sampled (all samples reviewed were signed and dated by the trainee):
· Group 1 – K Warburton, A Cain, I Venus, K Houghton, P Kelly
· Group 2 – M Santos
· Group 3 – A Griffiths, L Quirk, M Greenhalgh
· Group 4 – J Lord, S Shields, R Warburton, P Poselthwaite, S Howarth, N Quirk, M Breadner, J Haughton, M Ford, R Kelly, B Cromwell
The above personnel were checked against the training matrix and it was noted that K Houghton and P Kelly were not on the matrix. Alison explained that this is due to them being on zero hours, although they should be in the matrix. K Houghton has since left the company.

The Spillage Procedure Training Information (v1.0 – 21st July 2017) was presented to the auditor (see Sample 6). It contained the following information:
1) Location & Contents – Physical location of the kit in the vehicle or department, explanation of the purpose of the various contents.
2) Safety Awareness & Precautions – Importance of their own safety and of others, methods of spillage isolation, environmental considerations.
3) Selection of correct PPE – Understanding of the requirement to wear the correct PPE and keep in good condition.
4) Dealing with different types of spills
5) Disposal of waste materials – Safe and effective methods of isolation and disposal after clean-up.
6) Reporting procedures – To line managers and other relevant persons.
Replenishment of contents – Including missing items identified and replaced.


Signed (auditor)              G Burnell                                                                                             Date 9/10/17



	Passed
	Major NC
	Minor NC
	O F I   1

	Summary and Results of Audit (tick appropriate box)
The above personnel were checked against the training matrix and it was noted that K Houghton and P Kelly were not on the matrix. Alison explained that this is due to them being on zero hours, although they should be in the matrix.


Signed (auditor)              G Burnell                                                                                             Date 9/10/17
[bookmark: _GoBack]Signed (auditee)              A Pickett / A Kinnin                                                                          Date 30/10/17



	Investigation including Root Cause ( 5 whys )




Signed                                                                                                                              Date



	Corrective Action Agreed



Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed
The latest version of the training matrix which was out on review did include both P Kelly and K Houghton (although Karl Houghton had already left the Company).  Zero hour contract workers will be included in the Training Matrix to ensure training requirements are identified and completed based on the role and responsibilities of the zero-hour contract worker.


Signed (auditor)                                                                                                           Date
Signed (process owner)      J Neill                                                                             Date 30/10/17
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