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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013 and ISO 14001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed policies (A.5), organisation of information security (A.6), and the Group IT Policy.


	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken

The following elements of the ISMS were reviewed with Alison Pickett.

A.5.1.1 – Policies are included as appendices within the Staff Handbook. Appendix T is the Group IT Policy, which was not in the Staff Handbook. AP confirmed that the Handbook is still at draft and is yet to be approved. The Quality Policy, Environmental Policy, and Information Security Policy need to be included as appendices.
Sections of the Staff Handbook included 8.5 Clear desk and screen, 8.6 Data protection, and 8.7 Confidential information.

A.5.1.2 – Part of the management review is to conduct a document control review which includes the policies register.

A.6.1.1 – The S of A states that duties and responsibilities are in job descriptions. This is not the case for the ISMS, and AP explained that Job Titles will be added to the Training Matrix, which will link with relevant policies and processes.

A.6.1.3 – Contact with authorities is not detailed in the RA&TP. 
Contact with IOM Government and DED for road updates, infrastructure information, and legal changes, is frequent (at least monthly).

A.6.1.4 – The ISO Forum meets every 3 months, with information recorded and sent to the attendees. Other contacts with special interested groups include ISO QA and ISO certification bodies.
It may be beneficial for AP to regularly review the ISO website, as updates on ISO standards and news articles are available to the public.

A.6.1.5 – The RA&TP includes risk number R27, which is yet to be completed. This is for the new R2C which includes risks associated with portable, handheld devices.

Group IT Policy
This is mentioned throughout the S of A, and was presented to the auditor for review: 
· A.6.2.1 Mobile devices – “Laptops and tablets”, “External drives”, “Wearable technology”
· A.6.2.2 Teleworking – “Laptops and tablets”
· A.8.1.1 Inventory of Assets – “Inventory of assets”
· A.8.1.3 Acceptable use of Assets – throughout the Policy
· A.8.1.4 Return of assets – “Inventory of assets”
· A.8.3.1 Management of removable media – “External drives”
· A.9.1.2 Access to networks and network services (password management and controls, computer security) – Changed every month; at least 6 characters long; use letters and numbers; do not share passwords.
· A.9.2.4 Management of secret authentication information of users – See A.9.1.2 above)
· A.9.4.3 Password management system – See A.9.1.2 above)
· A.11.2.8 Unattended user equipment – “Computer security”
· A.11.2.9 Clear desk and clear screen policy – “Computer security”
· A.12.5.1 Installation of software on operational systems – “Software”
· A.12.6.2 Restrictions on software installation – “Software”
· A.13.2.1 Information transfer policies and procedures – “Security and data protection”
· A.13.2.3Electronic messaging – “Security and data protection”, Email usage”, “Email security”
· A.13.2.4 Confidentiality or non-disclosure agreements – “Security and data protection”
· A.16.1.2 Reporting information security events - throughout the Policy

An ISO meeting was held today with top management to highlight gaps and ensure that the Group IT Policy is distributed to the employees. This is located in a shared folder on the network.




Signed (auditor)              G Burnell                                                                                             Date 10/10/17



	Passed
	Major NC
	Minor NC   2
	O F I   2

	Summary and Results of Audit (tick appropriate box)

Appendix T is the Group IT Policy, which was not in the Staff Handbook. AP confirmed that the Handbook is still at draft and is yet to be approved. The Quality Policy, Environmental Policy, and Information Security Policy need to be included as appendices.

The S of A states that duties and responsibilities are in job descriptions. This is not the case for the ISMS, and AP explained that Job Titles will be added to the Training Matrix, which will link with relevant policies and processes.

Contact with authorities is not detailed in the RA&TP.

It may be beneficial for AP to regularly review the ISO website, as updates on ISO standards and news articles are available to the public.


Signed (auditor)              G Burnell                                                                                             Date 10/10/17
Signed (auditee)                                                                                                          Date



	Investigation including Root Cause ( 5 whys )







Signed                                                                                                                              Date



	Corrective Action Agreed

Final amendments are being made to the Staff Handbook prior to distribution for Executive sign-off.  The Group IT Policy (reference to Appendix T has been removed), together with the Quality, Environmental and Information Security Policies have all been updated into the Handbook as appendices.


Signed (auditor)                                                                                                           Date
Signed (process owner)     A Pickett                                                                        Date  6/11/17



	Corrective action completed

Staff Handbook has completed final updates, and is to be distributed for Executive sign-off and then distributed to employees – target date: 8 December, 2017

The Statement of Applicability has been updated to clarify the content of the Training Matrix recording job titles, email and pc office system requirements, application systems requirements and knowledge, as well as processes and policies training and knowledge levels.

The Risk Assessment and Treatment Plan has been updated with regards to contact with authorities (IOM Government, Department of Economic Development) and special interest groups (eg IOM Chamber of Commerce and ISO Forum).

Signed (auditor)                                                                                                           Date
[bookmark: _GoBack]Signed (process owner)                A Pickett                                                             Date 06/11/17
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