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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013 and ISO 14001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed HR controls (Annex A.7).


	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken

TDL are supported by H&B Group HR department, which is located in the H&B building, beside TDL’s premises.
Prior to SB presenting information to the auditor, she checked that ISO QA had signed a confidentiality agreement with TDL. AP confirmed that this had been completed.
The auditor requested information regarding new starters to TDL:
1) Barry Neill
Barry started as a Driver in the Warehouse at the beginning of this week, and therefore is not yet within the HR software. His contract has not been issued/signed as this is done after 4 weeks of employment with the company.
The Offer of Employment letter contains information regarding the Terms & Conditions of Employment. This was presented to the auditor by JN (dated 9/10/17) and was signed by Barry 11/10/17.

2) Chris Moore 
Chris started the company as an Apprentice in the Workshop end September 2017, and therefore is not in the HR software and his contract has not yet been issued.
A copy of Chris’s Offer of Employment Letter (dated 15/9/17) was presented to the auditor by his manager (Brian Wade). It included information regarding the Terms and Conditions of Employment and referred to the contract of employment being issued in 4 weeks. Brain confirmed that Chris has the signed copy but is currently on leave.

3) Michael Ford
Michael joined the business as a General Delivery Driver in November 2016. He was located within the HR software and his Contract of Employment was presented to the auditor (start date 7/11/16). It contained the following information:
· Section 15 – Confidentiality
· Section 13 – Data Protection
· Section 12 – Return of Company Property
· The Staff Handbook was referred to
· Termination of Employment – gross misconduct, etc.
· Section 21 – Company Rules – comply with company’s rules, policies, procedures, etc.
The signed copy of Michael’s contract has not yet been scanned as the HR department is low on resource. SB confirmed that the signed copy is in a locked cupboard behind the Reception desk. This was reviewed with the Receptionist who confirmed that she locks the cupboard when leaving Reception unattended, and the key remains in a drawer which is also locked upon an evening.
Michael’s records did not contain an Offer of Employment letter. AP confirmed that Michael accepted the job during the interview.

SB explained that a new HR Officer is joining the company in October, which should help with the resource issues the department currently has.
Leaver and Mover documents were then reviewed:
1) Rachel Warburton
The company received her resignation letter (dated 5/10/17). SB explained that the company can receive verbal resignations, but ask for employees to present them in writing.
The confirmation of resignation was presented to RW’s line manager (dated 6/10/17) and a copy of this was presented to Payroll.
SB explained that this resignation is pending as RW may change her role within the company, rather than leave.

2) Liam Quirk
Handwritten resignation dated 8/8/17 presented to the auditor.
There was no confirmation of resignation on LQ’s file.
All other leaver documentation (Exit Interview, etc) is located within TDL.

3) Martin McDonald (mover)
More access rights would have been given to MM as he moved from the warehouse to the office.
All information regarding MM’s move is in TDL.
Personnel Director is used by the HR department, and is accessed via username and password. This is managed centrally by HR, with a Self Service module presented to managers for them to manage staff holidays and absences.
Filing cabinets are located within HR, with Sarah retaining the only key. If she is on leave, she will pass the key to her deputy.
The cleaner will have access to the HR department after hours, but is an employee of the company and has signed the relevant NDA. If other cleaners are used in his absence, only approved company’s are used, who have also signed NDA’s.

The audit then moved back to the TDL site, to review HR documentation retained for current and ex-employees:
1) Barry Neill
Induction Checklist – included QMS, ISMS, H&S, Disciplinary process, and DSE (Not Applicable). This was signed by BN 9/10/17. During the review of this document it was noted that EMS awareness was not on the induction checklist, even though the checklist was updated, with EMS added, 4/10/17. JN conducted the induction and confirmed that he had printed it prior to the addition of the EMS item. JN also confirmed that he did instruct BN on the EMS processes relevant to his role.
Employee handbook confirmation signed 6/10/17
Manual Handling Basics signed 6/10/17
Spillage Training (v1.0 – 21/7/17) signed 10/10/17
JN conducted the induction and training for BN

2) Michael Ford
Spillage Training done 8/9/17
Induction completed 7/11/16 by JN
There was no Employee Handbook Confirmation in MF’s file

3) Chris Moore
Spillage Training done 26/9/17
Induction (QMS and ISMS included) 20/9/17 by Brian Wade
Manual Handling 19/9/17
Employee Handbook confirmation 20/9/17

4) Liam Quirk
No record of Exit Interview. JN explained that he had a general chat with LQ regarding his reasons for leaving. 
LQ returned his uniform and access fob. JN explained that he retained the access fob until it was required by a new member of staff. AP confirmed that this was not the process and the access fob must be returned to IT upon a person leaving the business.
LQ did not have any physical keys to return.

5) Martin McDonald
MM’s new job specification was presented to the auditor. This had not yet been signed as MM is still in the probationary period. There was no mention of EMS or ISMS within the new job specification.
MM required increased IT access levels, which was evidenced to the auditor via an email from MC to IT dated 21/4/17 requesting Martin to have his own NAV account and emails.
MM did not require a new access fob as his access rights in that area had not changed.

6) Stuart Killey
HR conducted his exit interview.
The physical keys were transferred to Ben. MC confirmed that this was not logged, as per the Key Policy.
MC emailed IT regarding Stuart leaving the business (dated 5/5/17).




Signed (auditor)              G Burnell                                                                                             Date 12/10/17



	Passed
	Major NC
	Minor NC   5
	O F I

	Summary and Results of Audit (tick appropriate box)

Barry Neill: During the review of this document it was noted that EMS awareness was not on the induction checklist, even though the checklist was updated, with EMS added, 4/10/17. JN conducted the induction and confirmed that he had printed it prior to the addition of the EMS item.

Michael Ford: There was no Employee Handbook Confirmation in MF’s file.
The signed copy of Michael’s contract has not yet been scanned as the HR department is low on resource.
Michael’s records did not contain an Offer of Employment letter. AP confirmed that Michael accepted the job during the interview.


Liam Quirk: JN explained that he retained the access fob until it was required by a new member of staff. AP confirmed that this was not the process and the access fob must be returned to IT upon a person leaving the business.

Martin McDonald: There was no mention of EMS or ISMS within the new job specification.

Stuart Killey: MC confirmed that keys were not logged, as per the Key Policy.

SB explained that a new HR Officer is joining the company in October, which should help with the resource issues the department currently has.



Signed (auditor)              G Burnell                                                                                             Date 12/10/17
Signed (auditee)                                                                                                          Date



	Investigation including Root Cause ( 5 whys )






Signed                                                                                                                              Date



	Corrective Action Agreed





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed
Jim Neill is now fully aware that induction documentation is to be obtained from the H&S Share area immediately prior to completing with new employee to ensure that the latest documentation is used.

The Employee Handbook is currently undergoing major revision and is in final stages of approval/sign-off.  The old handbook is no longer being issued to new employees, as the new version will be issued to all TDL staff as soon as approval has been completed.

Jim Neill has been reminded of the Access Policy and the process of returning key fobs to IT after an employee has left, even if a replacement is due on site. He is now fully conversant with the process.   IT Group is responsible for allocation and re-allocation of key fobs and access rights on the system, and therefore the fobs must be returned to them. 

[bookmark: _GoBack]The organisation chart identifies current staff responsibilities for the standards and also going forward all new staff Job Descriptions will demonstrate the responsibilities.   During the next three month period, HR will undertake a review of the files that are held in the TDL meeting room under lock and key and will file a copy of each employee’s signed contract of employment – they will also cross reference to the organisation chart to ensure the contract on file reflects the position that they hold within the company.

A physical Key Register, together with logging out (new issue keys) and logging back in (returned keys) has been created as per the Key Policy and issued to the Depot Manager.

Jackie Fearnie has now joined the HR Team to support SB which will resolve resourcing issues experienced over the last three months.

Signed (auditor)                                                                                                           Date
Signed (process owner)          A Pickett / S Blayden                                              Date 17/11/17
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