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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013 and ISO 14001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed event logging (A.12.4), management of technical vulnerabilities (A.12.6.1), antivirus (A.12.2.1), network security (A.13), and use of privileged utility programs (A.9.4.4).


	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken


A.12.4 – Event logs
The Event Log Process (Issue 1 – 1/8/17) (see Sample 14) was presented to the auditor. AP confirmed that she may not have all ISMS policies and processes used by IT in her ISMS 27001 folder. SD emailed a screenshot of the folder to AP/AK to cross-check.
Event logs include successful and failed logins, privileged changes, and policy changes.
Checks are conducted by IT when a perceived or actual event occurs, which requires an investigation.
Event Viewer is used to log and monitor events, including Application, Security, Setup, and System.
Event Viewer is set up for each PC, and SD’s privileged access allows him to connect to other PC’s to review their events. 12/10/17 @ 15:33 – Danny in TDL successfully logged in to his PC. This system informs IT of failures, warnings, and information.
The NET2 (physical access control) Audit Log was also reviewed by the auditor, and the following samples were taken:
· 12/10/17 – 15:36 – Jim Neill – Freight Office
· 12/10/17 – 15:30 – Kevin Burnell – H&B side door entrance
· 10/10/17 – 14:15 – Kevin Burnell – no access to server door (this was confirmed by the auditor as a test during the site walk with Mickey Cowell)
· 12/10/17 – 15:40 – Steve Downe – logged in to Access Control System
The NET2 Audit Log also records doors left open and forced:
· 10/10/17 – 13:19 – door forced
· Immediately after – door relock
The Audit Log events can be searched via the event, date, etc. Again, the log is reviewed when an event has occurred.

A.12.6.1 – Management of technical vulnerabilities
The Patch Management Policy (Issue 1.0 – 1/8/17) (see Sample 15) was presented to the auditor.
SD explained that updates are controlled by IT through the server. An example was presented to the auditor through the Control Tools. An update is required for the Windows Server 2008. It was identified as 96% not approved. The status was given as 1 needed an update (the server) and 178 were not applicable (user PC’s).
If updates are required by individuals, or TDL, they are authorised and controlled through the HelpDesk.
Server patches require manual installation and PC patches are automatically installed, with the PC’s rebooted.

The server room environment was reviewed. This is monitored by IT through Sinetica Eagle, which gives live information on the room conditions:
· Server Cab B = 19.5°C
· Server Cab A = 18.6°C
· Ambient Temp of room = 20.8°C (warning @ 25°C; upper limit 29°C; lower warning @ 15°C; lower limit 11°C
· Relative Humidity = 47.3% (upper = 65%; upper warning = 61%; lower = 25%; lower warning = 30.5%
The server room is pressure tested to ensure no leakages.
The server room was reviewed by the auditor and the following was noted:
· Access via SD’s fob
· Integrity tested 30-05-2017
· Gaseous Fire Extinguishing System – HFC-227ea – under floor and in ceiling – Prospero check pressure and nozzle regularly
· Raised floor
· Prospero conduct UPS test annually
· Old items being stored in the room, although it was not messy
· Network cabling tidy
· 2 x AC units – serviced by By Degrees (H&B)
· Vent in door in case of pressure build up
· No pest control in this area

A.12.2.1 – Controls against malware
Controls Against Malware Process (Issue 1 – 1/8/17) (see Sample 16)
Vipre is used to protect desktops. SD’s was reviewed: Last Scan 12/10/17 @ 15:06; Next Scan 13/10/17 @ 05:02. User’s AV was also reviewed by the auditor (see notes from 13/10/17).
Vipre Email Security is used to scan incoming emails.
An AV console is available on the server, for IT to ensure all PC’s are protected:
· PC195 = Protected
· PC190 = Not communicating – removed from the network
SonicWall is used to monitor the Firewall. SD logged in to the security dashboard, and information such as viruses blocked, intrusions blocked, and spyware blocked was available. A % is given over the number of days.

A.13 – Network security
Access to the server/network is controlled through permissions. SD is a privileged user. This was evidenced to the auditor by AP attempting to login to the server using her username and password. She was denied access. SD uses his PC password to login to the server/network.
Access to the server room was reviewed in NET2. The personnel allowed access to the server room were listed as Mickey Cowell, Steven Downe, and Chris (IT). G4S were also listed on here as able to access the server room. SD confirmed that this access should have been removed as soon as they completed their work. There was an expiry date on the access as 27/9/17 but SD disabled the access straight away. SD does not recall the access fob for G4S being returned to the IT department, which is the procedure to be followed.
The network diagram is located as a screenshot within the documented procedure (Network Security Procedure – Issue 1 – 1/8/17) (see Sample 17), and includes the firewalls, LAN’s, networks, and public Web.

A.9.4.4 – Use of privileged utility programs
This is restricted to IT domain admin and IT relevant service accounts (e.g. backup), and is controlled through unique user ID (username and password) as per permissions.




Signed (auditor)              G Burnell                                                                                             Date 12/10/17



	Passed
	Major NC
	Minor NC   1
	O F I

	Summary and Results of Audit (tick appropriate box)

AP confirmed that she may not have all ISMS policies and processes used by IT in her ISMS 27001 folder. SD emailed a screenshot of the folder to AP/AK to cross-check.

G4S were also listed on NET2 as able to access the server room. SD confirmed that this access should have been removed as soon as they completed their work. There was an expiry date on the access as 27/9/17 but SD disabled the access straight away. SD does not recall the access fob for G4S being returned to the IT department, which is the procedure to be followed.


Signed (auditor)              G Burnell                                                                                             Date 12/10/17
Signed (auditee)                                                                                                          Date



	Investigation including Root Cause ( 5 whys )







Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed

I have followed up on the G4S access to the Server Room with Chris Ramsey in the IT Department regarding their access rights.  Chris has confirmed that G4S were not issued with a fob.  Access was granted on the system to allow the Technician’s own fob to access the Server room.  The G4S account has been in place for a long while and is only set to be ACTIVE when they are working on site.  The access for the Technician’s fob is always set  to expire at the end of the day that access was granted, so is only issued on a day by day basis as required.  So, the technician would not have a fob to return.

Signed (auditor)                                                                                                           Date
Signed (process owner)        A Pickett / S Downe                                                 Date  10/11/17


[bookmark: _GoBack]
image1.jpeg
%ISO




