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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013 and ISO 14001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed Password controls, Antivirus, and Clock Synchronisation, with Admin Office Staff.


	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken

It was noted by the auditor that company personnel use dual screens.

Yvonne Byron
Password configuration: Capitals, lower case, numbers, 11 characters
Clock synchronisation: 14:25 – checked Yvonne and Kate and both PC’s showing the same time
AV check: Vipre update 13/10/17 05:20 – Scanned 13/10/17 04:01 – Next scan due 15/10/17 20:02

Kate Quayle
Password configuration: letters, numbers, capitals, symbol, 10 characters
Passwords are changed by the user every 4-6 weeks and are forced by the system. The system does not allow the same password, or similar password configuration to be used.
AV Check: Vipre – scanned 13/10/17 04:01, next scan due 15/10/17 20:01 – updated (61692) 13/10/17 07:20

Cables for PC’s and network are all trunked and tidy.
During the audit, the auditor witnessed waste paper being placed in the secured Doxbond bin by various members of staff.
Kate Quayle confirmed to the auditor that she had a company laptop which she keeps at home for remote working. She was made aware of the security controls surrounding the item and remote working when she was presented with the laptop.

Signed (auditor)              G Burnell                                                                                             Date 13/10/17



	Passed
	Major NC
	Minor NC
	O F I

	Summary and Results of Audit (tick appropriate box)

The process passed the audit, with no non-conformances or improvement opportunities noted.


[bookmark: _GoBack]
Signed (auditor)              G Burnell                                                                                             Date 13/10/17
Signed (auditee)              A. Pickett (pp Admin Office)                                                          Date 30/10/17



	Investigation including Root Cause ( 5 whys )



Signed                                                                                                                              Date



	Corrective Action Agreed


Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed


Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date
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