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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed 
Support Clause 7 
HR Security A7
Improvement Clause 10


	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken
The audit reviewed the previous audit report 07-09-18-39 carried out 7/9/18 which covered training & awareness, screening, terms & conditions, management PES, disciplinary process & termination or change of employment.
The above included a review of the staff handbook V3.0 November 2017 and contracts of employment.
OFI’s were raised as follows: -
1. Organisation Chart & Staff Handbook requires updating. This is now at Version 1.2 date March 2019. This is now updated V1.3 July 2019 includes SH is now Network Manager added Night Warehouse Manager & Contracts Manager Wales.

2.	Job Descriptions to be updated in line with Organisation Chart Changes.
SH has a new Job Description as Network Manager.
Nights Warehouse Manager in Draft Form – position not yet filled.
Contracts Manager does not have a Job Description.
•	Staff Handbook still under review & changes are required as missing controls list and Organisation Chart.

3.	 HR Records are to be brought up to date.
JO demonstrated HR Records from September 2018 are up to date.
The audit report 19 07 30 – 52 has evidenced how current policies have been reinforced to employees as referred to in Report 06 09 18 36.

Previous Report 06 09 18 34 was reviewed which was carried out 6/9/18 and raised:
1 Minor NC against 7.5.2 (a) 9001:2015 Context Diagram Footer
10 OFI across the range of standards
The TDL Training Matrix V1.9 August 2018, External Training Courses & Awareness Walls.
The audit reviewed the Context Diagram V1.0 June 2018 and the footer now matches the current status of the document.
NC closed out.

JO does not have access to Personnel Directory which IT are fixing as she needs a computer.

New starters induction to show policy awareness not available during audit but were evidenced in report 19 07 30 – 52.
As part of continual improvement, it was noted that the organisation is looking into HR Software to link with Kaizen Systems.
Training Matrix is not updated & appraisals are outstanding.


Previous Audit Report 05 09 18 30 was carried out during 5/9/18 and raised a MINC recording that Third Party Goods in Procedure was not issued as a controlled document.
NC This is still not issued to show current version and status.
OFI’s raised included:
Manx Petroleum spillage controls not communicated to MC.
MC awareness of clear desk screen was lacking
MC training on Sharepoint planned 14/9/18 – now OK with Sharepoint and has access to IMS.
MC demonstrated that he is applying clear desk & screen policy and explained what to do if Manx Petroleum have a spillage – contract & cover drains & soak up spillage.
NC Audit Report 05 09 18 30 has recorded corrective action that seeks to address this during the next document review. It is not clear when this will take place.

It was noted that no spillage controls issued at fuel tank areas. Also, containers around power wash area were unprotected from potential damage or spillage.


Improvement Clause 10
The audit reviewed previous audit Report 06 09 18 36 conducted during 6/9/18 which raised:
1 NC against 7.5.3.2 (b) as BCP Test records were not legible. The organisation has addressed this through the reissue of BCP V2.0 September 2018 which now has clearly recorded results and lessons learnt.
NC now closed.
NC However, this document is issued as a draft.
NC There was no evidence of planned test results for January 2019.

The audit reviewed the OFI’s raised on this report.
Ensure displayed policies are current & reinforced to employees.
The audit reviewed policies displayed on IOM premises including offices & warehouse areas.
Employees Data Privacy Policy V1.0 25/5/18
NC Information Security Policy V1.1 15/11/17 – not displayed in warehouse
NC Environmental Policy V1.3 1/1/19 warehouse copy displayed was incorrect at @ V1.2 22/11/17
Quality Policy V3.0 30/8/18
It was noted that Employee Data Privacy Policy is not signed to top management.
Sharepoint was reviewed and has the latest issues of policies.
The Management Review Schedule Issue 2 8/3/17 was reviewed which set out a monthly, quarterly & annual agenda. This includes selected months for review January → December and covers each section of the agenda.
MR outputs are recorded in minutes which were 13/9/18, 23/10/18, 6/12/18, 22/1/19, 26/2/19 & 28/3/19.
NC There does not appear to be minutes for April, May & June 2019.
The organisation has a documented procedure for raising non-conformances on Multifreight V2.1 20/3/19. This details the raising/reporting of Job and Non-Job NCRs for QMS, EMS and ISMS including responsibilities, investigations and allows for codes to be allocated for trending and management reviews.
The responsibility for closure is also detailed.
KQ presented a NC Report for June 2019 which recorded 34 events.
Samples reviewed were: -
1.	Ref 5702 raised 18/6/19 closed 21/6/19.
Customer Costains Job 299222 – no tape shipped over.
2.	Ref 5723 raised 25/6/19 – still open.
Customer DLT Job 298975 – pallets not loaded on trailer.
3.	Ref 5711 raised 20/6/19 – still open.
Customer Mannin Retail Job 298343 still open.
Pallets frozen not chilled.
4.	Ref 5687 raised 10/6/19 – closed 14/6/19.
Customer Micheldver HA Service
Job 297686 closed 14/6/19 – late collection.
NC * It was noted that 26 out of 34 are still open.
The audit reviewed the QMS MR minutes for March 2019 which included:
Document Control Review
Non-Conformances
Action points included:
1.1.B.1 Increase in logged NCRs for suppliers
1.1.B.3 KPI reporting for AKW contracts
2.6.B.1 Manual pump trucks add to R2C
1.1.D.1 Spillage control refresher sheets
EMS & ISMS MR minutes included:
ISMS only 30/1/19 Action Points from 30/1/19 included:
1.2 Awareness training for all employees
1.5.2 WEEE Disposal
1.7.1 Supplier Review Spreadsheet
1.8 Risk Assessment Review
EMS only 23/1/19 Action Points included:
1.2.4 Spillage Handbooks
1.4 Environmental Policy
1.10.4 Awareness training for UK
1.11 Handover of legal register
There is good evidence within the records that the organisation is seeking to apply CI principles. However, there appears to be a lack of MR meetings held to ensure agreed actions are implemented.

Signed (auditor)              K Burnell                                                                                             Date 22/7/19



	Passed
	Major NC
	Minor NC  10
	O F I 4

	Summary and Results of Audit (tick appropriate box)
Training Matrix is not updated & appraisals are outstanding which is a non-conformance against clause 7.2(d) ISO 9001:2015.



It was noted that no spillage controls issued at fuel tank areas which is a non-conformance against 7.5.3.1 (a) 9001:2015.
There are two containers around power wash area were unprotected from potential damage or spillage which is a non-conformance against company procedures/policies.

NC BCP V2.0 September 2018 this document is issued as a draft.
NC Environmental Policy V1.3 1/1/19 warehouse copy displayed was incorrect at @ V1.2 22/11/17.
NC Information Security Policy V1.1 15/11/17 – not displayed in warehouse.
NC Third Party Goods in Procedure is still not issued to show current version and status.
NC Audit Report 05 09 18 30 has recorded corrective action that seeks to address this during the next document review. It is not clear when this will take place.
The five non-conformances above are not compliant to clause 7.5 of 9001:2015.

NC There was no evidence of planned test results for January 2019 which is a non-conformance against 
[bookmark: _GoBack]ISO 27001:2017 Annex 17.1.3.

NC There does not appear to be minutes for April, May & June 2019 which is a non-conformance against ISO standards clause 9.3. 

It was noted that 26 out of 34 are still open.

Contracts Manager does not have a Job Description.
Staff Handbook still under review & changes are required as missing controls list and Organisation Chart.
JO does not have access to Personnel Directory which IT are fixing as she needs a computer.

Signed (auditor)              K Burnell                                                                                             Date 22/7/19
Signed (auditee)                                                                                                                           Date



	Investigation including Root Cause (5 whys)




Signed                                                                                                                              Date



	Corrective Action Agreed



Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed

 

Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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