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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015 This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed 
Access Control A9
Physical and Environmental Security A11
Operations Security A12
Marketing and Communications

	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken
A9 Access Control
The audit reviewed the previous audit reports as detailed below:
05-09-18-30 raised the following issues.
OFI Collection window remains open – the audit reviewed improved controls with MC who demonstrated window is now lockable when office unattended.
NC Main gate had 6 bolts missing. The audit inspected the area 29/7/19 @ 11:10 which is repaired and security improved.
06-09-18-35
OFI Track IT Access – IJ has access not required.
This was reviewed with AP & AK who demonstrated that IJ needs access for customer sales reporting. 
07-09-18-37
OFI Sharepoint is not hyperlinked.
OFI Retain of fobs to be reinforced which was evidenced in report 19 07 30 - 52
The audit reviewed the Integrated Manual V2.0 November 2018 which now has hyperlinks working.
07-09-18-38
OFI BW training for Sharepoint access was evidenced in report 19 07 30 – 52
OFI Flow chart update R2C was evidenced in report 19 07 30 – 52
12-09-18-41
NC CH still has access to log on – CR demonstrated that CH disabled from access.

A11 Physical & Environmental Protection
05-09-18-30
NC Main gate 6 bolts see notes above.
06-09-18-34
OFI Fire & Evacuation needs recording.
MC presented the fire testing log which recorded an unplanned event 25/6 @ 17:00.
NC However, there is no evidence of testing of spillage emergencies as required under ISO 14001:2015 Clause 8.2 (d). JN confirmed this situation.
PC plans to add this to his Health & Safety plans & records.
07-09-18-37
OFI Records to be available for:
Prospero – UPS Fire Suppression Pressure Test AC in server room. 
CR explained new batteries installed in UPS. Fire suppression tested & integrity testing done 10/5/18.
OFI Combustible materials and other items have been greatly reduced  in server room.
Server room inspected with CR – housekeeping has improved. Includes old hard drives & spare equipment.
Computer equipment now sourced from Highgate and therefore Lifecycle Management Document needs updating.
The audit evidenced that the Lifecycle Process has now been updated to V2.0 July 2018 which details computer equipment 80% sourced from Highgate.

A12 Operational Security
06-09-18-34
NC Footer in diagram differed from control status.
The audit reviewed the Context Diagram is now at V1.0 June 2018 which matches the control status.
07-09-18-37
NC * Records of health checks of devices
The audit reviewed the current policy which now states checks are carried out every 6 months issued as V1.1 dated October 2017 which lists laptops, tablets & smart phones.
75 Mobile phones not in helpdesk records.
AP laptop not on records.
CR demonstrated records of health checks record in helpdesk. Audit samples: -
1.	Workshop Table 1 – Tablet allocated to BW carried out 29/7/19.
2.	Laptop – remote checked carried out 29/7/19.
12-09-18-40
Helpdesk sends owner email when due.
NC MC mobile not protected.
MC demonstrated that his mobile phone is now PIN protected.
12-09-18-41
NC * Review of event logs are not regularly carried out. Procedure Issue 1 1/8/17 states reviews are random on PC’s & servers.
The organisation does not have the resources to regularly review logs but only reviews if an investigation is required and none have been required.

OFI Disposal of information/equipment are planned to use an approved third-party provider including retention of records. CR & auditor inspected DP room which has equipment ready for disposal.
Last disposal was 3-4 months ago however records were not available during the audit.

Marketing & Communications
The audit reviewed the requirements of Clause 5.1.2 ISO 9001:2015. Customer focus which seeks to address: -
a)	Customer Statutory & Regulatory Requirements.
b)	Risks & Opportunities that can affect Products & Services.
c)	Focus on enhancing Customer Satisfaction.
The organisations Integrated Manual V2.0 November 2018 defines the process implemented to address the above requirements under Section 5.1.2 and includes:
Regular meetings and reviews.
The audit reviewed the Company Brochure V1.0 9/3/17 which describes the TDL Business offer which includes Temperature Controlled Delivery, Logistics Management, Bespoke Transport Solutions, Warehousing, Customer Case Studies, Home Deliveries & Stock Control.
OFI It was noted that there was no mention of ISO accreditations in the brochure or on the website.
The audit reviewed the process with AP who explained that they have regular face to face meetings with customer & provide monthly performances.
Data Measures:
OTIF
Samples reviewed were:
PWS May 2019 Weeks 6 – 9 = OTIF % TDL
Performance = 99.50% Target is 98%
To seek improved performance. AP demonstrated PWS panels damage which allowed improved protection which was evidenced in an email 7/3/19 @ 17:03 from BC PWS.
AP measures cost per consignment as part of agreed contractual arrangements.
AP presented a record of the above which is done:
PWS
AKW
Cassellie
Heron & Brearley
The record detailed budget vs actual across different operating centres.
Current results £67.44 CPC. Target is £75.60 CPC. So, results are driving costs.

Signed (auditor)              K Burnell                                                                                             Date 29/7/19



	Passed
	Major NC
	Minor NC   2
	O F I    1

	Summary and Results of Audit (tick appropriate box)
There is no evidence of testing of spillage emergencies as required under ISO 14001:2015 Clause 8.2 (d). 

[bookmark: _GoBack]Last disposal of processing equipment was 3-4 months ago however records were not available during the audit which could not evidence controls applied as required under Annex A 11.2.7 27001:2017.

OFI It was noted that there was no mention of ISO accreditations in the brochure or on the website which would allow interested parties to review certification status.

Signed (auditor)              K Burnell                                                                                             Date 29/7/19
Signed (auditee)                                                                                                                           Date



	Investigation including Root Cause ( 5 whys )




Signed                                                                                                                              Date



	Corrective Action Agreed



Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed

 

Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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