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	Auditor(s) K Burnell, ISO QA Limited
Auditee(s) J Neil M Cowin B Wade

	Audit Date 30th July 2019
Audit Times 09.00 – 13.00



	Distribution 
	A Pickett
K Quaye



Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed 
Distribution and Shipping
Workshop
Contracts
	Documentation reviewed during audit
See details in the report below




	Details of audit and samples taken
Distribution & Shipping
Auditee: JN
Scope of Audit
1.	Return of Fobs 07-09-18-37
JN explained that when a driver leaves, fob is returned to him then handed to IT for decommissioning.
Samples reviewed were:
David Teare (June 2019) – MC demonstrated fob deactivated
John Buccann (February/March 2019) – MC demonstrated fob deactivated
2.	Sharepoint Training
Only JN uses Sharepoint and has completed training with AK. He demonstrated access to policies, procedures & documents. Drivers & Operatives do not use or have access to Sharepoint.
3.	Policy & Awareness Training previous audit 05-09-18-31
JN explained that new employees have an induction checklist and he uses the awareness wall to aid explanation. Especially info sec issues & recycling bins. Policies are also pointed out.
Samples reviewed;
A Edmond – Driver – record reviewed signed off 8/7/19.
M Shimmin – Driver – record reviewed signed off 15/4/19.
Reinforcement of awareness is not formal but is encouraged which is proving successful.
JN demonstrated through visual aids on the awareness wall which includes policies, EMS, QMS & ISMS.
He particularly pushes ISMS focusing on commercially sensitive information.
For EMS he focuses on waste management & recycling.
JN demonstrated recycle bins which were inspected:
Glass – Ask Buck
Plastics – Ask Buck
Compost – Ask Buck
Shrink Wrap – Ask Buck
Cardboard & corrugated goes into yellow skip which goes to Tels. Cages were inspected and did contain packaging & plastic wrapping collected by contracts staff prior to issue to skip.
It was noted that MC – contracts have cages which separate corrugated & plastic which then fills yellow skip.
[bookmark: _GoBack]Also recycling at vending M/C for general waste, plastics & glass removed by  Sterling Cleaners who place into larger bins take by risk back.
Workshop
Auditee BW
Scope of Audit: -
1.	Sharepoint Training & Use
BW demonstrated his access to Sharepoint and uses it now and again.
2.	* Process Flow Chart R2C has now superseded the flow chart which needs to be withdrawn or amended.
3.	Awareness Training
BW has a small team who understand recycling tyres, rags, waste oil & small spillages. They use granules to contain the small spillages they have during maintenance.
4.	Return of fobs – he has had no leavers to return fobs and understands they go back to IT.
 He was aware of the Clear Desk Policy but needs to apply it on a day to day basis.

Contracts
Auditee MC
Scope of Audit: -
1.	Training & Awareness
Martin explained new starters undergo induction which includes EMS, ISMS & QMS & uses awareness wall as a point of reference. 
Samples Yohann started 17/6/19 who had been through the induction process and record of induction list retained.
2.	Recycling – he is using yellow skip as JN.
3.	Fob Returns
MC explained all returned fobs go back to IT for decommissioning. MC demonstrated he has access to fob controls should he need to access information.

Signed (auditor)              K Burnell                                                                                             Date 30/7/19



	Passed
	Major NC
	Minor NC
	O F I    2

	Summary and Results of Audit (tick appropriate box)

 Process Flow Chart R2C has now superseded the flow chart which needs to be withdrawn or amended.

BW was aware of the Clear Desk Policy but needs to apply it on a day to day basis.
Signed (auditor)              K Burnell                                                                                             Date 30/7/19
Signed (auditee)                                                                                                                           Date



	Investigation including Root Cause (5 whys)




Signed                                                                                                                              Date



	Corrective Action Agreed



Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed

 

Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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