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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.
Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed clear desk controls (A.11.2.9) and IT disposal records (A.11.2.7).

	Documentation reviewed during audit
Statement of Applicability (Issue 1.2 – July 2018) Classification: Restricted
Group IT Policy (Issue 2.0 – 1/7/17 – Internal)
IOM Team Member Handbook (V3.0 – November 2017)
Secure Disposal of Media Procedure (A.8.3.2) (Issue 1 – 1/8/17)



	Details of audit and samples taken

Previous audits: Minor NC - IT Disposal Records unavailable. Controls of A.11.2.7 could not be evidenced.
Reviewed with IT and evidence presented (see report below).
No previous issues with clear desk controls.

Statement of Applicability (Issue 1.2 – July 2018) Classification: Restricted
A.11.2.9 – Clear Desk – Applicable as users need to leave their working space for comfort breaks, meetings and at the end of the working day.
Controls determined in Staff Handbook, Training & Awareness Sessions, Awareness Wall and Group IT Policy.
Objective/Target = Ensure information is not exposed to unauthorised persons.

Awareness Walls (Office and Warehouse) reviewed and included a Clean Desk Poster:
· Messy desks are a security risk
· Lock away confidential information
· Lock PC screens
· Don’t leave passwords out in the open

Group IT Policy (Issue 2.0 – 1/7/17 – Internal) focuses on locking computer screens and not writing down passwords.

The following workstations were reviewed (personnel away from the desk during the audit):
· Warehouse Office – Delivery notes left out as they are needed throughout the day – PC screen not locked
· Drayside – 1 x PC screen locked, 1 x PC in use, desk free of any confidential information (picking sheets only)
· Mickey – PC locked - Desk free of confidential information
· Martin – PC not locked – Desk included Agency Timesheets
· Shared desk in Mickey and Martin’s office – PC locked and desk free of confidential information
· Ian (Office) – Locked screen and clear desk
· Leigh (Office) – Locked screen and password written down
· John (Office) – Locked screen and clear desk
Awareness of clear desk and locking screen controls to be reinforced in the warehouse environments. 

IOM Team Member Handbook (V3.0 – November 2017) includes the Group IT Policy, determining clear desk and screen controls.

Statement of Applicability (Issue 1.2 – July 2018) Classification: Restricted
A.11.2.7 – IT Disposal – Applicable as business disposes of equipment. Controls: Secure Disposal of Media Procedure. Droitwich and Skelmersdale return assets to IOM for disposal.
Objective/Target = Ensure confidential information is not compromised.

Secure Disposal of Media Procedure (A.8.3.2) (Issue 1 – 1/8/17) covers hard drives, USB’s CD/DVD, Mobiles and MFP’s. Secure destruction with certificate kept in secure area in box prior to disposal.
Data storage media is removed and stored securely before destruction.
Mobile devices are wiped prior to disposal.
MFP’s – Storage devices are removed and disposed of.
Logs for electronic media are retained by IT. Other logs are retained by the business.

Checked with IT and no disposals done since last removal of PC’s/Laptops. Hard drives were removed before being taken to Western Civic Amenity Site (St Johns) for disposal.
Checked Server Room which contained 2 x boxes of hard drives and 2 x printers. There is no set date for disposal. IT personnel are the only ones allowed access to the Server Room. KQ attempted access but was denied.
Consider disposing of these items before next certification surveillance visit in 2020 (approx. August).

Proof of Delivery for PC’s/Laptops reviewed:
· 8 x Pallets of scrap computers – Delivery Note J293060 dated 2/5/19
· Invoice from Western Civic Amenity Centre H&B05/19 dated May 2019 – 8 x Pallets of Computers/Laptops/Screens. Total of 104 screens.
KQ opened the WEEE Waste Transfer Register (V1.0 – 18/2/19) and updated the details. This should be completed by IT, as they handle the disposal and paperwork.

Note: Card machine in public area (TDL collections). This should be risk assessed as there is a risk of theft.

Signed (auditor)              G Burnell                                                                                             Date 20/12/19



	Passed
	Major NC
	Minor NC   1
	O F I    3

	Summary and Results of Audit (tick appropriate box)
Awareness of clear desk and locking screen controls to be reinforced in the warehouse environments. 

Consider disposing of the hard drives and printers before next certification surveillance visit in 2020 (approx. August).

WEEE Waste Transfer Register should be completed by IT, as they handle the disposal and paperwork.

Note: Card machine in public area (TDL collections). This should be risk assessed as there is a risk of theft.


 
Signed (auditor)              G Burnell                                                                                             Date 20/12/19
Signed (auditee)                                                                                                                           Date



	Investigation including Root Cause (5 whys)





Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed
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Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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