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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in IMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in IMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.
Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed the organisation of information security and mobile devices and teleworking (Annex A.6.1 and A.6.2).

	Documentation reviewed during audit
Statement of Applicability (Issue 1.2 – July 2018)
Organisational Structure (v1.0 – 16/1/19)
TDL Consolidated Process Training Matrix (v1.9)
QMS & ISMS 01 Risk Assessment & Treatment Plan All Depots (v2.0 – August 2018)
IMS Context Diagram (v1.0 – June 2018)
H&B Group IT Policy (v2.0 – 1/7/17)
Remote Device Health Check Process (v1.1 – Oct 2017)
Job Descriptions
Staff Handbook (v3.0 – Nov 2017)



	Details of audit and samples taken
10/3/20
The following non-conformances from the previous audit were reviewed for closure:
1) Report 12 09 18 40
Mobile phone (owner: MC) was not protected as per company procedures.
Failure in the process was resolved as part of corrective action, with checks done on all mobile phones 14/9/18.
A sample of company issued mobile phones were checked during this audit (see details below). The auditor confirmed that the non-conformance raised during September 2018 has been effectively closed out.

2) Report 07 09 18 37
Group IT Policy states health checks are done on remote devices every 2 months. No records retained for health checks.
Group IT Policy to be updated as part of GDPR review/update.

3) Report 07 09 18 37
AP’s laptop was not in the Helpdesk records.
Reviewed January 2019 and recording was being completed, as required.

4) Report 07 09 18 37
M. Mac mobile phone was not in the Helpdesk records.
Reviewed January 2019 and recording was being completed, as required.

ISO 27001 – Statement of Applicability (Issue 1.2 – July 2018):
1. 6.1.1 – Information security roles and responsibilities – All information security responsibilities shall be defined and allocated.
Organisation Structure/Job Descriptions/TDL Consolidated Process
Training Matrix
2. 6.1.2 – Segregation of duties - Conflicting duties and areas of responsibility.
Accessing/modifying assets = Separate from authorisation (see 6.1.1)
3. 6.1.3 – Contact with authorities - Appropriate contact with relevant authorities shall be maintained.
QMS/ISMS Risk Assessment & Treatment Register (UK/IOM Government, DGVSA & Trade Associations), Context Diagram
4. 6.1.4 – Contact with special interest groups - Appropriate (groups and forums) contact to be maintained.
QMS/ISMS Risk Assessment & Treatment Register (ISO Forum, Road Haulage Association & Chamber Commerce), Context Diagram
5. 6.1.5 – Information security in project management - Information security shall be addressed, regardless of the project type.
Risk Assessment Register
6. 6.2.1 – Mobile device policy - Policy and supporting security measures
H&B Group IT Policy (mobile phones/laptops/tablets/wearable tech)
7. 6.2.2 – Teleworking - Policy and supporting security measures (information accessed, processed or stored at teleworking sites)
Health Check Policy (H&B Group IT Policy) – Laptops and tablets

A.6
Non-conformance raised on Report 37: H&B Group IT Policy (Issue 2.0 – 1/7/17 – S. Downe) reviewed. Still refers to 2-monthly health check on laptops (Laptop Health Check Procedure in IT). Policy undergoing review and update as per GDPR. IT will conduct 6-monthly checks.
2nd non-conformance raised on Report 37: AP laptop not in Helpdesk records and phone (75) issued to MMc not in records.
Audit logging function for health checks.

13:15 – 14:15
6.1.1/6.1.2
Organisational Structure (V1.0 – 16th Jan 2019)
Details:
S. Pickett – Managing Director (IOM)
A. Pickett – Operations Director (IOM)
John Kavanaugh – Operations Manager (Skelmersdale)
Alex Kempson – Needs removing as he recently left company.
Ian Parry – Transport & Fleet Manager (Skelmersdale)
Judy Olah – People Development Manager (Skelmersdale)
TDL Consolidated Process Training Matrix (v1.9) determines roles and responsibilities and training/awareness provided.
Roles tab to be updated as it still refers to personnel who are not at the company (e.g. T. O’Sullivan and A. Kempson).
Consolidated Process Training Matrix (including roles and responsibilities) is out of date.
Roles determined include:
· Kate Quaye – Assistant Operations Manager
· Jim Neill – Freight Manager/Environmental Management Officer
· Mickey Cowell – IOM Depot Manager
· Alison Pickett – Operations Director
· Yvonne Byron – Administrative Supervisor
· Paul Collins – Health & Safety Consultant/ISO 14001 Internal Auditor
· Brian Wade – IOM Workshop/Fleet Manager
· Andrew Cain – HGV1 Driver
· Ian Venus – HGV2 Driver
· Joe Houghton – Dray Driver

6.1.3/6.1.4
QMS & ISMS 01 Risk Assessment & Treatment Plan All Depots (v2.0 – August 2018)
IMS Context Diagram (v1.0 – June 2018):
· Government (R20)
· Shipping (R19)
· IT Providers (R15)
· Marketing/Customer Communications (R23)
R20 (Government) – Communication includes Chamber of Commerce and ISO Forum for latest legislative and standards requirements.
R19 (Shipping) – Regular contact made with IOMSP Operations Manager for all shipping related information (not specifically ISO 27001).
R15 (IT Providers) – R15.1 refers to information on hard drives at MT Data Centre (move to happen 14/12/17 – controls). To be updated as this should have occurred.
R23 (Marketing/Customer Communications) – covers sales data.

6.1.5
Risk Assessment & Treatment Plan includes:
R11.1 (IT Users) – Scenario: Change process not managed
Controls: Change over to IMS being developed in a “Sharepoint” – Process Owner: Project Support
R13.2 (Stakeholders) – Scenario: Transition process fails to protect customers, etc.
Controls: Change Management Process September 2018 – Risks identified and being monitored – Progress = Positive.

6.2.1
H&B Group IT Policy
Wearable Technology determined on pages 27 and 28 – Operators are able to have wearable technology but must limit its use to lunch and other breaks. Forbidden to take photographs of company owned data.
Company issued mobile phones to be PIN protected.
Requests for company mobile phone to be made to Senior IT Manager/IT Helpdesk by employees’ Line Manager (IP/Mobile Phone Requisition Form).
Senior IT Manager keeps record of all company issued phones.
Laptops/Tablets – Requests to IT by employees’ Line Manager, authorised by Department Head.

6.2.2
Remote access should be requested and approved.
Remote access is via Citrix or VPN.
Remove Device Health Check Process (v1.1 – October 2017):
· Assets are logged/updated on Helpdesk
· User returns device to IT every 6 months for health check
· IT clean and update devices with relevant software
· Device must have secure code/password set before leaving IT
· No unauthorised software on laptops
Covers laptops, tablets and smart phones.





11/3/20
11:00 – 11:30
6.1.1/6.1.2
The following updated Job Descriptions were presented:

John Kavanagh (Business Improvement Manager)
Directly reporting from Compliance Supervisor & Systems and Business Process Manager.
Indirectly reporting from H&B Consultant, ISO Consultant and OBS Consultants.
Objectives include:
· Coordinate and ensure audits meet business requirements and are actioned in the business.
· Responsible for ISO 27001.
Reporting requirements include:
· ISO Monthly Meetings
Role requirements include:
· ISMS Standard Operating Procedures required for job role.

Iain Jackson (Customer Services & Fleet Manager)
Directly reporting from Assistant Customer Services Manager, Customer Services Advisors & Workshop Manager.
Objectives include:
· Complying with ISO 27001.
ISO Monthly Meetings with ISO Consultant.
Working to ISMS Standard Operating Procedures required for job role.
Note: Job Descriptions determine that all employees should make themselves aware of TDL Policies and Procedures.

Operations Manager Role in North (Skelmersdale) and South (Droitwich)
Directly reporting from Contracts Managers, Department Managers & Deputy Operations Manager.
Objectives include:
· Complying with ISO 27001.
ISO Monthly Meetings with ISO Consultant.

Performance Appraisals are currently underway and will be completed by end March 2020, with updated Job Descriptions issued.

The Staff Handbook (v3.0 – November 2017) determines commitment to the ISO Standards, including all Team Members’ responsibilities:
· Expected to contribute and adhere to the principles of each system.
· Opportunity to provide input and enhance awareness of standards.

6.1.3/6.1.4
A. Pickett confirmed that there was currently no evidence of contact with authorities or special interest groups as this is conducted when needed.
The company continuously monitors UK and IOM Government advice and updates, through the Government websites.

Review with KQ (13:20-13:50):
Checks on mobile phones protection (A.6.2.1)
· KQ has company phone for messaging and emails – PIN protected
· IJ has company phone for messaging and emails – PIN/fingerprint protected
· Karen Warburton – Phone for telephone calls – PIN code protected
· AP confirmed her work mobile phone was passcode protected

12/3/20
Checked on IT specific controls with CR and SD (10:30 – 11:55):
Non-conformances reviewed:
1. Health checks not completed on remote devices.
Checked the following:
· Rob Warswick (Skelmersdale) – Device audited July 2019.
· A. Pickett laptop (IOM) – CR explained that it had been audited, but no record on Helpdesk.
· S. Pickett laptop (IOM) – CR explained that it had been audited, but no record on Helpdesk.
· K. Quaye (phone and laptop) (IOM) – Scheduled for audit August 2019 but not returned to IT for health check. Checked with KQ who confirmed she received an email 12/3/20. RE: Assets overdue. She receives emails daily and the email explained that devices are health checked every 6 months.
· B. Wade (IOM) – Tablet booked out November 2017 – not received back in IT for a health check.
CR explained that health checks include relevant anti-virus, that the device is still functional and if there are any damages.
Non-conformance not effectively closed out.

2. AP laptop and MM mobile phone not on Helpdesk.
Martin Macdonald phone (Lumia 635) booked out on Helpdesk May 2018.
AP laptop in Helpdesk.


6.2.1
Not all devices are on Helpdesk. TDL UK used to manage their own phones but IT has taken over the UK phones and other remote devices since December 2019.
Requests for company issued mobile devices should go through Helpdesk. Reviewed the following:
· Ticket 120623 – Request for driver phone raised by Rob Warswick 24/1/20.
Requests for assets to be returned should also be logged in Helpdesk. Example:
· Ticket 117880 – User left company (IOM), request to stop service on mobile phone – 25/11/19 – Requested by Mickey Cowell.

6.2.2
Requests for remote access were reviewed (IT User Forms for New Starters):
· Karen McInnes – SKEM
2/3/20 – Citrix required
· Adam Heaton – SKEM
2/3/20 – Citrix required
· Irene Phillips – SKEM
2/3/20 – Citrix required
· Alan Hill – SKEM
2/3/20 – Citrix required
All above forms approved by I. Parry.
Security Groups checked by CR and all users above are in the Xenapp User Group.

6.1.5
Desk phones were changed to a cloud-based solution with Manx Telecom (no risks identified).
OBS was moved from H&B Group’s network to the cloud. Firewall changes were required (Helpdesk Ticket 119885 – raised by IT January 2020).
Removed external users from the Groups “OBS-Portal-Users” and “CTFS-Users”.
This change has resulted in less of a risk to H&B/TDL.


Signed (auditor)              G Burnell                                                                                             Date 



	Passed
	Major NC   1
	Minor NC   2
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	Summary and Results of Audit (tick appropriate box)

A.6.1.1 NC: Consolidated Process Training Matrix (including roles and responsibilities) is out of date. 
RC: Matrix has become too large and cannot be managed with the current TDL personnel resource.
CA agreed: Matrix will be replaced with core system which will hold training records.

10.1 (A.6.2.1) 6-monthly health checks are not being undertaken and health checks which are being completed are not being recorded in Helpdesk. Corrective action not effective.
RC: Process not being followed.
CA: Conduct awareness session and assign responsibility to an individual to keep health checks up to date.

A.6.2.1 T. O’Sullivan still logged as the owner of his mobile phone – this has since been given to Mike Ford.
RC: Helpdesk records not updated – process not followed.
CA: Update Helpdesk records.

Opportunities for Improvement:
1) Organisational Structure (V1.0 – 16th Jan 2019) – remove A Kempson as he has left the company
2) QMS & ISMS 01 Risk Assessment & Treatment Plan All Depots (v2.0 – August 2018) - R15 (IT Providers) – R15.1 refers to information on hard drives at MT Data Centre (move to happen 14/12/17 – controls). To be updated as this should have occurred.


 
Signed (auditor)              G Burnell                                                                                             Date 
Signed (auditee)                                                                                                                           Date



	Investigation including Root Cause (5 whys)





Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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