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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in IMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in IMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.
Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed asset management (Annex A.8) – responsibility for assets, information classification and media handling.

	Documentation reviewed during audit
Statement of Applicability (Issue 1.2 – July 2018)
Asset Inventory (Kewaigue) (v2.1 – 21/2/19), Asset Inventory (Droitwich) (v1.0 – Aug 2018), Asset Inventory (Skelmersdale) (v1.0 – Aug 2018)
H&B Group IT Policy (v2.0 – 1/7/17)
Staff Handbook (v3.0 – Nov 2017)
TDL Consolidated Process Training Matrix (v1.9)
Information Classification & Handling Procedure (v1.1 – 12/9/18)
Removable Media Policy (Issue 1 – 31/10/17)
Secure Disposal of Media Procedure (Issue 1 – 1/8/17)
Lifecycle Management Process ISO 14001 (Issue 2 – 17/7/18)



	Details of audit and samples taken

ISO 27001 – Statement of Applicability (Issue 1.2 – July 2018):
1. 8.1.1 – Inventory of assets – Drawn up and maintained
Inventory of Assets (owner, classification, storage, protection and destruction)
2. 8.1.2 – Ownership of assets
Inventory of Assets
3. 8.1.3 – Acceptable use of assets - Rules to be identified, documented and implemented.
Training & Awareness Program, Group IT Policy and Staff Handbook
4. 8.1.4 – Return of assets - Return assets upon termination of employment/contract.
Terms & Conditions of Employment/Staff Handbook, Group IT Policy/Key Holder Policy
5. 8.2.1 Classification of information 
Information Classification & Handling Procedure/Inventory of Assets
6. 8.2.2 – Labelling of information – Appropriate set of procedures
(see 8.2.1 above)
7. 8.2.3 – Handling of assets – Procedures in accordance with 8.2.1.
Information Classification & Handling Procedure
8. 8.3.1 Management of removable media – in accordance with 8.2.1.
Removable Media Policy (Test by IT Department)/Group IT Policy
9. 8.3.2 – Disposal of media
ISO 14001 (Lifecycle Management Process)/Secure Disposal of Media Procedure/Waste Disposal License Register
10. 8.3.3 – Physical media transfer
Paper based media scanned, manually filed/USB’s (protected)

Reviewed Audit Report 07-09-18-37:
Non-conformance: Asset 75 Mobile Phone issued to MMc not in Helpdesk records.
OFI: Computer equipment sourced from Highgate.
OFI: Plans to prepare and dispose a range of information which will require records and selection of 3rd parties (approved).
Reviewed Report 12-09-18-40:
OFI: IOM Asset Register did not record item 7 (Brother Fax) removed for disposal.
Non-conformance: Item 74 (Mobile Phone for MC) – not protected.
Non-conformance: IJ and LW have not had awareness sessions.
OFI: LW has prepopulated laptop password.
OFI: SHB needs issuing to UK personnel.

14:15 – 15:20
8.1.1/8.1.2
Asset Inventory (Kewaigue) – v2.1 – 21/2/19
Includes:
Item 1A – MFD – Main Office – Stores emails to allow speed dialling – replaced by Item 1B.
Item 1B – MFD Task Alfa 5052 – Main Office – Stores emails to allow speed dialling – Owner = All
Item 4 – Vehicle Tracker (Owner: AP) – Data stored on server – returned to IT department.
Item 7 – Brother Fax Machine – returned to IT for disposal.
Item 8 – HP Printer (Pro MFP 4177FW) – broken, stored in IT.
Item 9 – AP’s Desktop
Item 12 – YB’s Desktop
Item 16 – KQ’s Desktop
Item 23 – Camera and Processor – Meeting Room (Owner: Pickett)
Item 29B – TO Printer (Eco System P2235) – Owner: M. Cowell
Replaced 29a (old printer).
Item 34 – CCTV – Location: TO – Owner: M. Cowell – Processors retained in locked cabinet.
Item 38 – 4 x Barcode Scanners (2 x TO, 2 x WH)
Item 41 – Card Machine – Receipts held in safe prior to transfer to accounts – Owner: M. Cowell
Item 42 – Server – Location: TO – Owner: H&B
T. O’Sullivan is still listed on the Assets Register (now retired).
A. Kempson is still listed on the Assets Register (left company).
Inventory of Assets has not been updated since persons retired/left.
Register also determines controls for documentation assets:
· Senior Management documents = Highly Confidential – Locked filing cabinet
· Policies & Procedures = Internal Use – Stored on server
· Awareness & Training Display Material = Public
· ISO Templates = Internal Use

8.1.3
Group IT Policy
Acceptable use of assets covered in:
· Telephone Usage
· Company Issued Mobile Phones
· Laptops & Tablets
· Computer Security
Staff Handbook (v3.0 – November 2017)
Section 8 covers security and includes:
· Protecting/respecting company premises
· Protecting confidential information
Note – Page 7 of Handbook refers to ISO 27001:2005. Needs changing to ISO 27001:2013.
Training/Awareness Program (Training Matrix)
Training on acceptable use of assets done for:
· A Pickett
· J Neill
· K Quaye
· Y Byron
· Daniel McHarrie
· All IOM Transport personnel
· Paul Collins
· Isle of Man, Droitwich and Skelmersdale operations

8.2.1/8.2.2
Information Classification & Handling Procedure (v1.1 – 12/9/18)
4 x classifications:
· Highly Confidential
· Restricted
· Internal Use
· Public
Labelling not always an option – controlled through access rights and storage – labelling controls in Asset Inventories.
All Assets in the Registers (Isle of Man, Droitwich & Skelmersdale) are classified, or not applicable where required e.g. AC units, motion detectors and smoke detectors.
Asset Inventory – Skelmersdale (v1.0 – August 2018) – Effective date states July 2018.
Asset Inventory – Droitwich (V1.0 – August 2018)

8.2.3
Asset Inventories determine handling of each asset, including:
· Storage
· Protection
· Disposal
Samples:
Isle of Man
SP Laptop (Restricted) – Storage: Documents stored on server. Protection: Access by authorised personnel only. Disposal: Hard drive removed – WEEE controls
Website (Public) – Storage/Protection/Disposal: 3rd party
Senior Management Documents – Storage: Locked filing cabinet protection: Authorised personnel Disposal: Confidential waste management
Droitwich
Monitor – Fleetmatics (Restricted) Storage: Server. Protection: Authorised personnel access. Disposal: Return to Isle of Man
Email Communications (Restricted) – Storage: Server. Protection: Authorised personnel. Disposal: Shredded
Skelmersdale
CCTV (Restricted) – Storage: None. Protection: Not on view to public. Disposal: WEEE controls
Tablet (Restricted) – Storage: Access R2C. Protection: Authorised personnel. Disposal: WEEE controls

8.3.1
Removable Media Policy (Issue 1 – 31/10/17 – S. Downe)
Security settings on all Active Directory. PC’s to disable access to removable media ports.
IT Department scans required device and copies files – recorded in Helpdesk.

8.3.2
Secure Disposal of Media Procedure (Issue 1 – 1st August 2017):
	Media
	Owner
	Disposal Method
	Records
	Security
	Classification

	Hard Drives
	IT
	Secure Destruction
	Certificate
	Secure Area in Box
	Highly Confidential

	USB Drives
	IT
	Secure Destruction
	Certificate
	Secure Area in Box
	Highly Confidential

	CD/DVD
	IT
	Secure Destruction
	Certificate
	Secure Area in Box
	Highly Confidential

	Mobiles
	IT
	Secure Destruction
	Certificate
	Secure Area in Box
	Highly Confidential

	MFP
	IT
	Secure Destruction
	Certificate
	Secure Area in Box
	Highly Confidential

	Paper
	Business
	Secure Destruction
	Record
	Secure Bin
	Highly Confidential



Lifecycle Management Process ISO 14001 (Issue 2 – 17/7/18)
Determines resource, source, purchasing, use, storage and disposal:
· Resource – Computer Equipment
· Source – 80% from Highgate IT Solutions, remainder from CPC
· Purchasing – Ordered by Group IT Department
· Use – Offices and Remote (home)
· Storage – IT Department/Server Room until needed.
· Disposal – Licensed Waste Disposal Company. Some equipment (once cleared of information) given to Charity/Youth Groups.
Waste Disposal License Register – Part of ISO 14001 system.

A.8.2.1/A.8.2.2
AP presented evidence of restricted and highly confidential information:
· Private folder in the Spring Valley data shared network folder
Accessed by AP, SP and Susan (Management Accountant)
Contains financial information and documents.
· Transport audit (hard copy) labelled as “Subject to legal privilege”.
· January 2020 Board Meeting labelled as Confidential
This is a header page and the actual information is within the file.
IJ showed the auditor that he accesses the Operations & Compliance Folder on the network, which did not contain the “private” folder.



Review with KQ (13:20-13:50):
Evidence of Paper Destruction (A.8.3.2)
Waste Transfer Registers in Sharepoint no longer used therefore archived by KQ during audit.
3/3/20 – 3 x bins collected by Doxbond (Collection 27794).
Date destroyed 18/2/20 – Seal numbers 157, 158 and 159.
3/1/20 – 3 x bins collected by Doxbond (Collection 27467).
Date destroyed 30/12/19 – Seal numbers 560, 559 and 558.


12/3/20
Checked on IT specific controls with CR (10:30 – 11:55):
8.1.4
A. Kinnin did not have any company assets to return upon retiring.
A. Kempson had a company laptop – Check where this went in the company.
T. O’Sullivan’s device (phone) was checked on Helpdesk. It is still determined as him as the owner but after checking the phone records, it was identified that Mike Ford (IOM) now has the phone. Helpdesk needs updating.

8.3.1
USB ports in TDL have all been blocked. TDL have not requested any removable media files from external USB’s, but CR explained the process if files are required.
IT would plug the USB into a laptop to be tested for viruses/corruption then would download the files using an IT PC.
The files would then be placed on the User’s desktop or relevant network folder. This process hasn’t occurred since ISO 27001 was implemented.

8.3.3
Pod’s were placed on a USB by TDL for transfer to a third party. Check with Alison how this was requested.

8.1.1/8.3.2
The Asset Register was reviewed, and the following items were identified as replaced/removed for disposal:
· Task Alfa 300ci MFD – returned to Viking and replaced with new printer
· AP’s Vehicle Tracker – check with AP where there is
· Brother 1360 Fax Machine – destroyed a long time ago – did not hold information
· HP 4177W (Broken) – destroyed a long time ago – did not hold information
· Kyocera 1120D – see above
The only items for reuse/disposal are currently secured on site:
· Distribution Room (locked) – Broken computers (hard drives removed)
· Server Room (restricted access) – Same items as identified in audit report 54 (December 2019).
The last WEEE disposal was May 2019.



Signed (auditor)              G Burnell                                                                                             Date 



	Passed
	Major NC
	Minor NC   1
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	Summary and Results of Audit (tick appropriate box)

A.8.1.1 Inventory of Assets has not been updated since persons retired/left.
RC: The information security representative has responsibility for regularly reviewing/updating the asset inventory. There is currently no information security representative.
CA: Appoint information security representative and ensure Inventory is updated.

Opportunities for Improvement:
1) Page 7 of Staff Handbook refers to ISO 27001:2005. Needs changing to ISO 27001:2013.
2) Asset Inventory – Skelmersdale (v1.0 – August 2018) – Effective date states July 2018.

 
Signed (auditor)              G Burnell                                                                                             Date 
Signed (auditee)                                                                                                                           Date



	Investigation including Root Cause (5 whys)





Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  



image1.jpeg
%ISO




