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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in IMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in IMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.
Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed development and maintenance (Annex A.14) and cryptographic controls (Annex A.10) which included a review of the non-applicable Annex A controls.

	Documentation reviewed during audit
Statement of Applicability (Issue 1.2 – July 2018)
Change management Process (Issue 1 – 1/8/17)
H&B Group IT Policy (v2.0 – 1/7/17)



	Details of audit and samples taken

ISO 27001 – Statement of Applicability (Issue 1.2 – July 2018):
1. 14.1.1 – Information security requirements analysis and specification:
· New information systems
· Enhancements to existing systems
Change Management Process
2. 14.1.2 – Securing application services
Emails are encrypted
3. 14.1.3 – Protecting application services transactions
N/A – No payment card system
4. 14.2.1 – Secure development policy
N/A – No development
5. 14.2.2 – System change control procedures
N/A – No development
6. 14.2.3 – Technical review after changes
Change Management Process
7. 14.2.4 – Restricting changes to software packages
Group IT Policy
8. 14.2.5 – Secure system engineering principles
N/A – Statement of Applicability refers to 12.1.4, should be 14.2.1 or no development.
9. 14.2.6 – Secure development environment
N/A – No development
10. 14.2.7 – Outsourced development
N/A (See 14.2.6)
11. 14.2.8 – System security testing
N/A (See 14.2.6)
12. 14.2.9 – System acceptance testing
N/A (See 14.2.6)
13. 14.3.1 – Protection of test data
N/A (See 14.2.6)

14.1.1/14.2.3
Change Management Process (Issue 1 – 1/8/17)
Determines stages to review a “Business as Usual” project:
Stage 1 = Clearly define the project and reasons
Stage 2 = Objectives (to be listed)
Stage 3 = Determine resource needs and responsibilities for each part of project deliverables
Stage 4 = Conduct and record risk assessment (ISMS/QMS/EMS)
Stage 5 = Define testing/evaluation processes
Stage 6 = Determine how changes are to be communicated, recorded and managed.
Stage 6 = Determine process for improvement management
There are two named “Stage 6” items – needs amending.
Stage 7 = Customer feedback process
Stage 8 = Determine post-delivery requirements
Stage 9 = Final Approval/Sign Off
Stage 10 = Retain records in Ticketing System.
14.2.3 is covered in Stage 6 (improvement process), Stage 7 (customer feedback) and Stage 8 (post-delivery requirements).
The Change Management Process defines Annex A controls which are defined as not applicable in the Statement of Applicability.
There is a 2nd Change Management Process (V1.0) in Sharepoint which determines a Statement of Need.

14.2.4
Group IT Policy – Software should not be installed/downloaded without IT approval.

ISO 27001 – Statement of Applicability (Issue 1.2 – July 2018):
1. 10.1.1 – Cryptographic policy
N/A – No encryption at TDL
2. 10.1.2 – Key Management
N/A – No encryption at TDL
Update Internal Audit Plan 2018 – 2020 to reflect this, as it is currently planned as an audit.


12/3/20
Checked on IT specific controls with CR and SD:
14.2.4
Software install requests would come through Helpdesk however CR confirmed there haven’t been any for TDL (UK or IOM).

14.1.1
Desk phones were changed to a cloud-based solution with Manx Telecom (no risks identified).
OBS was moved from H&B Group’s network to the cloud. Firewall changes were required (Helpdesk Ticket 119885 – raised by IT January 2020).
Removed external users from the Groups “OBS-Portal-Users” and “CTFS-Users”.
This change has resulted in less of a risk to H&B/TDL.



Signed (auditor)              G Burnell                                                                                             Date 
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	Summary and Results of Audit (tick appropriate box)

7.5 There is a second Change Management Process (v1.0) in Sharepoint which determines a Statement of Need.
RC: Lack of document control
CA: Archive this CM Process

Opportunities for Improvement:
1) 14.2.5 – Secure system engineering principles
N/A – Statement of Applicability refers to 12.1.4, should be 14.2.1 or no development.
2) Change Management Process (Issue 1 – 1/8/17) - There are two named “Stage 6” items – needs amending.
3) The Change Management Process defines Annex A controls which are defined as not applicable in the Statement of Applicability.
4) Annex A.10: Update Internal Audit Plan 2018 – 2020 to reflect this, as it is currently planned as an audit.





 
Signed (auditor)              G Burnell                                                                                             Date 
Signed (auditee)                                                                                                                           Date



	Investigation including Root Cause (5 whys)





Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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