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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in IMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in IMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.
Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed information security policies (Annex A.5).

	Documentation reviewed during audit
Statement of Applicability (Issue 1.2 – July 2018)
Information Security Policy (v1.1 – 15/11/17)
Other ISMS policies (see details in report below)
ISMS Management Review minutes dated 30/1/19



	Details of audit and samples taken

ISO 27001 – Statement of Applicability (Issue 1.2 – July 2018):
1. 5.1.1 – Policies
Information Security Policy (communicated)/(displayed). Policies communicated through Training & Awareness Program – Published in Sharepoint. Referenced in Staff Handbook.
2. 5.1.2 – Review of policies
Owners of policies do review. Revised policies need management approval. Overall review at Management Review Process (once per year).

Reviewed Report 07-09-18-37 – No issues raised against A.5.

Information Security Policy (v1.1 – 15/11/17)
Other policies:
· Patch Management Policy (Issue 1.0 – 1/8/17) - SharePoint
· Group IT Policy (Issue 2.0 – 1/7/17) – SharePoint
· Access Control Policy (Issue 1 – 1/5/17) – SharePoint
· Backup Policy (Issue 1 – 1/8/17) – SharePoint
· Equipment Siting + Protection Policy (Issue 1 – 1/8/17) – SharePoint
· Password Management Policy (Issue 1 – 1/8/17) – SharePoint
· Removable Media Policy (Issue 1 – 31/10/17) – SharePoint
· Key Holder Policy (Issue 1.0 – August 2017) – SharePoint
· Data Retention Policy (V1.1 – November 2018) – SharePoint
Policies are made available to all staff through the SharePoint system and Staff Handbook.
Information Security Policy in Staff Handbook is dated 24/3/17.

ISMS Management Review dated 30/1/19:
Action point 1.4.1 covered the ISMS Policy (AP to complete review). AP completed 14/2/19.
No evidence of other policies reviewed. Reviewed Management Review dated 21/5/18 – but no evidence of policies review.

5.1.1
The Information Security Policy is communicated through SharePoint and is displayed in the main offices at Kewaigue, Skelmersdale and Droitwich.
Kewaigue displayed policy reviewed (v1.1 – 15/11/17) – Signed by A. Pickett 22/11/17.


Signed (auditor)              G Burnell                                                                                             Date 



	Passed
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	Summary and Results of Audit (tick appropriate box)

7.5 Staff Handbook: Info Sec Policy dated 24/3/17.
RC: Lack of document control
CA: Update Staff Handbook with most recent Policy 

A.5.1.2 No evidence of info sec (other) policies review in Management Review Agenda/Minutes.
RC: Lack of personnel resource due to recent leavers.
CA: Management review needs to be planned and conducted ASAP.


 
Signed (auditor)              G Burnell                                                                                             Date 
Signed (auditee)                                                                                                                           Date



	Investigation including Root Cause (5 whys)





Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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