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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements.
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in IMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in IMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.
Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
Clause 8 Operations (Review of the documented system only)
	Documentation reviewed during audit

Detailed in the body of this report. 




	Details of audit and samples taken
Clause 8 Operations Previous Report 19 07 29 51 29/7/19
The IMS Systems Manual V2.0 November 2018 details Clause 8 as follows:
8.1 Operations Planning & Control
ISMS refer to 6.1 & 6.2 and a documented RATP details controls documented in the S of A and SMART Objectives.
EMS refers to the Aspects & Impacts Register and Control of Processes Register.
QMS – Processes are documented in the Control of Processes Register. Planned Changes are controlled through Section 6.3 – Planning for Changes.
This is followed when updating the Systems.
PIMS – Refers to the Application of RATP & Documented SMART Objectives also documented in Control of Processes Register. Unplanned Changes are managed through NC Multifreight.
8.2 
QMS – Customer Communications refers to Enquiries, Quotes, Orders & Amendments including Customer Reference or PO’s.
Customer Feedback is recorded in Customer Feedback Register & can be viewed through Multifreight, Dashboards & Reports.
Legal Requirements are addressed as part on Section 4.4 & Review of Requirements are recorded in Multifreight & CTMS.
Changes to Requirements are documented in Multifreight & CTMS.
EMS – Refers to Emergency & Preparedness Response & includes Spillage Controls & Aspects & Impacts Register. Also addresses Internal & External Situations.
ISMS – Risk Assessments are documented in RATP & reviewed as part of management reviews.
PIMS – Section 8.2 addresses:
Key Appointments – 8.2.1 remove Droitwich.
Top Management
 DPO
Compliance – remove Droitwich.
Data Protection Representatives
Inventory – Records of Processing Activities
High Risk PI – Located in the Inventory.
Risk Assessment & Treatment Plan – Linked to Context Diagram & reviewed by DPO.
Training & Awareness – Refers to Consolidated TR Matrix.
It was noted that the above  CTM is too large – Required an Application to Record & Control Plans & Records.
PIMS goes through Regulation Reviews.
Fair & Lawful Processing is detailed within Section 8.2.6 & includes:
Collection & Processing
Legislation Purposes
Goods Records & Privacy
Consent
Children’s Information
Timing of Privacy
Data Sharing
Open Data Accessibility
Marketing
Adequacy
Relevant Third Parties
Retention & Disposal
Security Storage & Handling include Cloud
Electronic & Physical Devices
Encryption
Transfer
Access Controls
Assessments
Breaches
Transfer Outside UK
Third Party Disclosure
Subcontracting
Rights
Access
Rectification /Erasure
Restriction
Portability Objection
Auto Decisions
Complaints
Appeals
Maintenance
8.3 – QMS is not Applicable, ISMS apply RATP.
8.4 – QMS refers to the use of Supplier Forms, Reviews, Evaluations & Terms & Condition’s.
8.5 – Refers to Multifreight & CTMS, Trade Distribution Limited UK & IOM Production Release Process. 8.6 refers to use of Delivery Notes.
8.7 – NC’s are raised & managed through Multifreight.

Signed (auditor)              K Burnell                                                                                             Date 21/7/20



	Passed
	Major NC
	Minor NC   
	O F I    2

	Summary and Results of Audit (tick appropriate box)
Key Appointments – 8.2.1 remove Droitwich.
Compliance – remove Droitwich.
The organisation should look at updating documents
.
Training & Awareness – Refers to Consolidated TR Matrix.
It was noted that the above CTM is too large – Required an Application to Record & Control Plans & Records.
The organisation may wish to review to simplify the training matrix

Signed (auditor) K Burnell                                                                                                Date 21/7/20
Signed (auditee)  n/a                                                                                                          Date 21/7/20



	Investigation including Root Cause (5 whys)





Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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