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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements.
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in IMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in IMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.
Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed the organisations controls applied to IT Services and third-party providers against its management information systems including a reaudit to assess actions to address non conformances and OFIs raised at the previous audit. This included controls A6, A8, A10, A11, A12, (A9) A14 and A15.

	Documentation reviewed during audit
Previous audit reports
Access records





	Details of audit and samples taken
The audit reviewed previous audit reports:
07 09 18 37 carried out 7/9/18 which raised 6 OFI’s and 2 non-conformances: -
1. Plans to dispose of Information through 3rd Parties and records required.
No Disposals have taken place. However, HBD are protected in secure server room.

2. Fob return for JO 6/9/18.
Katy Birdsall left 18/9/20 but left the premises 11/9/20.
JO and KB Fobs have been disabled.

3. Computer equipment now sourced from Highgate.
SD confirmed hardware and software sourced from external providers.

4. Sharepoint documentations not hyperlinked.
Currently still not hyperlinked to be reviewed early November.

5. Records for Maintenance of equipment included;
SD presented evidence:
UPS Prospero
Fire Suppression Prospero – Done 7/7/20.

6. Combustible Items in Server Room – now cleaned only.
IT Kit located in this area although untidy did not affect access to working area.


A6 Operations Security
Audit reviewed previous reports:
20 03 10 54 carried out 10, 11 & 12/3/20 which raised: -
1. Major NC – 6 Monthly Health Checks not completed.
2.Minor NC – TO still logged as phone user and training matrix out of date.
The above non conformances were closed out during this audit
2 OFI’s Remove A. Kempston from Organisation Structure.
This needs further assessment as it is not clear if action has been effective.

1.Health Checks every 6 months not 2 months what records are retained.
Random Check carried out on laptops.
KQ SD How many issued in Trade Distribution Limited & who to.
AP Laptop not in Helpdesk Records.
No 75 Mobile issued to Martin McDonald – not in Helpdesk Records & Nokia.
Register reviewed with detailed Laptops for:
Evidence S Pickett A Kempston Del Vostro
A Pickett KQ JN LW
Previous audit report reviewed:
12 09 18 41 carried out 12/9/18 raised 2 NC’s:-
1. Cameron still has access to log on.
2. Event Logs not reviewed.
SD evidenced that Cameron H has been removed from access rights and that event logs are being reviewed for unusual events.

RATA R15.1 refers to Manx Telecom Data Centre moved SD confirmed that organisation has not moved its supply in this area.
Previous report 20 07 20 61 carried out 20/7/20 raised audit report not completed. Refers to Issues on 20 03 10 54.

A8 Asset Management
Audit reviewed previous report 20 03 10 55 carried out 10, 11 and 12/3/20 which raised:
1 Minor Non Conformance
Inventory of Assets not updated – Leavers out of date – still about 12 no longer at Company.

2 OFI’s:-
1. Page 7 SHB refers to 27001:2005 – marked as formally known as 27001:2005.
This has been updated.
2. Assets Inventory – SKEM V1.0 August 2018 states Effective Date – July 2018.

A10 Cryptography and A14 
Audit reviewed previous report 20 03 10 56 carried out 10 and 12/3/20 which raised:
1 Minor Non Conformance
2nd Change Management Process in Sharepoint.
KQ demonstrated that both are needed as Change Management Process and the other is a Flow Chart.

4 OFI’s:-
1. KQ S of A wrong Information 14.2.5 refers to 12.1.4 should be 14.2.1.
S of A corrected.
2. KQ Change Management Wrong Information – 2 Stage 6 Items changed to ensure Stage 6 now changed to Stage 7.
Now moved to V1.1.
3. KQ Change Management 12.1.2 – marked as N/A in S of A – this is Incorrect – now reads Applicable.
4. KQ update Audit Plan to reflect A10 of N/A 10.1.1.
Audit Plan now details A10.


A11
Audit reviewed report 20 07 20 62 carried out 27/8/20.
MMC not available for audit to complete report.
MMC not available at the reaudit. Therefore will need to replan the audit for December 2020.

A12 Operations Security
Audit reviewed previous report 19 07 29 51 carried out 29/7/19 which raised:
2 Minor Non Conformances
1. No Evidence of Spillage Testing. This was evidenced in records retained in the TDL files.
2. Records not available for disposals. No disposals have taken place.
1 OFI
ISO Accreditation not on Website/Brochures.
Audit reviewed Trade Distribution Limited Website which does display the EMS, ISMS & QMS Policies but does not show that the Organisation is Certified to these Standards.
This has now been addressed and certificates on the website.

A14
Previous audit report reviewed 20 03 10 56 carried out 10 and 12/3/20 raised – see A10 above.
1 Minor Non Conformance
2nd Change Management Process is still required see comments above.

A15
Previous audit report reviewed 20 03 10 58 carried out 11/3/20 raised:
1 Minor Non Conformance
No evidence of Supplier Evaluation – No MR carried out.
MR not carried out due to COVID-19 Restrictions.
Replanned QMS, EMS & ISMS – November 2020.









Signed (auditor)              K Burnell                                                                                             Date 22/9/20



	Passed
	Major NC   
	Minor NC   3
	O F I    1

	Summary and Results of Audit (tick appropriate box)
 Sharepoint documentations not hyperlinked.
Currently still not hyperlinked to be reviewed early November.


A15
Previous audit report reviewed 20 03 10 58 carried out 11/3/20 raised:
1 Minor Non Conformance
No evidence of Supplier Evaluation – No MR carried out.
MR not carried out due to COVID-19 Restrictions.
Replanned QMS, EMS & ISMS – November 2020.

A8 Asset Management
Audit reviewed previous report 20 03 10 55 carried out 10, 11 and 12/3/20 which raised:
1 minor non conformance
Inventory of Assets not updated – Leavers out of date – still about 12 no longer at Company.

A6 Operations Security
2 OFI’s Remove A. Kempston from Organisation Structure.
This needs further assessment as it is not clear if action has been effective.

Signed (auditor)              K Burnell                                                                                             Date 22/9/20
Signed (auditee)               S Downe                                                                                             Date 22/9/20



	Investigation including Root Cause (5 whys)



Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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