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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements.
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in IMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in IMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.
Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed the process and controls implemented to address Site Controls including Buildings, Services & Utilities, IT Services, Providers and Telecommunications, Warehouse and Storage, Materials Handling, A6 Organisation of Information Security, A9 Access Control, A12 Operations Security the above ISO standards which are documented within the Integrated Management System.

	Documentation reviewed during audit.
Detailed in the body of this report. 



	Details of audit and samples taken.

Auditee S. Downe

Opening Meeting confirmed the audit plan and reasons for audits.
Reviewed Previous Report 20 09 22 73 carried out 22/9/20 which raised the following issues:
NCR – Sharepoint Documents not hyperlinked this was not actioned as the documented systems is moving from SharePoint to ISO Portal.
A6 Remove A. Kempston from Organisation Chart – done but more changes of staff require chart to be updated further.
•	A8 Inventory of Assets not updated.
•	OBS MMC not available – now left the business – see site audits within this report.
•	A15 Lack of Supplier Evaluation.
•	Check the above against Audit Program & Align Audits to pick up these actions.
A.6.1.2
Segregation of Duties – IT Team are responsibilities for Helpdesk, Access Rights, Removal of Rights & Servers on & off site. All Information Security Controls. SD has Privilege Access to Firewalls. Staff manage their own Policies. TDL oversees ISO Management Systems.
See notes below regarding Organisation Chart.


A.8.1.4 Retain of Assets

SD demonstrated return of assets by MM on his departure which was recorded in Helpdesk but could not find his record.
Evidenced leavers Rob Worswick and Rob Bristow January 2021.
Assets returned to IOM. No logical access rights were allocated for removal. Ticket No 795 evidenced in email trail from D. Jones during February 2021.

A.8.3.2 Disposal of Media
Equipment only but not HD’s which are Security Shared.
PO No 097342 for Disposal of WEEE 3/6/21 (Evidenced by Gabriel) – Invoice No Heron & Brearley 05/21/0

A10
SD explained that Trade Distribution do not apply Encryption.
The audit reviewed the Statement of Applicability V1.3 September 2020 10.1.2 is not applicable. However, 10.1.1 is addressed through the IT Group Policy Issue 2.0 reviewed Address Encryption Controls including PCI-DSS for Card Controls.

A.11.2.1 Equipment Siting & Protection
Servers Location & Protection as last audit. Fire Suppression Test by Prospero 27/6/21 passed to ISO 14520 – FM 200 Gas Bottle & Batteries need to be replaced. Quote requested by SD.

A.12.1.3 Capacity Management
SD evidenced his systems for monitoring and measuring resources includes server space/storage.
Gabriel demonstrated IP Monitor alters set up when capacity has 15% left in HB File. If required capacity is expanded.

A.12.2.1 Controls against Malware
Peripheral – covered by Sonic Wall in Firewalls.
PC’s – covered by Viper. Total of 165 PC’s.
Email Scanning – Viper Email Security Control – identifies trapped emails.
Through Quarantine Reports sampled 15/7/21 @ 12:29 & 16:07.
Attachments only viewed as Policy does not allow.
Sampled – Block Pfizer, Custom SPF Policy & Impersonation Protection
Sampled – A. Pickett – last scanned 7 hours ago.




A.9.1.1, A.9.2.1 and A.9.2.2
Evidenced Documented ACP V1.0 1/5/17 reviewed 1/5/19.
Set up Luke Connor 8/7/21 IT Request Form approved by IT Removal Yvonne Byron – AD disabled Helpdesk 5031 recorded 9/7/21 – Account expired 9/7/21 – Emails redirected to LC.
A.9.2.5 Review of Access Rights
SD demonstrated last review to ensure users still valid 10/5/21 Ticket No 3503 for Trade Distribution Review to Kate, Debbie & Alison completed & closed 3/6/21. Next Review due 11/21.
A14
Checked Statement of Applicability for this Control which was reviewed at V1.3 September 2020:
A.14.1.3
A.14.2.6
A.14.2.7
A.14.2.1
A.14.2.5
A.14.2.8
A.14.2.2
A.14.2.9
A.14.3.1
All above are not applicable as Trade Distribution does not carry out design and development.

A15
S of A V1.3 September 2020 refers to the Approved Suppliers List and Suppliers have Restricted Access to Logical & Physical Systems.

A.12.3.1
Multifreight is backed up by the Third-Party Provider.
CTMS is backed by the Third-Party Provider.
SD backs up Word, Excel, Emails and Shared Drives.
Evidenced – Vertas – HB File – Incremental – Successful
failures & alters evidenced.
SD evidenced Back Up to ensure ability to recover Lost Files & Previous Version to restore information.
Application is “Shadow Copy” Snapshots Lost Files & allows fast restore.

Auditee KC and Auditor toured site to confirm site controls are effective.
A.11.1.1 Security Perimeter
Site protected by External Facing & Secure Gate with Restricted Access outside of hours.
A.11.1.2
Entry Controls through Fob Controls & Visitor Sign In via Main Reception including COVID-19 Controls.
Fobs are issued & controlled through IT.

A.11.1.4
AC Units set @ 21°C in Server Room & Fire Suppression. AC also in Main Office Area.
Blinds in Windows to restrict Screens being seen from Public Areas.
A.11.2.3
Cabling in Service Room viewed & in good order.
General Cabling under Desks in good order.
A.11.2.1 and A.11.2.9
Clear Desk & Screen – all in good order.
2 Screens unattended not locked in Main Office.
Printer clear of information 
A.11.2.2
UPS in place to protect against Power Failures.

KC
Site Controls
Reviewed Last Report 20 07 20 59 carried out 20/7/20 which raised:
1 NC Recycling mixed in wrong bins – checked in Office and now correct.
1 OFI – Spill Kit – Poor Housekeeping
Areas reviewed during Site Walkthrough were:
Main Office
Policies displayed:
Quality 11/11/20 reviewed 11/11/20.
Personal Information Management Policy 8/11/18 – not reviewed.
Information Section Policy V1.4 reviewed 11/11/20.
Environmental Policy V1.3 reviewed 11/11/20.
All Policies signed by AP.
Awareness Wall includes Communications regarding ISO 9001, 14001 & 27001.
Employee Data Privacy Policy V1.0 25/5/18 – not reviewed.
Certificates – BAB displayed are:
27001:2017 expires 13/12/23.
14001:2015 expires 13/12/23.
9001:2015 expires 26/6/22.
Also Updated Insurance Policies NFU Mutual clearly displayed.
Also displayed:
ISO 9001 Principles V1.0
ISO 14001 Principles V1.0
ISO 27001 Principles V1.0
Drainage Plan Availability – Now in Warehouse need to issue copies. 
Yellow Bin not marked – General Waste KC Agreed to action 
The audit toured the site with KC to evidence controls and training in the following areas.
Spillage Controls
Emergency Preparedness
Evacuation Tests – KC evidenced carried out 7/7/21 Full Evacuation of Site documented in Fire Alarm Report.
Call Points tested – still outside needs to be actioned.
Materials Handling & Storage is included in the Training Plan.
Training & Awareness
Also evidenced 3 Confidential Doxbond Boxed Documents waiting Archiving.
KC demonstrated Checklist Monthly for Regular Site Reviews.
Sampled Daily Checklist included 24/6/21.
Working Conditions
Lighting
Fire Extinguishers
Drain Covers
Also evidenced Safety Observation Report Record – No EMS Issues Outstanding.
Also records near misses/Hazards.
It was noted that he plans to pick up EMS Issues such as Spill Kits & Recycling.
KC presented Training Records which are primarily focusing on Health & Safety. Therefore, need to ensure EMS picked up IE:
Spillage Training
Bottom Fence Evidence of Compromise
Loose Waste Polythene around Bottom Fence.
3 Cans – Cooking Oil
Gas Stores – locked & covered
Fuel Storage – Procedure for Spillages on Tank.
Power Wash – Interceptor blocked.
Old Tyres waiting to be collected.
Mixed Waste Skip – what happens to this?
Large Recycling Bins – Mixed Waste needs Clear Labelling.
Office – Doxbond Waste locked.
Keys Secured.
Diesel Tank with Spill Kit – pallet trucks blocking Use.

KQ evidenced
1.	Organisation Chart – Latest Chart needs updating. Leavers & Joiners to be added.
2.	Asset Inventory reviewed V2.2 7/7/20 still needs updating.
3.	IT Group Policy Issue 2.0
4.	Supplier Evaluations – Management Review carried out 11/11/20 reviewed which documented Supplier Reviews Section 2.7.


Signed (auditor)              K Burnell                                                                                             Date 16/7/21



	Passed
	Major NC   
	Minor NC   12
	O F I    4

	Summary and Results of Audit (tick appropriate box)
Call Points tested – still outside needs to be actioned.
2 Screens unattended not locked in Main Office.
KC presented Training Records which are primarily focusing on Health & Safety. Therefore, need to ensure EMS picked up IE:
Spillage Training
Bottom Fence Evidence of Compromise
Loose Waste Polythene around Bottom Fence.
3 Cans – Cooking Oil

Power Wash – Interceptor blocked.
Mixed Waste Skip – what happens to this?
Large Recycling Bins – Mixed Waste needs Clear Labelling.
Diesel Tank with Spill Kit – pallet trucks blocking Use.


Organisation Chart – Latest Chart needs updating. Leavers & Joiners to be added.
Asset Inventory reviewed V2.2 7/7/20 still needs updating.

Personal Information Management Policy 8/11/18 – not reviewed.
Employee Data Privacy Policy V1.0 25/5/18 – not reviewed.
Drainage Plan Availability – Now in Warehouse need to issue copies. 
Yellow Bin not marked – General Waste KC Agreed to action

Signed (auditor)              K Burnell                                                                                             Date 16/7/21
Signed (auditee)              K Quaye                                                                                              Date  16/7/21



	Investigation including Root Cause (5 whys)

	NC description
	Root cause

	2 unattended PC screens in main office not locked.
	Personnel not following company policies

	Call points tested – still outside, needs to be actioned.
	Lack of resources allocation to ensure legal obligations are followed

	Need to ensure training records are picking up EMS.
	Lack of resources allocation to ensure training plans capture EMS elements

	Evidence of compromise at bottom fence.
	No regular perimeter checks conducted

	Loose waste polythene around bottom fence.
	No regular perimeter checks conducted

	3 x cans cooking oil to be removed.
	No regular perimeter checks conducted

	Power wash interceptor blocked.
	No regular perimeter checks conducted

	What happens with the mixed waste skip?
	Lack of understanding of how mixed waste is disposed of and lack of skip identification

	Large recycling bins – mixed waste needs clear labelling.
	No labels for personnel to follow

	Diesel tank with spill kit – pallet trucks blocking use.
	Personnel not following procedures

	Latest Organisation Chart needs updating as there have been leavers and joiners.
	Lack of resources allocated to ensure document control process followed

	Asset Inventory (IOM) still needs updating.
	Lack of resources allocated to ensure document control process followed




Signed                                                                                                                              Date



	Corrective Action Agreed

	NC description
	Corrective actions to be taken

	2 unattended PC screens in main office not locked.
	Further awareness required for personnel regarding clear desks and screens, and the importance of the policy

	Call points tested – still outside, needs to be actioned.
	Determine process, regularity and responsibility for call point testing (should be weekly for businesses)

	Need to ensure training records are picking up EMS.
	Determine which EMS elements need to have training records

	Evidence of compromise at bottom fence.
	Fix fence and implement regular perimeter checks

	Loose waste polythene around bottom fence.
	Remove waste from fence and implement regular perimeter checks

	3 x cans cooking oil to be removed.
	Remove cooking oil cans and implement regular perimeter checks

	Power wash interceptor blocked.
	Unblock power wash interceptor and implement regular perimeter checks

	What happens with the mixed waste skip?
	Identify how mixed wate is disposed of and ensure all relevant personnel are aware

	Large recycling bins – mixed waste needs clear labelling.
	Label mixed waste bins and ensure all relevant personnel are aware

	Diesel tank with spill kit – pallet trucks blocking use.
	Awareness required for personnel on tank and spill kit and the importance of not blocking it

	Latest Organisation Chart needs updating as there have been leavers and joiners.
	Update Organisation Chart

	Asset Inventory (IOM) still needs updating.
	Update Asset Inventory (IOM)




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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