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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements.
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in IMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in IMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.

Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed the documented IMS system.

	Documentation reviewed during audit.
Detailed in this body of this report 




	Details of audit and samples taken.

Context
IMS Context-Diagram (v1.1, September 2020)
Covers the Integrated Management System for IOM and Skelmersdale Depots.
Noted the diagram should be reviewed in conjunction with QMS & ISMS RA&TP and EMS Aspects & Impacts Register.
Diagram covers Core Services, Support Services and External Providers/Issues & Interested Parties.
Each element of the diagram relates to a risk “R” or environmental aspect “A”.
Diagram reviewed as part of Management Review process and changes are controlled.
Core Services:
· Distribution (A1/R1)
· Materials Handling (A2/R2)
· Warehouse & Storage (A3/R3)
Support Services:
· IT Users (A11/R11)
· Customer Services/Admin (A4/R4)
· Vehicle Maintenance (A5/R5)
· Vehicle Fuelling (A6/R6)
· Vehicle Parking/Security (A7/R7)
· Trailer Maintenance (A8/R8)
· Trailer Parking/Security (A9/R9)
· HR (A10/R10)
External issues include:
· Telecommunication (A12/R12)
· IT Providers (A15/R15)
· Contractors (A17/R17)
· Shipping (A19/R19)
· Environment including External Providers (A22/R22)
· Disposal of White Goods (A26/R26)
· Legal Services (A24/R24)
· Suppliers (A18/R18)
· Marketing & Customer Communication (A23/R23)

Needs and expectations of interested parties
Interested parties are identified in the Context Diagram and their needs and expectations are documented in:
· QMS & ISMS Risk Assessment Treatment Plan
· EMS Aspects & Impacts Register
These documents were reviewed against clause 4.2 with the following sampled:
· IT Providers (A15/R15)
QMS/ISMS = Communication and understanding of policy and controls. Customers/suppliers expect TDL to ensure their information is appropriately secured.
EMS = Communication and understanding of policy and controls. Lifecycle (waste streams) defined and agreed for IT equipment.
· Stakeholders (A13/R13)
QMS/ISMS = Stakeholders, customers, suppliers and staff – clear and consistent communication regarding changes and kept informed.
EMS = Communication and understanding of policy and controls affecting their processes including changes to records.
· Legal Services (A24/R24)
QMS/ISMS = Care and due diligence taken with regards to confidentiality of all contractual and legal documentation and related correspondence (written and verbal).
EMS = No direct needs/expectations identified.
· Shipping (A19/R19)
QMS/ISMS = Communication and understanding of policy and controls. TDL expects sensitive data to be secured appropriately.
EMS = Notification and full details of all hazardous goods to be shipped (approval prior to trailer loading). Shipping requirements may include trailer specification for shipment.
· Contractors (A17/R17)
QMS/ISMS = Understanding of policy and controls which may affect their practices whilst working on site.
EMS = Same as QMS/ISMS.
· Environment including external providers (A22/R22)
QMS/ISMS = TDL staff are expected to take every precaution to ensure EMS records and documents are maintained and kept secure.
EMS = All staff to follow procedures through the training and awareness program. If major incident, invoke BCP and EMS aspects will be included with actions.
· IT Users (A11/R11)
QMS/ISMS = Require access to current documented information.
Other needs and expectations include:
· Key staff members to follow EMS documented End of Day Procedure (A3.1 – Warehouse/Storage)
· Monitor and management of pest controls (A3.2 – Warehouse/Storage)
· Waste management processes awareness for Cleaners (A10 – HR)
· Access to premises for monitoring of consumption and repair/maintenance (A16 – Utilities)
· Employees need correct instruction to reduce breakdown occurrences (R1.1 – Distribution)
· Expected level of service is required (R9 – Trailer Parking & Protection)
· Communication and understanding of legislative restrictions regarding use of hand-held devices whilst driving (R12.1 – Telecommunications)
· Directors and Stakeholders require a Business Plan prior to investment (R14.1 – Building/Building Services)
Compliance obligations are also referenced within the EMS Aspects & Impacts Register, relating to the needs and expectations:
· IT Providers (A15)
LR38 – Environmental Protection (Duty of Care) Regulations 2003
LR40 – WEEE Regulations 2014
LR52 – Third Parties
· Shipping (A19)
LR54 – Maritime Security Act 1995
· Environment including External Providers (A22)
LR31 – Public Health Act 1990
LR36 – COSHH Regulations 2004
LR37 – Environmental Protection Act 2012
Compliance obligations are documented in the Applicable Legislation Requirements Combined (v1.4, April 2021).

Scope
Scope of the IMS documented in the IMS Documented System (v2.2, April 2021) and determined as
“Storage and Distribution of Goods to Commercial, Consumer and Public Authorities, located within the British Isles”. This matches the Core Services determined in the Context Diagram.
OFI1: Documented scope should define those requirements which are not applicable (e.g. 8.3 Design & Development).
OFI2: IMS Manual refers to SharePoint. This needs to be updated with the rollout of the new document portal.

Systems and processes (4.4)
System policies, controls, processes, documents and records are designed and implemented within a shared document location, which provides a single point of access for all employees and authorised contractors.
The ISO processes and procedures are split out into business areas and include:
· Accounts
· Purchasing Process Flow
· SOP107 – Sales Import Procedure
· Business Support Unit
· PIMS Managing Security Breach Process
· PIMS Rights of Natural Persons Procedure
· Change Management Process Flow
· Event Log Process
· Remote Device Health Check Process
· Various Multifreight Procedures
· Customer Services
· Customer Claims Process
· Operations
· SOP068 – Subcontracting Jobs Process
· Manx Petroleum On Site Spill Procedure
· Fire & Evacuation Procedure

Leadership and commitment
Company complies with:
· ISO 9001:2015 (Quality)
· ISO 14001:2015 (Environment)
· ISO 27001:2013 (Information Security)
· BS 10012:2017 (Personal Information)
Internal and external resources are allocated to delivering the standards.
Policy Statements are signed and displayed on the premises:
· Quality – 11/11/2020
· Environmental – v1.3 – 11/11/2020
· Information Security – v1.4 – 11/11/2020
Signed by A. Pickett (Operations Director).

NC1: Policies displayed on the website are dated 2017:
· Quality – v2.0 – 2nd May 2017
· Environmental – v1.2 – 15th November 2017
· Information Security – v1.1 – 15th November 2017
Differences:
	Website
	Displayed

	Information Security: Timeframes
	General Information

	Environment: 7 Key Areas
	5 Key Areas

	Quality: Objectives (3)
	Objectives (4)



Organisational objectives are monitored as part of the management review (agenda item 2.4).
ISO and British Standards are being used to gain lucrative contracts and to improve business systems and promote best practice.
Strong support for Managers and Process Controllers is demonstrated by top management. Employees and Contractors are encouraged to make a positive contribution to the company’s goals and aspirations.
The management system is assessed through audits to determine the company’s ability to achieve requirements and identify improvement opportunities, to promote a culture of continuous improvement.

Customer Focus
· Customer and applicable requirements are determined and met
· Meetings and feedback is used to determine risks and opportunities
· Management reviews and meetings are used to focus on enhancing customer satisfaction

Quality Policy
a) Purpose/context/strategic direction: Provide customers with services that fully and consistently meet their requirements both now and in the future. Commitment to review and understand customer feedback and internal, financial and business performance. Quality and personal integrity of all personnel is important.
b) Objectives:
1. On-time and performance to 99%
2. All employees trained
3. Purchase/hire new equipment to maintain quality standards, reduce financial costs and protect business reputation.
4. New business methods to streamline functionalities and processes.
c) OFI3: Policy may require expanding to cover the commitment to satisfy applicable requirements.
d) OFI4: Policy may require expanding to cover the commitment to continually improve the QMS.
The policy is displayed on the premises and available on the website (older version on website). It is communicated to personnel through the shared documentation portal.

Environmental Policy
a) Purpose and context: By the nature of services provided, the company works within environmentally hostile situations. Do all that is reasonably practicable to minimise further impact on the environment. All commercial decisions made take into account their possible impact on the environment.
b) Objectives: The following forms the basis of environmental objectives:
· Training personnel
· Environmentally sound disposal system
· Communications when required
· Constant monitoring of procedures to reduce impacts
· Performance reviewed through non-conformances
c) Policy includes commitment to protecting the environment and preventing pollution. All departments should strive to enhance overall environmental performance.
d) Policy includes complying with relevant environmental legislation.
e) Company adopts a continuous policy of researching and improving working methods, to enhance overall environmental performance.
Policy displayed on premises and website (older version on website). Communicated to all personnel through the shared documentation portal.

Information Security Policy
a) Scope determined and company committed to minimise exposure to all risks.
b) Policy provides a framework for establishing and reviewing objectives, which includes:
· Access controls
· Training and awareness
· Reporting and investigating events and incidents
· Maintain and test Disaster Recovery and Business Continuity
· Protecting information against unauthorised access.
c) Policy includes identifying and meeting all regulatory and legislative requirements.
d) Commitment to continually improve the ISMS includes ongoing management reviews, risk assessments, regular audits and security incident reporting.
Policy displayed on the premises and website (older version on the website) and communicated to personnel through the shared documentation portal.

Organisation Roles and Responsibilities
TDL Organisation Chart (v2.0, 27/10/2020) is used to determine job roles for IOM and Skelmersdale operations including
· Regional Operations Manager – Debbie Jones
· Business Improvement Manager/ISMS – John Kavanagh
· Customer Service & Fleet Manager/QMS – Iain Jackson
· IOM Freight Manager/EMS – Jim Neill
· Facilities Manager (Skelmersdale)/EMS – John Woods
· Operations Director – Alison Pickett
Skelmersdale also includes an Operational Supervisor, Goods In Supervisor, Warehouse Supervisor and Network Contract Manager.
IOM Operations also includes Workshop Manager, Workshop Technicians and Customer Service Advisors.
The organisation chart identifies Directors and Non-Executive Directors.
OBS/Re-Audit: Need to see Job Descriptions for the following to determine ISO responsibilities:
1. Customer Service Manager (QMS)
2. Freight Manager (EMS IOM)
3. Facilities Manager (EMS Skelmersdale)
4. Business Improvement Manager (ISMS)
5. National Operations Manager (PIMS)

Fig. 3: ISO Depot Contacts
	Standard
	IOM (Head Office)
	Skelmersdale

	QMS
	Customer Service Manager
	Customer Service Manager

	EMS
	Freight Manager
	Facilities Manager

	ISMS
	Business Improvement Manager
	Business Improvement Manager

	PIMS
	National Operations Manager
	National Operations Manager



NC1: Environmental policy documented on page 3 of the IMS Manual is the older version.
Information Security policy documented on page 4 of the IMS Manual is the older version.

Actions to address risks and opportunities
The Context Diagram has been used to develop a Risk Assessment and Treatment Plan, to assess risks associated with business processes.
CIA methodology is applied and a risk criteria heatmap used to determine levels of risk for treatment.
Risk actions form part of the company’s policies and controls which are formally assessed during internal audits and results are reported at management reviews.
Business opportunities are also risk assessed and recorded in the Risk Assessment and Treatment Plan.
The Risk Assessment Process Flow & Methodology allows for a consistent approach to the risk process (document dated November 2017, v1.0).
When a risk is identified, it’s determined as reactive or proactive. If reactive it will be managed through the non-conformance process, with the risk assessment plan updated.
Proactive risks are wither new or existing. New risks require a new risk assessment to be completed.
The Risk Register is reviewed regularly, including internal or external factors, re-assessing risks and whether further controls are required. Further controls are reviewed with the process owner and risk owner.

Information security risk assessment
Risk assessment methodology is determined in the Risk Assessment Process Flow.
Risk acceptance criteria is represented on the TDL Risk Profile Heatmap as a dotted line. Any risks above the dotted line cannot be accepted and controls must be implemented to lower the risk.
Criteria for performing risk assessment includes changes, new opportunities and reviewing the risk assessment (management reviews).
Risks are measured based on Confidentiality, Integrity and Availability, on a scale of 1 to 5 (1 = low, 5 = high).
Risk owners (job titles) are identified for each risk.
Risk assessment process includes assessing the potential consequences if the risk were to materialise, realistic likelihood of the risk occurring and the level of risk (low, medium, high).
Each risk is evaluated and prioritised for treatment, based on the level of risk (high risks are treated before medium ones).

Information security risk treatment
The risk treatment plan is documented and defines appropriate controls to reduce risks. Controls are set out in a Statement of Applicability, linked to Annex A requirements. Risk owners approve controls.
OFI5: The Risk Assessment Process Flow & Methodology should be expanded to determine risk treatment options, depending on risk assessment results (e.g. treat, tolerate, transfer, etc.). The documented risk treatment process should also cover requirements of clause 6.1.3 (a through to f) of the ISO 27001 standard.
A Statement of Applicability has been documented (Issue 1.3, Sept 2020) to identify controls applied as per Annex A requirements. Justifications for inclusion and exclusion are determined for each control.
Exclusions are:
· A.9.4.5 (Access control to program source code)
Organisation not involved in development of source code.
· A.10.1.2 (Key management)
TDL does not use encryption.
· A.11.1.5 (Working in secure areas)
No specific requirements for this control.
· A.12.7.1 (Information systems audit controls)
No a business function but controlled by Group IT to protect the business.
· A.14.1.3 (Protecting application service transactions)
Business does not carry out service transactions and does not use a card payment system.
· A.14.2 (1, 2 and 5 to 9) – Development
Organisation not involved in development.
· A.14.3 (Test data)
Organisation not involved in development.
· A.18.1.5 (Regulation of cryptographic controls)
Business does not use encryption.

QMS risks
20 risks related to quality are documented in the Risk Assessment & Treatment Plan, with risk ratings and controls determined. The following were sampled:
1) R12 (Operators License)
Risk = Severe lack of management controls, revocation of license if improvement not immediate.
Risk Score = 25 (High)
Controls include license responsibility transferred to Operations Manager, audits completed quarterly for Skelmersdale depot, spot checks and additional trackers requested (ensure legal breaks are taken).
Residual Risk Score = 24 
Risk Owner = MD
NC2: It is unclear how the risk score is calculated and what that means for the risk level. 
Example: R1 (Distribution) has been scored as 100 (high) but the Risk Profile Heatmap does not include scores that high.
The Risk Profile Heatmap works for QMS risks but not for ISMS risks, as they are generally scored higher (they take CIA into account for the score).
It is also unclear how residual risks are calculated. e.g. R.1 Operators License has a residual score of 24, but deemed as low (green), although the Risk Profile Heatmap stated that 24 is high (red).

2) R5.1 (Vehicle Maintenance)
Risk = Legislative change; if vehicles do not pass brake test they are to come off the road immediately.
Risk Score = 25 (High)
Controls include robust schedule for regular brake testing, TDL looking to purchase in-house brake testing unit, additional trailers and tractor units to cover vehicles which do not pass the test.
Residual Risk Score = 24 
Risk Owner = Operations Director Grade E
3) R9.1 (Trailer Parking & Protection)
Risk = Increase of vehicles, congestion and less space in yard (Skelmersdale).
Risk Score = 20 (High)
Controls include additional spaces negotiated with neighbour and pre-planning.
Residual Risk Score = 19
Risk Owner = Operations Director Grade E

EMS risk assessment methodology
Risks are measured based on impact in the environment. Heatmap used to determine level of risk (dotted line represents risk appetite level).
OFI6: Rather than “risk acceptance criteria” the methodology needs to refer to “criteria used to determine significant environmental aspects”.

Environmental aspects
The Aspects & Impacts Register determines aspects and impacts associated with business processes, and controls to mitigate them.
OFI7: The acceptance criteria for residual risks, after determining likelihood, should be specified.
Potential changes to normal operating conditions are captured in A22 (Environment).

The following IOM aspects were sampled:
1) A2.2 (Materials Handling)
Impacts = FTL operation
Effects = Air pollution
Impact score = 25 (high)
Current controls include gas and diesel FTL’s used, qualified operators for the process, PPM program, plans to build metal storage shed to protect LPG storage from potential fire (steam train embers).
Improved controls include review diesel storage and review FTL usage.
2) A10 (HR)
Impacts = Use of employed staff and contract staff
Effects = Canteen waste, general waste, use of natural resources, staff not following procedures
Impact score = 15 (medium)
Current controls include contractor for waste office paper.
Improved controls include waste management for paper, general, cardboard, shrink wrap, oil and contaminated crystals and rags.
3) A16 (Utilities)
Impacts = Use of electricity, LPG, oil and water
Effects = Use of natural resources
Impact score = 20 (high)
Current controls include understanding consumption pattern.
Improved controls include usage of utilities monitored and old wood pallets returned to UK for disposal.
4) A26 (Disposal of white goods)
Impacts = Fuel consumption, emissions, waste to UK, refrigerant gases.
Effects = Use of natural resources, air pollution, mixed waste.
Impact score = 15 (medium)
Current controls include Costains managing white goods transfer/disposal.
Improved controls include Costains license documentation on file, Manx Waste Solutions used for end of life refrigeration equipment.

The following Skelmersdale aspects were sampled:
1) A2.1 (Materials handling)
Impacts/Effects = Spills, waste packaging, waste product
Impact score = 25 (high)
Current controls include trailers preloaded and warehouse management.
Improved controls include LPG gas stored in lockable cage away from warehouse walls.
2) A6.1 (Vehicle fuelling)
Impacts/Effects = Potential for spillage, fire hazard
Impact score = 20 (high)
Current controls include process for fuelling.
Improved controls include spillage controls documented, bins available for new and contaminated items, AdBlue reviewed and determined as non-hazardous.

EMS compliance obligations
Documented in the Applicable Legislation Requirements and referenced in the Aspects & Impacts Register.
The following were identified as per the environmental aspects:
· A1 (Distribution)
LR31 – Public Health Act 1990
LR35 – Control of Noise at Work Regulations 2005
LR38 – Environmental Protection (Duty of Care) Regulations 2003
LR44 – Dangerous Goods Act 1954
LR45 – Road Traffic Act 1985
OFI8: LR44 is also on the Applicable Legislation Requirements as the Carriage of Dangerous Goods and Use of Transportable Pressure Equipment Regulations 2009. Review and amend if required.
· A5 (Vehicle maintenance)
LR43 – Waste Batteries and Accumulators Regulations 2009 (Part 7)
· A6.1 (Vehicle fuelling)
LR22 – Fire Precautions Act 1975
LR23 – Fire Precautions Act 1992 (amends to 1975 act)
LR36 – COSHH Regulations 2004
· A11 (IT users)
LR40 – WEEE Regulations 2014
· A14 (Building and building services inc. waste removal)
LR39 – Lise of Waste (England) Regulations 2005
· A19 (Shipping)
LR54 – Maritime Security Act 1995
NC3: Review dates in the Applicable Legislation Requirements document have passed and not been updated (2019 and 2020).

QMS opportunities
Opportunity Register documented in the QMS Risk Assessment & Treatment Plan (issue 2.1, reviewed November 2020). Opportunities are numbered, identify the date raised, plans to action and review information. The following was sampled:
· OP-001
3rd May 2017
Improve communication and understanding of QMS policy and controls.
Plan: Job descriptions and induction templates to include revised QMS awareness.
Reviewed April 2019 – Awareness walls created and awareness meetings performed monthly.
· OP-008
1st March 2018
Business expansion – possibility of providing MT with fleet maintenance.
Plan: MD and Operations Director reviewing.
Reviewed April 2018 – Comments to be updated.
· OP-014
October 2020
Business expansion – gain new customer as part of Network 2020.
Reviewed December 2020 – customer now live.
OFI9: Opportunity Register requires review and update.

EMS planning actions are determined in the Aspects & Impacts Register.

The Risk Assessment & Treatment Plan and Aspects & Impacts Registers are reviewed frequently by senior management, to ensure effectiveness of actions.

Objectives
All ISO objectives are documented in the IMS Manual.
EMS and ISMS objectives use the SMART methodology.
QMS objectives determine resources, responsibilities, targets, evaluation of result and business expectations.
Objectives sampled:
1) QMS – On-time and in full performance to achieve and maintain 99% success
Resources: Weekly dashboard, AKW weekly KPI, non job NCR reporting completed in Multifreight
Responsibility: Customer Service Manager
Results evaluation: Weekly KPI reports, dashboard reports, weekly operations performance meetings, management meetings
2) EMS – Reduction in CO2 emissions
Measured through CO2 log
Commenced monitoring of emissions to agree targets 
12 month ongoing program
3) ISMS – Protection of information
Report and record events and incidents
Assessed during management reviews
Objectives reviewed against Policies and all are consistent.

QMS planning of changes
The Project Manager is delegated responsibility if TDL identifies a requirements for change. Project Manager conducts “research background” to determine feasibility of changes, including:
· Purpose of change
· Potential consequences
· QMS integration
· Availability of resources
· Responsibilities and authorities
· Technical skills
· Timescales
· Risks
· Impacts
Records are maintained in the Planning for Changes Register (QMS/ISMS). This was reviewed and included planned changes and completed changes. The latest change to be recorded was December 2020 (Scottish partner given notice). This planned change has not yet been concluded and will affect TDL’s performance and supplier change.
The last completed change was recorded in April 2020 (new customer introduction). Needed to ensure there were enough vehicles to meet the customer’s demand/influx. Change implemented.
Another completed change was in April 2018 (transition of payroll from internal HR to external supplier). Considerations were employee satisfaction and information going to external provider. Change implemented and completed Feb 2019.

Resources
Resources are made available and reviewed during the management review process. hey include support services and IT and HR, and auditing. Time is also allocated to allow process owners to attend ISO meetings. 
EMS resources include process owners, risk owners, top management involvement, investment in materials and use of external providers.

Infrastructure
Administration is conducted between IOM and Skelmersdale. Equipment used to deliver the service includes IT, documentation, vehicles, trailers, warehouse equipment and workshop equipment. Asset inventories are retained for Kewaigue and Skelmersdale, for IT, office equipment and documentation. R2C retains asset registers for vehicles, trailers and warehouse and workshop equipment.

Working environment
Equipment maintained (PAT testing, fire extinguishers, calibration). No psychological factors to take into consideration.

Monitoring and measuring resources
Equipment – serviced and records maintained
Personnel – training records

Organisational knowledge
Job descriptions determine knowledge requirements for individual roles.

Competence
NC4: The TDL Consolidated Process Training Matrix appears to be out of date, as it still has ex-employees listed.

Awareness
Team meetings, awareness sessions, inductions and bi-annual appraisals used.
OFI10: Staff Handbook also used (IOM Team Member Handbook, November 2017). This handbook may now be out of date.


Communication
· Staff Handbook
· Management review records
· Regular meetings
· Email comms
· Visual aids
Communication is cascaded from Senior Management to line management, and into departmental operations.

Documented information
All available on an electronic systems as read-only and only accessible via the document owner for amendment.
Creation of documentation is primarily the responsibility of the Top Management Representative.
Documents are identified by reference, date and author.
Microsoft Office, Multifreight and CTMS are used to avoid the loss of confidentiality, improper use, or loss of integrity. There are 2 on site servers and one off site server. Systems are backed up regularly throughout the day.
Software Installation & Review Schedules are used to document all software installed for TDL.
Fig. 5 = Document Control Procedure
Fig. 6 = Control of Documents & Records

Operational planning and control
NC5: Control of Processes Register reviewed but no processes were documented in the register.
Planned actions and controls for the ISMS are documented in the Risk Assessment & Treatment Plan and Statement of Applicability.

Customer communication (QMS)
Information is supplied to customers via the website, emails and meetings.
Website (tradedistributionltd.com) reviewed and includes services (bespoke transport logistics, temperature-controlled storage delivery, logistics consultancy, daily IOM freight service and storage, receiving, handling, distribution and transport management).
Enquiries, quotes, orders and amendment details are stored and identified appropriately.
Customer feedback: Direct contact and satisfaction monitoring. Information can be produced from Mulitfreight.
Complaints are recorded in Multifreight.
NC6: Customer Feedback Register is used to record positive and negative feedback. The last record in the register is dated 30th August 2018. It would appear the register is no longer used to record feedback.
Customer Feedback Procedure (SOP108 – v1.1 – 20th March 2019):
· Customer dashboard reports
· Weekly debriefs
· On a pre job basis (adhoc/infrequent customers)
NC6: The Customer Feedback Forms in SharePoint were also reviewed (ISO Records → Customer Services → Customers) and the latest forms were dated October 2018.

Requirements (QMS)
Client details are collected during the course of a contract. Data is managed in Multifreight and CTMS, and reviewed during SLA reviews or customer meetings.

Changes to requirements (QMS)
Documented through Multifreight, CTMS and review meetings.

Emergency preparedness and response (EMS)
Emergency controls are determined in the Aspects & Impacts Register and include controls for dealing with spillages during transport, spill kits in vehicles, spillage controls on site and vehicle fuelling controls.
Spillage Control Procedures:
· (IOM) SOPEM003 – Kewaigue Depot On-Site Spillage Control Procedure (v1.2, 19th Nov 2018)
· (IOM) Manx Petroleum On-Site Spill Procedure (v1, 24/7/17)
· (SKEM) SOPEM013 – Skelmersdale On-Siet Spillage Control Procedure (Issue 1, 28th Sept 2018)
· (SKEM) WCF Fuels Spillage procedure 22-06-18 (extract from Drivers Handbook)
Other emergency procedures:
· (IOM) SOPEM001 – Kewaigue Depot Services Shut Down Procedure (v1.0, 21st Aug 2017)
· (IOM) SOPEM002 – Vehicle Fuel Storage Procedure (v1.0, 21st Aug 2017)
· (IOM) TDL Fire & Evacuation procedure (v1.2, 4th Dec 2017)
· (SKEM) Lockdown Process (v1.1, 25th July 2018)
· (SKEM) SOPEM011 – Vehicle Fuel Storage (Issue 1, 26th Sept 2018)
· (SKEM) Fire & Evacuation Procedure (v1.0, 5th Sept 2018)

EMS lifecycle
OFI11: EMS Life-Cycle Management Process All Depots (v2.0, 17th July 2018), covers IOM and Skelmersdale (Droitwich to be removed).
Determines sources, purchasing, use, storage and disposal for each resource.
Douglas, IOM depot:
1) Office Paper
Source: Green source
Purchasing: H&B Group
Use: Printers, photocopiers, fax machines
Storage: Stationery office behind reception and beside printers
Disposal: Confidential waste paper bins, collected by Doxbond. Waste collection and destruction notes are stored on a Waste Register.
2) Oils/Fluids (vehicles)
Source: Locally where possible
Purchasing: IOM Workshop staff
Use: TDL fleet – private and commercial vehicles
Storage: Warehouse/Workshop
Disposal: Waste oil IBC, collected by Suez, disposal via incinerator
3) Gas bottles (LPG and Fork Lift Trucks)
Source: BOC IOM (local)
Purchasing: IOM Workshop
Use: TDL fleet
Storage: IOM Workshop and gas compound (max. 4 bottles on site)
Disposal: BOC< replacement provided
4) White Goods
Source: Uncontrolled – customer requirement to collect
Purchasing: N/A
Use: Not used
Storage: Lower yard area
Disposal: Costains

Skelmersdale depot:
1) Stationery products/PPE
Source: Green and UK sources – Lyreco (14001), Key Engineering (9001)
Purchasing: TDL Depot Administrator – purchase orders
Use: TDL (Admin/Warehouse/Workshop/Management)
Storage: Stationery cupboard in Transport office
Disposal: Compost waste bin, transferred to BIFFA Container, collected by BIFFA (14001), treated as contaminated waste.
2) Chemicals – Antifreeze
Source: Locally UK
Purchasing: UK Workshop staff
Use: TDL fleet
Storage: Warehouse/Workshop
Disposal: Re0used, stored in suitable containers
3) Packaging
Source: Uncontrolled – consignments delivered into depot with packaging
Purchasing: N/A
Use: Shrink wrap and black wrapping used to consolidate consignments for delivery points
Storage: Warehouse
Disposal: Collected by BIFFA (14001 certified)
4) Batteries
Source: Uncontrolled
Purchasing: By employees
Use: Stationery cupboards
Storage: Stationery cupboards
Disposal: Local waste disposal company / civic amenity site

ISMS risk assessment and treatments
Risk Assessment & Treatment Plan (v2.1, Sept 2020)
Sampled the following:
1) R13.3 – Budget forecasts
Scenario: Highly confidential information compromised
C+I+A = 8
Risk score = 128 (high)
Controls: Appear to be regarding cost reduction rather than controls to mitigate the security risk.
Residual risk score = 120 (high)
2) R10 – Human resources
Scenario: Staff information compromised
C+I+A = 11
Risk score = 110 (high)
Controls: Classification system, password protection, secure storage
Residual risk score = 99 (medium)
3) R11 – IT users
Scenario: Information compromised
C+I+A = 12
Risk score = 96 (high)
Controls: Training and awareness, report breaches, clear desk and screen policy, remote working controls
Residual risk score = 84 (medium)
4) R14 – Building and building services
Scenario: Contractors – information compromised
C+I+A = 10
Risk score = 100 (high)
Controls: Only authorised contractors permitted, NDA’s, clear desk and screen procedures
Residual risk score = 90 (medium)

8.3 (QMS)
Not applicable under QMS scope.

Control of external provision (QMS)
Suppliers complete a Supplier Form and credit checks are completed. Supplier reviews/evaluations take place. 
New Supplier Details Form template (v1.0, June 2016)

Controls of service provision (QMS)
Procedures in place.

ID/traceability (QMS)
Multifreight and CTMS. P/O reference, labels, POD’s used to identify and trace services/products.

Property (QMS)
Data stored securely. 
NC7: TDL UK & IOM Product Realisation Process Flow (searched for this document and it does not appear to exist in the shared documentation area).
Customer Claims Process (17/8/20)
SOP062 Raising a Non-Conformance Report on Multifreight (v2.1, 20th March 2019)

Control of nonconformances (QMS)
Multifreight used.
NC7: Company Non-Conformance Register – could not locate this document in SharePoint.

Monitoring and measurement
Monitoring is based on risks and objectives, and linked to Risk & Opportunities registers. Reviewed during management review meetings.

Customer satisfaction
Customer contact, emails and customer satisfaction surveys.
Customer satisfaction surveys are collated and evaluated by the Senior Management Team.
Concerns or identified improvements are recorded on Multifreight.

EMS performance evaluation
Monitoring and measurement is done as part of the CO2 Calculator and analysis/evaluation is captured in management review records. NC7: The CO2 Calculator could not be located in SharePoint.
Evaluation of compliance is conducted through Muiltifreight, health and safety records, the legal register and management review records. OFI12: Applicable Legislation Requirements: Company should be updating “reviewed”, “next review” and “review outcome” columns.
Management review records checked and the evaluation of compliance status is determined in agenda item 2.11.

Analysis and evaluation
Management review include:
· Customer satisfaction surveys
· Internal audits feedback
· Conformity of service
· Suppliers
· Risks and opportunities

Internal audit process
An Internal Audit Schedule is prepared annually. A risk or clause based auditing approach is used. Internal audits are conducted by appropriate personnel and recorded. Nonconformances are logged in Multifreight and corrective actions documented. Internal audit process documented in fig. 7.

Management review 
Attended by top management and conducted as per the Management Review Schedule (v2.1, 6th Dec 2019). This schedule determines the frequency, feedback record and process.
Document control is reviewed monthly.
Management reviews are conducted quarterly to review the dashboard, analyse problems/suggestions/complaints, review risks and opportunities, planning/objectives, resource requirements and internal audit results.
Annually: Customer and interested parties feedback, equipment maintenance, suppliers review, external audit results and BCP results.
Quarterly management reviews are planned for February, May, August and November each year.
NC8: From the management review records, it would appear that quarterly reviews are not undertaken. The last full review was conducted 11/11/2020 and prior to this the interim review was dated 3rd February 2020.
Management review minutes (QMS EMS ISMS Management Review Agenda & Minutes) dated 11th November 2020 reviewed:
a) Actions from previous reviews – none
b) Performance (KPI%) – Freight (99.55%), IOM contracts (99.61%), Workshop (9 contracts reviewed and between 99% and 100%
c) NCR’s – 54 open, 33 raised in internal audits, 7 supplier NCR’s
d) Changes – Droitwich closed, business change to AKW, come updates needed for ISO policies, online training academy will be used as of January 2021, HR function provided by external provider
e) Nonconformances/corrective actions – 16 raised against ISMS (internal audits), trend related to document control and SharePoint, trend related to Job NCR’s (Returns & Collections procedure not suitable), corrective actions being applied as appropriate
f) Objectives – QMS, ISMS and EMS results reviewed
g) Audit results – NCR’s reviewed, 2021 plan set, external audit dates determined
h) Interested parties feedback – Customer complaints, happy wall (thank you’s), noise complaint from neighbour (vehicles moved to accommodate)
i) Supplier review – Nova Midlands (reduction in service quality), Keystone Law rafting updated contracts, overall performance has been high
j) RATP review – slight amends needed
k) OFI’s – link between HR and IT regarding leavers, warehouse flooring, document portal, BS10012 gaps, new business strategy developed
l) Resources review – Awareness walls, training portal
m) Legal review – Company is compliant
The management review was attended by A. Pickett, K. Quaye, G. Burnell, J. Kavanaugh, J. Neill and D. Jones.
24 actions were documented.

Continual improvement
Improvements are identified from:
· Internal audits
· Customer feedback
· Management reviews
· Multifreight records
· Risk and opportunities assessments
· Planning for changes (register)
· Supplier reviews

Nonconformity and corrective action
Analysed and added to the appropriate risk register, if the risk is deemed “high”.
NC process documented in figures 8 and 9.
Nonconformances and associated corrective actions are logged in Multifreight.










Signed (auditor)              G Stevenson                                                                                             Date 11/8/21



	Passed
	Major NC   
	Minor NC   8
	O F I    12

	Summary and Results of Audit (tick appropriate box)

The following non-conformances were identified and require action:
	NC No.
	NC description
	Related clause, standard and requirement

	1
	ISO policies displayed on the website are out of date.
ISO Policies in the ISM Manual are out of date.
	7.5.3 (All) “Documented information shall be controlled to ensure it is available and suitable for use.”

	2
	It is unclear how the risk score is calculated, what that means for the risk level and how residual risks are calculated.
The Risk Profile Heatmap works for QMS risks but not for ISMS risks.
	6.1.2 (ISMS) “The organisation shall define and apply a risk assessment process that analyses the information security risks.” 

	3
	Review dates in the Applicable Legislation Requirements document have passed and not been updated (2019 and 2020).
	9.1.2 (EMS) “The organisation shall evaluate compliance and take action if needed.”

	4
	The TDL Consolidated Process Training Matrix appears to be out of date, as it still has ex-employees listed.
	7.2 (All) “The organisation shall determine the necessary competence of persons doing work under its control.”

	5
	Control of Processes Register reviewed but no processes were documented in the register.
	8.1 (QMS) “The organisation shall plan, implement and control the processes needed to meet the requirements for the provision of products and services.”

	6
	Customer Feedback Register and Customer Feedback Forms are identified as methods to record customer feedback in the documented system, but they do not appear to be used.
Last record in the Customer Feedback Register is dated 30th August 2018. 
The latest Customer Feedback Forms were dated October 2018.
	9.1.2 (QMS) “The organisation shall monitor customers’ perceptions of he degree to which their needs and expectations have been fulfilled. The organisation shall determine the methods for obtaining, monitoring and reviewing this information.”


	7
	Documents referred to in the ISM Manual could not be located in SharePoint:
*TDL UK & IOM Product Realisation Process Flow 
*Company Non-Conformance Register
*CO2 Calculator
	7.5.3 (All) “For the control of documented information, the organisation shall address distribution, access, retrieval and use.”

	8
	From the management review records, it would appear that quarterly reviews are not undertaken, as determined in the company’s documented system.
	9.3 (All) “Top management shall review the organisation’s management system, at planned intervals.”




The following opportunities for improvement and observations were also identified:
1) Documented scope should define those requirements which are not applicable (e.g. 8.3 Design & Development).
2) IMS Manual refers to SharePoint. This needs to be updated with the rollout of the new document portal.
3) Quality Policy may require expanding to cover the commitment to satisfy applicable requirements.
4) Quality Policy may require expanding to cover the commitment to continually improve the QMS.
5) The Risk Assessment Process Flow & Methodology should be expanded to determine risk treatment options, depending on risk assessment results (e.g. treat, tolerate, transfer, etc.). The documented risk treatment process should also cover requirements of clause 6.1.3 (a through to f) of the ISO 27001 standard.
6) Rather than “risk acceptance criteria” the methodology needs to refer to “criteria used to determine significant environmental aspects”.
7) The acceptance criteria for residual risks, after determining likelihood, should be specified.
8) LR44 is also on the Applicable Legislation Requirements as the Carriage of Dangerous Goods and Use of Transportable Pressure Equipment Regulations 2009. Review and amend if required.
9) Opportunity Register requires review and update.
10) Staff Handbook also used (IOM Team Member Handbook, November 2017). This handbook may now be out of date.
11) EMS Life-Cycle Management Process All Depots (v2.0, 17th July 2018), covers IOM and Skelmersdale (Droitwich to be removed).
12) Applicable Legislation Requirements: Company should be updating “reviewed”, “next review” and “review outcome” columns.

Observation/Re-Audit: Need to see Job Descriptions for the following to determine ISO responsibilities:
1. Customer Service Manager (QMS)
2. Freight Manager (EMS IOM)
3. Facilities Manager (EMS Skelmersdale)
4. Business Improvement Manager (ISMS)
5. National Operations Manager (PIMS)

Observation: R13.3 ISMS risk – Controls appear to be regarding cost reduction rather than controls to mitigate the security risk.



Signed (auditor)              G Stevenson                                                                                             Date 11/8/21
Signed (auditee)              K Quaye                                                                                                    Date 11/8/21



	Investigation including Root Cause (5 whys)

	NC description
	Root cause

	ISO policies displayed on the website are out of date.
ISO Policies in the ISM Manual are out of date.
	Lack of resources allocated to ensure document control process followed

	It is unclear how the risk score is calculated, what that means for the risk level and how residual risks are calculated.
The Risk Profile Heatmap works for QMS risks but not for ISMS risks.
	Misunderstanding of clause requirements

	Review dates in the Applicable Legislation Requirements document have passed and not been updated (2019 and 2020).
	Lack of resources allocation to follow the compliance process

	The TDL Consolidated Process Training Matrix appears to be out of date, as it still has ex-employees listed.
	Lack of resources allocated to ensure document control process followed

	Control of Processes Register reviewed but no processes were documented in the register.
	Lack of resources allocated to ensure document control process followed

	Customer Feedback Register and Customer Feedback Forms are identified as methods to record customer feedback in the documented system, but they do not appear to be used.
Last record in the Customer Feedback Register is dated 30th August 2018. 
The latest Customer Feedback Forms were dated October 2018.
	Lack of resources allocation to ensure processes are being followed

	Documents referred to in the ISM Manual could not be located in SharePoint:
*TDL UK & IOM Product Realisation Process Flow 
*Company Non-Conformance Register
*CO2 Calculator
	Error in use of Sharepoint during input of document

	From the management review records, it would appear that quarterly reviews are not undertaken, as determined in the company’s documented system.
	Lack of resources allocated to ensure document control process followed




Signed                                                                                                                              Date



	Corrective Action Agreed

	NC description
	Corrective actions to be taken

	ISO policies displayed on the website are out of date.
ISO Policies in the ISM Manual are out of date.
	Update website and ISM Manual with latest versions of policies

	It is unclear how the risk score is calculated, what that means for the risk level and how residual risks are calculated.
The Risk Profile Heatmap works for QMS risks but not for ISMS risks.
	Update risk assessment process as appropriate

	Review dates in the Applicable Legislation Requirements document have passed and not been updated (2019 and 2020).
	Undertake review of Applicable Legislation Requirements document and update review dates

	The TDL Consolidated Process Training Matrix appears to be out of date, as it still has ex-employees listed.
	Update TDL Consolidated Process Training Matrix

	Control of Processes Register reviewed but no processes were documented in the register.
	Determine whether Control of Processes Register is still required

	Customer Feedback Register and Customer Feedback Forms are identified as methods to record customer feedback in the documented system, but they do not appear to be used.
Last record in the Customer Feedback Register is dated 30th August 2018. 
The latest Customer Feedback Forms were dated October 2018.
	Determine required method for customer feedback gathering moving forward and ensure all relevant personnel are aware of the processes

Introduce regular checks to ensure customer feedback gathering is conducted

	Documents referred to in the ISM Manual could not be located in SharePoint:
*TDL UK & IOM Product Realisation Process Flow 
*Company Non-Conformance Register
*CO2 Calculator
	Determine if the documents exist

	From the management review records, it would appear that quarterly reviews are not undertaken, as determined in the company’s documented system.
	Update documentation to determine management reviews conducted annually





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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