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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements.
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in IMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in IMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.

Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2017, ISO 14001:2015 and ISO 9001:2015. This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed the documented IMS system including Clauses 7 and A7, A11, 
Customer Services/Administration Warehouse and Storage Materials Handling Waste Management,  
A9 Access Controls, A12 Operations Security, A16 Security Incident Management, A17 Business Continuity, A18 Compliance.

	Documentation reviewed during audit.
Detailed in this body of this report. 




	Details of audit and samples taken


Clause 7.3 A.7.2.2 Training and Awareness 	
QMS policies & employee contribution including meetings, induction & appraisals (bi-annual).
ISMS & PIMS – refers to:
TDL Consolidated Training Matrix
Info Section Policy
PIM Policy
Staff Handbook
EMS – refers to Health & Safety Training Records, Skills Matrix and Staff Handbook.
DJ presented the HR System: ‘Kaizen’, which holds Payroll & HR Records including:
· Employee Profiles
· Work Roles
· Safe System of Working
· Letters of Employment
· Contracts of Employment
· Driver Training
A9 Access Controls 	
Evidence of user access to networks based on job roles
A12 Operations Security 	
Evidence that devices are protected against malware and all controls required to address A12 is managed and controlled by IOM IT department.
It was noted that access to networks and AV protection is managed by IOM IT Department and Citrix is used to log on remotely by all UK users. This has been evidenced in previous IOM audits.
Access to this information is restricted to AP (Isle of Man) and DJ (UK).
Access Controls:
-	DJ explained that all access is via remote Citrix servers. No IT Systems or servers are kept on site.
-	Users are regularly forced to change their password.
Outstanding evidence - Kaizen is externally operated by Steve Taylor and is backed up/tested in the Cloud.

The audit reviewed the Training Matrix which was presented by DJ. This included Warehouse & Drivers, ADR, Manual Handling, Forklift Truck & Tail Lift Operations Training as follows:
· ADR - IV, WJ & MA completed
· Manual Handling - LL completed 15/3/21
· Forklift Truck Training - SE & JV completed
· Tail Lift Training - (This is covered as part of Driver Training) completed by PW 25/2/21.

The audit reviewed Samples of Job Descriptions:
‘Class 1 Driver’ covers Main Responsibilities, Training & Development & Confidentiality.
‘Warehouse’ details Main Duties, Training & Development & Confidentiality.
‘HGV Fitter’ details Main Duties, Training & Development & Confidentiality.
A.7.1.2 Terms and Conditions	
New starters agreed employment terms and conditions regarding security, confidentiality, and non-disclosure.
Contracts of Employment were reviewed for:
‘Warehouse Operative’:’ includes Disciplinary, Confidentiality & Health & Safety Policy.
Class 1, Driver & HGV Fitter are issued on same template as per the Warehouse Operative and includes the same policies.

DJ presented the Staff Handbook which includes the following Annexes:
· Annex 11 - Email & Internet Usage
· Annex 14 - Disciplinary
· Annex 21 - Data Protection
· Annex 31 - Learning & Development
· Annex 34 - Company Vehicle Policy
· Annex 37 - Telecoms Policy
The staff handbook is issued on the first day of employment as part of induction. It is also accessed by colleagues via Kaizen, and emailed to them upon request, if required.

The audit sampled the Induction Records for the following members of staff:-
1. SS - Warehouse Operative - evidenced induction pack includes:
· Safe Systems
· Operating Procedures (Warehouse) SSW2, SSW3, SSW4
· Manual Handling
· Signed Contract 24/6/21, which includes Staff Handbook
· Forklift Truck Training
· Driver Training
· Governance letter (for breach of health and safety) dated 11/2/21 - failure to correctly load/balance/secure shipment.
2. AL - Van Driver - evidenced induction pack includes:
· EPIC Values (Excel, Protect, Inspire, Commit)
· Guidance & Policies
· Incident & Accident Reporting
· Induction Checklist includes:
i. ISMS, QMS & EMS Policies 
ii. First Aid 
iii. Emergency Procedures 
iv. Contract of Employment dated 3/9/21
3. NC – Warehouse Operative – evidenced induction pack includes:
· Induction Checklist fully completed.
· Contract of Employment dated 7/9/21.
A.7.1.1 Screening	
New starters records for pre-employment screening

The audit reviewed the Pre-Employment Screening Process using the Application “Vacancy Filler” which records Current Vacancies and matches them with Applicants’ CV’s.
All Drivers are required to undergo Criminal Checks with the Disclosure and Barring Service. Non-Delivery Roles only require CV’s & References.
The following DBS samples were reviewed:
· DBS No. 982875590 dated 29/9/20, cleared as OK
· DBS No. 979878242, cleared as OK
· DBS No. 1010018560, cleared as OK

DJ presented a sample of the Investigation Process for an Employee which demonstrated the recording of Details of Misconduct. This was documented in Kaizen.

A.7.2.3 Disciplinary Process 	
Formal process should a security breach occur
The Disciplinary Process addresses the Process should a Breach of Information occur, as per the Confidentiality Clause in the Employee Contract.

OBS Appraisals are part of the Wage Review. This is normally scheduled for April, but this year was disrupted due to COVID-19 Restrictions. Therefore, this will be audited 1st December 2021 Note: Update Audit Program with Report Results & Clause 7.1.6 & 7.2 1st December 2021.

A.7.2.2 Management Responsibilities 	
Employees and contractors’ security responsibilities how are these communicated by management to ensure they are followed.
Agency Workers also go through the Induction Process. The Induction Checklist includes Security Responsibilities.

Contractors are required to sign in and are assigned to a Manager upon doing so.
· Sample: Building Valuators attended 22/9/21 & escorted by DJ & SE.

Employee Security Responsibilities are communicated through ISMS Policy. 
Policies reviewed: EMS, ISMS & QMS
· Sampled documents: ISMS V1.4, EMS V1.3 & QMS V1.4.
A16 Security Incident Management 	
Evidence of how potential threats such as phishing emails are identified and reported.
DJ presented evidence of the IT Helpdesk used for setting up New Users, admin for email groups, fault reporting, requesting new equipment, and reporting Security Concerns.
Samples reviewed:
1. Ticket No 7604 – Request for New Starter New Equipment
2. Ticket No 2598 – Replacement Handset
3. Ticket No 795 – Reviewing Users who left Company.
No Information Security Breaches reported.




A17 Business Continuity 	
Evidence of planning and testing of emergency situations
The audit reviewed Documented Business Continuity Plan for Isle of Man and Skelmersdale v2.0 dated 20/8/20, which details:
· Stand Down Process - Evidenced as a Flowchart.
· Business Critical Processes - Detailed in Form C.
· Checklists:
· Form B Response
· Form C Essential Processes
· Form D Actions
· Form H – Summary
· IT Systems & Records:
· Form E – Recovery Log
The Organisation has a Detailed Plan for IOM & Skelmersdale including the DR Site available.
Evidence * Testing of Plan “IE COVID-19”
Evidence * The plan details Redundancies in System including DR Sites.

NC: Business Continuity Plan is out of date – JK is included in plan, but no longer works for the company.


A18 Compliance 	
Evidence of the legal requirements that need to be followed and how compliance is verified.
(SM – Compliance Supervisor)
The Main Legal Requirements cover Transport Legislation. Approx. 20 Regulations are followed:
1. Drivers Hours follow EU Drivers’ Regulations. This ensures Drivers are limited to 9 hours per day and take correct rest periods & breaks. This is monitored through Tachographs which are downloaded nightly.
Samples evidenced through Tachomaster: 
· DGN 17/9/21
· CS 8/9/21
2. Tachograph Regulations require that all Vehicles have Tachographs, that these are downloaded, and the information is accurate.
· Samples of Missing Mileage Report were reviewed for 1/9/21 – 28/9/21:
· MK68NNX 
· RE69WPY
3. Drivers Hours Reference Period: requires that over 26 weeks, this period does not exceed 48 hours. This is monitored through the Tachograph Report:-
· Samples: CS Tachograph Report was + 06.47 – all others were OK.
4. Driver Licence Checks: require that Drivers have correct Credentials and fewer than 9 points. This is monitored through the RHA Licence System.
· RHA Dashboards includes Overdue Checks, Risk Scores & Licence Changes.
5. Drivers CPC – requires all drivers to complete 35 hours of classroom-based training over a period of 5 years. This covers Soft Skills for Drivers such as Tachograph, Driver Welfare and Circle Checks.
· Samples of CPC expiry dates were reviewed for the following staff:-
· CS - 4/4/22
· DN - 11/10/26 
· AH - 15/1/26

If Drivers break Requirements, for example Driving without a Tachograph (Gross Misconduct) this is reportable to Traffic Commissioner who could suspend Drivers Licence or issue a fine. There were no Reportable Issues in last 12 months.

The Applicable Legal Requirements Register combined v1.4 4/21 includes:
· Line 73 Drivers Hours & Tachograph Rules
· Line 79 Amendment to above
· Line 70 Max Weekly Working Hours & WTD
· Line 61 Road Traffic Act
OFI – The audit was unable to locate the CPC Legislation on this Register.

Customer Services/Administration	
Evidence of how customer communications are carried out and how customer requirements are met.
DJ explained that all customer service activities is controlled and managed from the IOM using Multifreight which has been evidenced in previous IOM audits.

A11 Physical and Environmental Security 	
Evidence of protection of premises and equipment
(Video Walkthrough)
Physical Site Video Walkthrough Evidence reviewed and included:-
· Locked Confidential Bin – collected each month by Business Waste for Customer & Employee Details. The keys for Confidential Bins are held by Business Waste, not by TDL Staff.
· Observed Clear Desk and Screen for DJ’s Desk & PCs sited in such a way that they are not overlooked.
· Public Path is fenced off and CCTV, Security Lighting & Perimeter Fence are in place. The main gate is controlled by a Banksman.
· Vehicle Yard handles Loading, Unloading, FLT’s & Shunter Vehicles. These are gas operated. Gas Bottles are stored in Cages.
· Bay 1 Loading area with observed Safety Signs.
· Drivers Area for downloading Tachographs.
· Doors have PIN Controls.
· Transport Office demonstrated. Clear Desk and Screen Policy. CCTV Images are retained over 30 days.
· Fire Extinguishers on Premises next due to be checked 24/3/22.
· No AC on site and no servers.
· Driver Records & Vehicles are kept in a separate Secure Room – SM has only access.
· No Hard Disks or Equipment awaiting Disposal. These are taken to and Access handled by the Isle of Man site.

Samples reviewed were:
· Business Waste UK monthly collection invoice evidenced: P63681138 dated 18/8/21 - 1 ton of confidential waste was removed from site.
 It was noted that Skelmersdale site do not follow recycling procedures as no recycling occurs on site. 

FLT Driver records reviewed:
· JV - certificate dated 19/2/21.
· GE – certificate 1452788 expires 28/6/23.
· JD – it was noted that no certificate was available at time of audit.



	Passed
	Major NC   
	Minor NC   3
	O F I    1

	Summary and Results of Audit (tick appropriate box)

Business Continuity Plan is out of date – JK is included in plan, but no longer works for the company it is a requirement of A17.1.3 that business security continuity controls are valid.

It was noted that no FLT training certificate was available for JD at time of audit. It is a requirement of clause 7.5.3 that records are available when and where required.

It was noted that Skelmersdale site do not carry out recycling on site. It is a requirement of the organisations Life Cycle Management Process Issue 17/7/2018 

OFI – The audit was unable to locate the CPC Legislation on this Register there the organisation may wish to amend this register to include that legislation.

Signed (auditor)   K Burnell                                                                                                                Date 29/9/21
Signed (auditee)    D Jones                                                                                                                 Date 29/9/21




	Investigation including Root Cause (5 whys)





Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed





Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date  
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