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Scope
The following procedure defines the controls established and implemented to ensure the protection of information in networks and its supporting information processing facilities.

Responsibility and Authority

The Group IT Manager is responsible for the overall management of this procedure including its correct implementation and regular review.

Control and Distribution

This procedure is issued as a controlled document and can only be updated by the authorised information management representative and must include a revision status and traceability of the change process.

A master is retained as part of the information security management system with uncontrolled copies issued at point of use.

The Procedure
The following areas require procedures:

· Network controls (A.13.1.1)

· Security of network services (A.13.1.2)

· Segregation in networks (A.13.1.3)

A.13.1.1 - Network controls:
· H&B IT manage and control the network infrastructure and supported by third party providers for specific expertise and projects. 
· H&B IT have sole authority to make changes or updates to the network infrastructure.

· No un-authorised access to network infrastructure is allowed and infrastructure is secured by physical and logical access controls. See access control policy 9.1.1

A.13.1.2 – Security of network services:

· Service providers are used for some networking services , Manx Telecom and Synapse Consultants and H&B IT. 
Synapse - provide Ad-hoc service related and project tasks on a requirements basis and have not specific SLA in place.

Manx Telecom – provide the networking communications and phone solution and support this with an SLA in placeSCL1 is 24/7 and faults are fixed within 6 hours. Manx Telecom are ISO 27001 certified.

H&B IT – provide IT and networking support services for TDL which is managed by our helpdesk function to allow us to record and priorities calls.

· Where requests are received which may compromise network security, these must be authorised by the Head of H&B IT before work commences.
· Calls raised for changes and updates for networking services will be recorded on Helpdesk.

A.13.1.3 – Segregation in networks:

· The LAN network is segregated by use of CISCO VLAN’s to split for example voice and data.

· The diagram below shows the full WAN network infrastructure.

· Voice network is segregated via vlan 20 and exits the network on a separate internet link to MT.

· Internet browsing is segregated via vlan 50 
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WAN IP 213.137.25.79

interface Vlan20

description LAN Voice

ip address 192.168.20.2 255.255.255.0
no ip proxy-arp

ip flow ingress

ip nat inside

ip virtual-reassembly in

standby 20 ip 192.168.20.1
standby 20 priority 200

standby 20 preempt

standby 20 track 1 decrement 100
ip tep adjust-mss 1452

!

interface Vlan50

description LAN Wifi

ip address 172,17.0.2 255.255.255.0
o ip proxy-arp

ip flow ingress

ip nat inside

ip virtual-reassembly in

standby 50ip 172.17.0.1

standby 50 priority 180

standby 50 preempt

standby 50 track 1 decrement 100
ip tep adjust-mss 1452
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WAN IP 213.137.25.78 "
interface Vian20
description LAN Voice
ip address 192.168.20.3 255.255.255.0
no ip proxy-arp
ip flow ingress
ip nat inside
ip virtual-reassembly in
standby 20 ip 192.168.20.1
standby 20 priority 180
standby 20 preempt
standby 20 track 1 decrement 100
ip tep adjust-mss 1452
!

interface Vian50

description LAN Wifi

ip address 172.17.0.3 255.255.255.0
no ip proxy-arp

ip flow ingress

ip natinside

ip virtual-reassembly in

standby 50 ip 172.17.0.1

standby 50 priority 200

standby 50 preempt

standby 50 track 1 decrement 100
ip tcp adjust-mss 1452
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