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SCOPE
This controlled procedure details the process for the Issue and control of passwords including their effectives in allowing the appropriate access to systems without restricting effective working arrangements. 
Responsibility and Authority
The Group IT Manager has the responsibility and authority to design, implement and control this procedure as detailed in the scope above.
Control and Distribution
This procedure is issued as a controlled document and can only be updated by the authorised information management representative and must include a revision status and tractability of the change process.
A master is retained as part of the information security management system with uncontrolled copies issued at point of use. The table below sets out the policies implemented including owners and status.
The Process
This procedure the controls implemented to ensure passwords are robust and interactive:
-Enforce the use of individual user ID’s and passwords to maintain accountability
-Allow users to select and change their own passwords and include a confirmation procedure to allow for input errors
-Enforce a choice of quality passwords (6 characters with complexity)
-Force users to change their passwords at the first log-on (users will be asked to change passwords on first logon set by IT)
-Enforce regular password changes (password aging enabled for users every 42 days)
-Maintain a record of previously used passwords and prevent re-use (password history is enabled under group policy for remembering 3 previous passwords)
-Not display passwords on the screen when being entered
-Store password files separately from application system data
-Store and transmit passwords in protected form
- Invalid logon attempts are set to 5 with a lockout for 30 minutes and a reset counter of 30 minutes after
Below is a snapshot of group policy default domain policy settings:
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