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[bookmark: _Toc490145484]1.	Purpose
This document outlines the processes which Heron and Brearley adopt for patch management of computer systems across the group businesses.

[bookmark: _Toc490145485]2.	Definitions
· MS Patching
Microsoft patching is completed via a specific console server called WUSUS. Updates are automatically downloaded to the updates server and wait for approval for installation to client or server groups defined.

Periodic reviews of newly released patches will be undertaken and approved for installation by a member of IT.  Patches for servers have to always be manually installed and are not automatic whereas client PC’s will automatically install and request reboots if required.

Application Patches
Patches of this nature are generally instructed by a vendor rather than being requested. 

Upgrades
Software upgrades are periodically required to update release levels of software which may bring security and functionality enhancements. These updates are usually communicated by the software vendors. 


[bookmark: _Toc490145486]3.	Policy
· Vulnerability assessment and system patching will only be performed by I.T. 

· All patch management needs to be authorised by group I.T. Manager.

· All patches and updates must be downloaded from the relevant system vendor or other trusted source. Each patch or update must be scanned to an anti-virus upon download.

· New servers, desktops and laptops must be fully patched before coming online in order to limit risk to the business.

· Where possible patches or updates should be tested before full implementation.

· Where possible a back-out plan that allows safe restoration of systems to pre-update must be devised prior to rollout. 

· All patches and updates must have a helpdesk ticket detailing the patch name/version with date applied for records.

· Patching is prioritised according to risk to business system or known threats. 

· Installation of un-authorised software and patches are prohibited.
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