	[image: H&B_Logo]

	Information Security Policy


	ISO/IEC 27001:2013


	Issue 1
	Annex A A.8.3.1
Removable Media Policy
	Authorised by:- S Downe 

	Page 1 of 1
	Effective Date   31st October 2017
	Classification Internal






Removable Media Policy

PC’s which are resident members of the active directory domain have security settings in place via Group policy to disable access to removable media ports such as DVD/CD , USB and floppy disks.
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Users who require removable media will need to request files via the IT department who will scan any external device e.g. USB for viruses and then copy required files.

Only Authorised data should be taken off-site in accordance with data security rules.

Helpdesk records should be held for requests for data inbound and outbound via removable media.
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Removable Media Policy

Data collected on: 31/10/2017 09:26:03

Computer Configuration (Enabled)
No settings defined.

User Configuration (Enabled)

Policy defntions (ADMXfiles) retieved from the certral tore.

‘System/Removable Storage Access
Policy. Setting
CD and DVD: Deny read access: Enabled
CD and DVD: Derny wite access. Enabled
Floppy Diives: Deny read access Enabled
Floppy Diives: Deny wite access Enabled
Removable Disks: Deny read access: Enabled
Removable Disks: Deny wite access. Enabled
Tape Dives: Deny read access Enabled
Tape Dives: Deny wite access. Enabled
WPD Devices: Deny read access. Enabled

WPD Devices: Deny wite acoess Enabled
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