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	AUDIT REPORT NUMBER:     05 – 09 – 18 - 30



	Auditor(s) K Burnell, ISO QA Limited
Auditee(s) Mickey C (MC)
	Audit Date 5th September 2018
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	A Pickett
A Kinnin



Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013, ISO 14001:2015 and ISO 9001:2015.
This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed
A 11.1.1 
Key Register 
A 11.1.2 Visitor Controls
Vehicle Fuelling & Storage Scope M002 V1.0 21/8/17
EMS Waste Management
Site Controls Building Services & Utilities
Access Controls
Clear Screen & Desk
Procedures
Manx Petroleum Spill Procedure V01 24/7/17

	Documentation reviewed during audit
Vehicle Fuelling & Storage Scope M002 V1.0 21/8/17
Manx Petroleum Spill Procedure V01 24/7/17
IOM Contracts Procedures



	Details of audit and samples taken
The audit reviewed last audit report dated 10/10/17 015 and there were no issues raised
Areas reviewed included;
Entry Controls
Delivery & Load Areas
Environmental Threats
TFM Log
Heating Oil Storage
Gas Bottles Storage
Parameter Fencing
CCTV


It was noted during the audit that MC left his desk without implementing locked screen controls which can be viewed from a public area at the Collection Point.

The Collection Window remains open which may allow access by unauthorised persons should the office area be unoccupied.

MC reported that his training on Sharepoint Point has not been completed but is is planned for 14/9/18.

MC presented his access to Sharepoint and clicked through processes and procedures demonstrating access to his documents are held in IOM Contracts.
H & B Contracts set out his day to day procedures.

It was noted that the folder MT Storage was empty with  no Information inside AK explained that  it has been set up for future development of procedures in that area.

H & B Contracts include: -

Circle Checks + Driver Debrief V1.0 16/5/18 which is applied to ensure drivers check vehicles for safety Issues.
MC Presented 2 Samples: -
860E 5/9 263452 Recorded in Navision Ref V10509.
KMN 861 E 5/9 380619 to be Recorded in Navision Ref V20509.

It was noted that 860E all boxes were not ticked as required.

The audit reviewed TACHO Disc Book 20/7/17 which records vehicle defects.
Samples reviewed were from 0070176 → 0070200
0070189 – 8/1/18 – defect note was not Legible
0070186 – 22/12/17 – HAT RAM BENT on FLT
0070197 – 13/4/18 – Oil Leaking FLT No 2
0070200 – 21/5/18 – FLT not moving
Defects are reported to the Workshop by scanning and Emailing Vehicle Defect Reports.
MC Presented Email 18/7/18 to BW & NM – Indicator Stock Faulty.

MC Presented TDL Third Party Storage Goods in procedure.
It was noted that this procedure is not issued as a controlled document and controls Incoming, Storage and delivery for 3rd Party items.



Records of actions from this procedure are stored in Navision.
Samples Reviewed: -
1.	12638 Christmas Puddings 2018 T4 held in Stock for Berry’s.
2.	12349 Phonebooks 2018 Total 3326 held in Stock for MT
1 is in Beer Room 2 is in Loading Bay.

It was evidenced that TDL Transport Office has: -
Confidential Waste Bin supplied and controlled by Doxbond & Locked
Recycling for Glass, Plastic & General.
There was evidence of waxed paper in plastic recycling 
First Aid Kit was fully stocked
CCTV Screens monitors using a total of 48 cameras areas covered include:-
Main Gate
Loading Bay 1
Freight 3
Tobacco Room
Fuel Tanks
Images are recorded on Site & Protected in Locked Cabinet.
Images are Stored for 1 Month & Auto Overridden.
MC explained that Police are happy with Clarity of Images as H and B have had to use them in the past to investigate potential theft.

The audit toured the site and reviewed: -

Road fuel tank: was locked & usage is recorded by drivers using the unique code in TFM.
It was noted that there were issues affecting EMS Spilling Controls which included; 
Interceptor which is blocked.
Manx Petroleum Spillage Controls were not clearly communicated to MC.
Power washer is used next to a clean drain.
Hydraulic Oil Container next to Pump which appears to belong to the Workshop.
Empty Containers & ½ full Containers Located on Grass Area next to Power wash
Heating Oil Tank belongs to H & B and was which was locked.

MC explained that he with two main waste streams: -
Cardboard held in Tels Skip & Plastic Wrapping taken by Tels Skips.

Gas Bottles for FLT & Refrigerant Gas Bottles Locked & Protected in 2 Cages.
Main Gate is controlled by proximity cards outside of hours allocated to each driver.
IT Issue & Control Cards including when person leaves.  
Main Gate was inspected – and 6 bolts were missing and some loose and in need of repair which was compromising the integrity of the secure perimeter.
Personnel Gate is controlled by key pad.
Main Gate has proximity reader.
MC presented the key register held in a locked safe dated May 2016 and included: - key holders & alarm codes.
Total of 37 Issued.
 The audit Sampled: -
16 – AP – 1975
18 – CR – 1946
21 – SK 3994 – no left – no Deactivated by G4S
22 – KS – 9785 – no left – no Deactivated by G4S 

MC demonstrated he has access rights to Navision, Fuel System, Paxton, Sharepoint
MMC: - Navision, Fuel System, Paxton, Sharepoint which are relevant to their job roles.
It was noted that MC has access to personnel records relating to HR which was reviewed with AK and AP who confirmed that such access was required for the management of his staff.
	
The Audit Reviewed the Visitor Book for Visitor Controls Dated from 25/9/17 → 13/9/18 and included Dates, Times, Names, Company, Visiting and Car Registration.
It was Noted that some “Time Out” was not Recorded & that the Book is on Open Display.



Signed (auditor)              K Burnell                                                                                             Date 5/9/18



	Passed
	Major NC
	Minor NC  2
	O F I   7

	Summary and Results of Audit (tick appropriate box)
Main Gate was inspected – and 6 bolts were missing and some loose and in need of repair which was compromising the integrity of the secure perimeter which is a non-conformance against 27001;2013 A 11.1.1 Security Perimeter Controls

MC Presented TDL Third Party Storage Goods in procedure. It was noted that this procedure is not issued as a controlled document and controls Incoming, Storage which is a non-conformance against 9001;2015 clause 7.5.2 (a) identification of documented information.

It was noted during the audit that MC left his desk without implementing locked screen controls which can be viewed from a public area at the Collection Point.

The Collection Window remains open which may allow access by unauthorised persons should the office area be unoccupied.

MC reported that his training on Sharepoint Point has not been completed but is is planned for 14/9/18

it was noted that 860E all boxes were not ticked as required.
0070189 – 8/1/18 – defect note was not Legible

There was evidence of waxed paper in plastic recycling

Interceptor which is blocked.
Manx Petroleum Spillage Controls were not clearly communicated to MC.
Power washer is used next to a clean drain.
Hydraulic Oil Container next to Pump which appears to belong to the Workshop.
Empty Containers & ½ full Containers Located on Grass Area next to Power wash

It was Noted that some “Time Out” was not Recorded & that the Book is on Open Display.

Signed (auditor)              K Burnell                                                                                             Date 5/9/18
Signed (auditee                                                                                                                             Date 



	Investigation including Root Cause ( 5 whys )




Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed
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Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date
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