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	AUDIT REPORT NUMBER:     05 – 09 – 18 - 31



	Auditor(s) K Burnell, ISO QA Limited
Auditee(s) Jim Neal (JN)
	Audit Date 5th September 2018
Audit Times 11.10 – 12.30



	Distribution 
	A Pickett
A Kinnin



Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013, ISO 14001:2015 and ISO 9001:2015.
This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
The audit reviewed
Warehouse & Storage
Materials Handling
Vehicle and Trailer Parking & Protection
Access Control
Clear Screen and Desk
Communication

	Documentation reviewed during audit
EMS Policy V1.0 4/10/17
QMS Policy V1.0 4/10/17
ISMS Policy V1.0 4/10/17
SOP021 End of Day Week Process V1.1 7/6/17
SOP102 Trailer Loading Process V1.0 2/8/16
SOP101 IOM Returns Trailer V2.1 20/11/17




	Details of audit and samples taken
The audit evidenced that the main office area has confidential waste bin from Doxbond which was locked and secured.
JN presented documented procedures including;
SOP021 End of Day Week Process V1.1 7/6/17
SOP102 Trailer Loading Process V1.0 2/8/16
SOP101 IOM Returns Trailer V2.1 20/11/17
JN demonstrated Locked screen when away from his desk.
The Awareness Wall in the Office used to communicate: -
ISO 9001 Principles & Customer Satisfaction
ISO 27001 Information security & Protecting Information
EMS Policy V1.0 4/10/17
QMS Policy V1.0 4/10/17
ISMS Policy V1.0 4/10/17
It was clear that JN was using these visual aids to reinforce EMS QMS and ISMS policies and controls to drivers and warehouse staff which included;
Plastic Issues
Site Plan
JN desk area was well controlled. no confidential information on view.
The audit reviewed the main office which included evidence of: -
Recycling: - Plastic, Compost & Tins
JN demonstrated his access to: -
Operations & Compliance
Health & Safety
Sharepoint – which has the ISO Documented System which includes IOM & UK Warehouse, IOM Distribution, Shipping, Skelmersdale Storage & Booking Office Way billing Process.
 The audit reviewed the Following Procedures: -
Total of 12 Procedures in IOM & UK Warehouse Sampled:
SOP021 End of Day Week Process V1.1 7/6/17
SOP102 Trailer Loading Process V1.0 2/8/16
SOP101 IOM Returns Trailer V2.1 20/11/17
JN explained SOP021 controls Items that were not delivered as waiting collection.
Samples of Records Reviewed were: Recorded on Template Issue V1.0 31/5/16.
Samples: -
1.	31/8/18 Listed Job Nos 215605 – 275010
2.	22/8/18 Listed Job Nos 215605 – 274467
3.	16/8/18 Listed Job Nos 215605 – 274248/15
Information is used to re plan deliveries & updates the system.
Dan presented the list 4/9/18 which detailed Jobs 215605 → 275363 and detailed action to be taken in the note’s column.
These actions have been agreed with customers.
The audit reviewed the trailer loading process which controls shipping from IOM to UK including returns & exports.
JN presented records for the above procedure which included loading for 4/9/18.
Samples Reviewed were: -
1.	TDL 26F CONSOL No 60672 Seal No 1650392
2.	TDL DD15 CONSOL No 60671 Seal No 1656493/94/95/96
3.	TDL 123 CONSOL No 60668 Seal No N/A
This Information is transmitted to Skelmersdale at the end of each day.
JN demonstrated communication with Skelmersdale email 4/9/18 @ 18:20 for loading 4/9/18 & includes instructions and what is on each trailer & records in attachments.
The audit reviewed records for IOM distribution from Skelmersdale.
JN presented records for 4/9/18 and included trailer ref, sailing times, type of items (summary).
The details of loadings are recorded in Multifreight completed by Skelmersdale which breaks down the items in each trailer.
JN also accesses the Waybill.
Distribution planning is carried out daily & fridges are given priority and based on the Skelmersdale Waybill.
Drivers are issued with “run sheets” to collect trailers for offloading in IOM warehouse.
Run sheets are reissued once trailers are loaded for IOM deliveries.
This was evidenced on GO60642 which detailed job no, consignment, delivery address, times & customer signatures.
It was Noted Run Sheet not Issued as Controlled Document as it is controlled within Multifreight.

Access rights allocated to: -
JN are Multifreight, Sharepoint, Fleet Matics, Purchase Order System
 He cannot access HR Records.
TO – Cannot Access PO System
MS – Cannot Access PO System
It was noted that Sharepoint training is outstanding for staff.

The audit reviewed the awareness wall located in the warehouse allowing TO and JN to focus staff on issues such: -
information security – given practicable examples
recycling bins in warehouse.
Andy Cain presented his spill kit on LMN 800 T which included all items for clear up & protection.
The audit reviewed the spill kit with TO at red diesel which is accessible to drivers.
No instructions were displayed but drivers are informed and aware if an event occurs.

No sign of leakages from tank which is bunded.
JN explained that vehicles & trailers are secured every night. all keys are secured in the office.
Confidential waste bin in use & locked.
Drivers have access to drivers run sheet.
Proof of Delivery notes in use for evidence which is issued to office.
Spill Kits also available for materials handling.
All drivers have been issued with spill kit & training.

Evidence of displayed media
Displayed Employee Data Privacy Policy V1.0 25/5/18
Warehouse Awareness Wall - EMS V1.0 4/10/17
ISMS V1.0 4/10/17, Quality Policy V1.0 2/5/17




Signed (auditor)              K Burnell                                                                                             Date 5/9/18



	Passed
	Major NC
	Minor NC
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	Summary and Results of Audit (tick appropriate box)
It was noted that Sharepoint training is outstanding for staff.


Signed (auditor)              K Burnell                                                                                             Date 5/9/18
Signed (auditee                                                                                                                             Date 



	Investigation including Root Cause ( 5 whys )




Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date
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