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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013, ISO 14001:2015 and ISO 9001:2015.
This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
4 Context
6 Planning – Statement of Applicability & RATP
7 Resources
9 Monitoring & Measurement
A6 Org of ISMS
A8 Asset Management
A11 Physical Protection
A12 Ops Security
A17 BCP
External Audit OFI’s

	Documentation reviewed during audit
IMS Context Diagram V1.0 June 2018
IMS System Manual V1.0 Draft
Statement of Applicability V1.2 July 2018
Risk Assessment & Treatment Plan V2.0 August 2018
Aspects & Impacts Register V1.2 July 2018
Management Review 30/8/18 Section 2.4 for QMS & ISMS Register.
Management Review 21/5/18 Section 1.8 for EMS Register.
Legal Register V1.3 August 2018
TDL Training Matrix V1.9 August 2018
ISMS Policies & Controls
Targets & Objectives Program
CO2 Conversion Factors – External Document
TDL Quality Objectives



	Details of audit and samples taken
AK presented the IMS Context Diagram V1.0 June 2018 which details all sites IOM, Skelmersdale & Droitwich.
It was Noted that Footer in diagram dated 20/4/18 which differed from the June 2018 controlled status

QMS is covered by Core Services, Support Services & External Providers/Interested Parties.
EMS is Covered by ‘A’ Nos relating to the Aspects & Impacts Register including Vehicle Fuelling, NCI Doors, Disposal of White Goods.
ISMS is Covered by ‘R’ Numbers, IT Providers, Telecoms, Customer Services & Admin.

Both Internal & External Issues are documented on the Diagram including Customer Services and Utilities, Suppliers, Shipping & Government.

Needs & Expectations of Interested Parties is Documented in the Risk Assessment & Treatment Plan for QMS & ISMS which included: -
R1 – Distribution – Customers, Staff, Sub Contractors
R4 – Customer Services – Customers & Suppliers
It was noted that R2.1 + R3.1 – TDL Core Services needs expanding.

EMS – Needs and Expectations of Interested Parties is Site Specific and Detailed within the Aspects & Impacts Register.

Audit Reviewed: -
A10 – HR – Training & Awareness including Cleaners for Waste Management.
A16 – Utilities – Providers require Access to Premises.
A18.2 – Suppliers (Oil/Fuel) – Providers require Spillage Control Procedures.
A26 – Disposal of White Goods – Providers require EMS Instructions.
Two other tabs cover Skelmersdale & Droitwich and uses the same format as IOM including Needs and Expectations.

Scope & Boundaries: -
AK presented IMS System Manual V1.0 Draft on Review Dated August 2018 which requires final sign off as director name has changed.

The Scope is documented in Clause 4.3 and details Core Services, Workshop, Support Services & refers to the Context Diagram and relates to all Sites, EMS, ISMS & QMS.
Review the 3 Policies EMS, ISMS & QMS against External Audit Report to consider Documenting Scope into these Documents. As 4.3 does not specifically cover EMS, QMS & ISMS needs to be expanded to include all standards.

The organisation has an IMS Documented System which address EMS, QMS & ISMS detailed within the IMS Manual Pages 1 - 40.
The audit reviewed: -
Pages 5 – 6 Contacts Page which included Clauses 4, 5, 6, 7, 8, 9 & 10.
Annex A Controls is Documented separately with Statement of Applicability V1.2 July 2018.
Clause 6 Planning.
AK presented the documented Risk Assessments and Aspects & Impacts Registers.
QMS & ISMS has a Risk Assessment & Treatment Plan Detailing Risks R1 – R27 V2.0 August 2018.
The Audit Sampled: -
R18.3 – Sub Contractors Risk Score = 15 = Medium Controls Applied, Risk & Process Owner Documented
R15.2 – IT Providers – Risk Score = 6 = Low/Medium Risk of Acceptable

R14.2 – Building & Building Services Risk Score = 10 = Low/Medium – Control Applied to seek CAPEX to improve
R10 – HR – CIA Score 11 – Risk Score 110 = High Risk Control Applied TDL Recruiting
R1 – Distribution – CIA Score = 10 - Risk = 100 – High Risk Control Applied Training & Awareness Program
R2 – Materials Handling – CIA Score = 9 – Risk = 18 – Low Risk Control Applied – Training & Awareness
EMS
AK Presented the Aspects & Impacts Register V1.2 July 2018 which Covered Risks A1 → A26.
It was noted that Document is Marked V2 16/7/18 which differs from the Footer.

The Audit Sampled: -
A6.2 – Vehicle Fuel Storage – Impact Score 15 = Medium Risk – Control Applied and Risk reduced to Low.
A11 – IT Users – Impact Score 20 = High Risk Control Applied to manage Waste but remains High Risk.
A20 – IOM Government – Impact Score 8 = Moderate Risk Control Applied to Assess Legal Requirements – now Low Risk.
EMS Criteria Details Heat Map showing Risk Applicable QMS & ISMS Criteria includes CIA Table and Heat Map including Risk Applicable.
AK explained that EMS Register was last Reviewed at the last Management Review May 2018.
QMS & ISMS Register was last Reviewed August 2018.
The Reviews were evidenced by AK Documented in ISO.
Management Review 30/8/18 Section 2.4 for QMS & ISMS Register.
Management Review 21/5/18 Section 1.8 for EMS Register.

AK Presented the latest Statement of Applicability V.1.2 July 2018 includes other Sites of Skelmersdale and Droitwich.
The Audit Reviewed: -
A11.1.1 Physical Security – now includes UK Sites
A13.2.3 Electronic Messaging – Updated to Cover XML Files
A18.1.5 Regulation of Crypto Controls not Applicable
A9.2.2 User Access Provisioning – remains the same
EMS Compliance Obligations are Documented within a Legal Register V1.3 August 2018 which include: -
LR 47 – Clean Neighbourhoods & Environment
LR 55 – Building Control Act
LR 11 – Companies Act
All above Documented Compliance Evidence & Owner.
Clause 7 Resources
AK Presented the IMS Manual which Covers EMS, QMS & ISMS in Sections 7.1.1 → 7.5.3 and includes Flow Charts.
Training & Awareness is recorded in the TDL Training Matrix V1.9 August 2018 which Details tabs for:-
Roles & Responsibilities
QMS Processes
EMS Processes
27001 Process
External Training
Tablet & Apps Training
Systems & Office Products
The Audit Reviewed the Following Samples:-
Roles & Responsibilities
Alex K UK Ops & Compliance Manager Details ISMS Access
Brian W IOM Workshop/Fleet Manager Details ISMS Access
Andrew C HGV 1 Driver (IOM) Basic Access to Multifreight
John S HGV 2 Driver (Skem) No Access to Systems
Vorn Brade Driver (Droit) No Access to Systems

9001 QMS
Covers Administration → IOM Contracts & List of Employees
Samples Reviewed were: -
Jim N – Trained in Administration, IOM Warehouse, Multifreight
Tony O – Trained in IOM Warehouse & Elements of Multifreight

14001 EMS
Covers EMS Policy → Awareness of Power Sourcing
Karen W – EMS Policy, Spillage Control
It was noted that Fire & Evac needs to be recorded.
Yvonne B – EMS Policy, Fire & Evac, Awareness, Recycling
John W – Fire & Evac, Shut Down, Spillage Control

27001 ISMS Covers Change Management Process → Supplier Relationships 
Sampled:-
Alison P – All Areas Covered
Steve P- ISMS Policy, Staff Handbook
It was Noted Fleet Workshop EMS is Planned & not Recorded as any Completed.


External Training Courses includes: -
CPC Management Completed by Alex K & John K.
First Aid John V
Fire Marshall Alex M
This Recorded Actual, Planned & Booked Courses.
Remove H & S Records as this is recorded by PC.

Communication of EMS, ISMS & QMS
Awareness Walls are used on IOM to Aid Communications. It was noted This Theme is being rolled out UK Sites.
Regular Reminder Sessions are held with Employees.
External Interested Parties were emailed Dec 2017 to Advise of Working towards ISO Certification.
An Updated Coms is required for Externals to explain that certification has been achieved.

Documented Information
IMS now held & Communicated through Sharepoint Accessible to Users at point of use.
The IMS Manual sets out the Control Applied for the Life Cycle of Documents.
Sharepoint Details 8 Registers for Documents & Records.
The organisation plans to consolidate the documented system where practical 

The Audit Sampled: -
9001 Register Issue 1.2 15/3/18
14001 Register Issue 1.1 14/8/18
27001 Register Issue 1.1 14/8/18
Documents are issued with a Header Control Detailing: -
Title
Scope
Control & Preservation
Owner
Status
Classification
Page No
The organisation is Developing towards a Standard Template as Updates are completed for the QMS 

Samples Reviewed were: -
ISMS Policies & Controls
Targets & Objectives Program
CO2 Conversion Factors – External Document
TDL Quality Objectives
All had Relevant Status Control.
Signed (auditor)              K Burnell                                                                                             Date 6/9/18



	Passed
	Major NC
	Minor NC  1
	O F I  10

	Summary and Results of Audit (tick appropriate box)
It was Noted that Footer in diagram dated 20/4/18 which differed from the June 2018 controlled status It was noted that Document is Marked V2 16/7/18 which differs from the Footer. Which is a non-conformance against 9001:2015 clause 7.5.2(a) identification of documented information.
[bookmark: _GoBack]
It was noted that R2.1 + R3.1 – TDL Core Services needs expanding.

The organisation is Developing towards a Standard Template as Updates are completed for the QMS

The organisation plans to consolidate the documented system where practical

Remove H & S Records as this is recorded by PC.

Awareness Walls are used on IOM to Aid Communications. It was noted This Theme is being rolled out UK Sites.

An Updated Coms is required for Externals to explain that certification has been achieved.

It was Noted Fleet Workshop EMS is Planned & not Recorded as any Completed.

It was noted that Fire & Evac needs to be recorded. 

Scope & Boundaries: -
AK presented IMS System Manual V1.0 Draft on Review Dated August 2018 which requires final sign off as director name has changed.

The Scope is documented in Clause 4.3 and details Core Services, Workshop, Support Services & refers to the Context Diagram and relates to all Sites, EMS, ISMS & QMS.
Review the 3 Policies EMS, ISMS & QMS against External Audit Report to consider Documenting Scope into these Documents. As 4.3 does not specifically cover EMS, QMS & ISMS needs to be expanded to include all standards.

Signed (auditor)              K Burnell                                                                                             Date 6/9/18
Signed (auditee                                                                                                                             Date 



	Investigation including Root Cause ( 5 whys )




Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date
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