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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013, ISO 14001:2015 and ISO 9001:2015.
This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
A5 Info Sec Policies & Reviews
A6 Organisation of ISMS
A8 Asset Management
A11 Physical Protection
A12 Ops Security
A10 Encryption
A9 Access Control
	Documentation reviewed during audit
Access Control V1.0 May 2017
Password Management Policy V1.0 Aug 2017
Info Sec Policy V1.1 Nov 2017
H & B Group IT Policy V2 1/7/17
Health Check Process V1.1 October 2017
Inventory of Assets A8.1.1 V1.2 11/7/18
Group IT Policy
Staff Handbook
Key Holder Policy
Info Classification & Handling Proc ISS 1 1/8/17 A8.2.3
Removable Media Policy A8.31 ISS 1 31/10/17 – Disabled
Life Cycle Management Process Issue 2 17/7/18
Waste Disposal Licence Register
Secure Disposal Procedure
Equipment Siting & Protection Policy was Reviewed at V1.0 Aug 2017



	Details of audit and samples taken
KB opened the audit by explaining to CR why the audits are required, and the methodology Involved.
CR presented the Info Sec Policies which include: -

A5 Policies and Reviews
Access Control V1.0 May 2017
Password Management Policy V1.0 Aug 2017
Info Sec Policy V1.1 Nov 2017
ACP Reviewed Header States ISS 1 which Matches Correct Control. This Controls A9, A11, A18 & A16 Requirements. Due for Review 1/11/18.
Password Management Policy at Issue 1 August 2017 due for Review 15/11/18.
Info Sec Policy is at V1.1 15/11/17 due for Review 15/11/18.
It was evidenced that the Organisation has several Policies with Review Dates. All Review Dates are in Advance.



A6 Organisation of Information Security
A6.2.1
Mobile Device Controls are detailed in the H & B Group IT Policy V2 1/7/17 under Laptops &tablets.
Laptops Issued to SP, AP, KQ, MMAC + LW which have Antivirus Protection (VIPRE), Pin Protected & Password Managed.

Policy States that devices are health checked every 2 Months which Implement is not. CR suggests every 6 Months would be more practical which is in Line with Health Check Policy.

It was noted that the Sharepoint documents are not hyperlinked to aid easy retrieval
 
A6.2.2
Teleworking is employed using Laptops Controlled by Health Check Process V1.1 October 2017 which Details Policy Checks every 6 Months.
CR explained that Helpdesk retains a List of Laptop Users to Allow Tracking for Health Checks.
Sampled:-
Laptop 54 Issue to SP
IPhone 6 451040 Issue to SP
Laptop LTDR05 Issue to KQ
Galaxy J36 Ref 431723 Issue to KQ
IPhone 6 460999 Issued to AP
AP Laptop not in Helpdesk Records.

TDL Laptop Issued to MMC.
•	No Records retained for Health Checks which could be recorded in Audit Function.

A8 Asset Management
The Audit Reviewed the Statement of Applicability which refers to: -
1.	Inventory of Assets A8.1.1 V1.2 11/7/18
2.	Group IT Policy
3.	Staff Handbook
4.	Key Holder Policy
5.	Info Classification & Handling Proc ISS 1 1/8/17 A8.2.3
6.	Removable Media Policy A8.31 ISS 1 31/10/17 – Disabled
7.	Life Cycle Management Process Issue 2 17/7/18
8.	Waste Disposal Licence Register
9.	Secure Disposal Procedure
The Audit Reviewed:-
1 assets Listed in a Register 1A → 94
Samples Reviewed were:-
7 Brother Fax 1360 in Main Office – CR Reported no longer in use and now in Scrap Store.
62 Mitel iPhone Located with S Pickett.
75 Mobile Phone Issued to MMAC – not in Helpdesk Records.
89 Desktop Dell Peku 150 Located AP/Spare.

The Asset Register Details Classification, Owner, Disposal Method and Locations.
 The Audit Reviewed the Lifecycle Process.
It was noted that Computer Equipment now Sourced from Highgate. 
This Document also Addresses EMS, QMS Requirements.
The Audit Reviewed the Secure Disposal Media Procedure.
A8.3.2 ISS 1 1/8/17 Details Disposal of:-
Hard Drives
USB Drives
CD/DVD
Mobiles
MFP
Paper
Prior to Disposal Items are secured in Server Room or DP Room. This was evidenced by CR during Audit.
It was noted that there is Plans to prepare & Dispose of a Range of Information which will require Records & Selection of Approved 3rd Parties.

A11.1.2
IT Control the Issue of Entry “Fobs” through the Access Control Request Form.
Samples Reviewed:-
6/9/18 for JO – Fob not Return but now disabled.
7/6/18 for PP – Warehouse Manager
11/6/18 for MM - Retail Office Staff
11.2.1 Equipment Siting & Protection Policy was Reviewed at V1.0 Aug 2017 Details the Protection of:-
Servers & Networks – Screen Reviewed – see Notes Below.
PC’s & Printers – all Located in Protected Areas.
Equipment Removal – CR Reported no Equipment has left Site.
11.2.2
The Organisation has UPs Protection to Avoid Loss of Processing Data with Approx 6 Hours.
BCP is under Development as Detailed in A17.
11.2.3 Cabling Security – PAT Testing is Employed & Cabling Secured under Floor Sockets.
11.2.4 Equipment Maintenance
G Evid * Prospero have Carried Maintenance on UPs – Record awaited to Review Results.
H Evid * AC in Server Room has been Maintained & H & B Staff.
I Evid J Evid Fire Suppression System Maintained by Prospero. Also Pressure Test the Server Room for Integrity.
The Audit Inspected the DP Room which was secured & held Equipment Mailing Disposal.
The Server Room was Cooled to 21° on Servers easily Accessible.
Combustible Materials & other Items Stored in the Area which should be removed.


Signed (auditor)              K Burnell                                                                                             Date 7/9/18



	Passed
	Major NC
	Minor NC 2
	O F I  6

	Summary and Results of Audit (tick appropriate box)

Policy States that devices are health checked every 2 Months which Implement is not. CR suggests every 6 Months would be more practical which is in Line with Health Check Policy. No Records retained for Health Checks which could be recorded in Audit Function This is a non-conformance against the organisation’s procedures.

AP Laptop not in Helpdesk Records.
75 Mobile Phone Issued to MMAC – not in Helpdesk Records.
Which is a non-conformance against the organisation’s procedures


It was noted that the Sharepoint documents are not hyperlinked to aid easy retrieval

Records for the following need to be available to review during audits
Prospero have Carried Maintenance on UPs – Record awaited to Review Results.
AC in Server Room has been Maintained & H & B Staff.
[bookmark: _GoBack]Fire Suppression System Maintained by Prospero. Also, Pressure Test the Server Room for Integrity.
.
Combustible Materials & other Items Stored in the server Area which should be removed.

It was noted that there is Plans to prepare & Dispose of a Range of Information which will require Records & Selection of Approved 3rd Parties.

6/9/18 for JO – Fob not Return but now disabled.

It was noted that Computer Equipment now Sourced from Highgate.

Signed (auditor)              K Burnell                                                                                           Date 7/9/18
Signed (auditee                                                                                                                            Date 



	Investigation including Root Cause ( 5 whys )




Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date
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