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Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013, ISO 14001:2015 and ISO 9001:2015.
This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
Asset Management A8
A17 Business Continuity
A12 Operations Security
	Documentation reviewed during audit
S of A V1.2 July 2018
Asset Registers
Group IT Policy V2.0 July 2017
Training Records
Staff Handbook
Information Classification & Handling Procedure v1.0 August 2017
Removable Media Policy v1.0 31st October 2017
Waste Disposal Licence Register
Change Management Process V1.0 August 2017
ISMS Network Procedure V1.0 Aug 2017
Secure Disposal of Media V1.0 Aug 2017
BCP Test Records



	Details of audit and samples taken
Asset Management A8
The Audit Reviewed the S of A V1.2 July 2018 Details the Controls Applied to Address Annex A8 A8.1 Responsibilities for Assets.
The Organisation has Established 3 Asset Inventories IOM, Skelmersdale & Droitwich.
AK Presented the IOM Register which Details Ownership of Assets. 
Samples Reviewed: From a Total of 94 Entries.
Samples Reviewed:-
Item 7 Brother Fax 1360 – Ownership was all.
It was noted that the register did not record that it was removed to it for disposal which AK has now updated.
Item 23 Camera & Processor Located in TDL Meeting Room & Owned by AP.
Item 52 Power Transformers Owned by Workshop but no Information Stored or Processed.
Item 74 Mobile Phone Samsung Owner is MC. It was noted that this mobile is not protected.
Item 91 Desktop Owner is ES Dell Ref PEKU 222 which was labelled & correct.
AK Presented the Group IT Policy V2.0 July 2017 which defines the return of assets on page 23 including the return of mobile devices for repair to it department. 
Page 11 details policy for the control of laptops & tablets. page 24 details return to the it department. This Document also Details Acceptable use including: - Telephones, PC’s, Mobile Devices.
The Audit Reviewed the Training Records to Evidence Asset use Awareness: -
Acceptable use of Assets has been Recorded & Delivered to:-
JN, KQ, DM, LW, TO & Drivers
It was Noted IJ and LW has not yet had an Awareness Session.
Reviewed Laptop with LW who has Pre-Populated her Password which is not regularly Force Changed.
the audit reviewed the staff handbook to evidence a8.1 requirement which is detailed in section 8 security & appendix v – it policy – hard copies are made available and notices advise location.

It was Noted that the SHB needs to be Issued to UK Personnel.

A8.2 Information Classification
The audit reviewed the information classification & handling procedure v1.0 august 2017.This details the levels of classification which are:-
Highly Confidential
Restricted
Internal Use
Public
It was noted that unmarked information is “confidential” which is not in the above list.

The Inventory of Assets was Reviewed which included Classification of: -
Highly Confidential – No Assets are Listed for Area.
Restricted includes – Desktops, Safe, Servers, Mobile Devices.
Internal use includes Printer, Telephones, Conference Facilities, Card M/C.
Public includes Website.
It was noted that the documents are classified within the header controls which is being developed across QMS & EMS. the handling of assets is detailed in the asset inventory.

A8.3 Media Handling
AK presented the Removable Media Policy v1.0 31st October 2017 which has been audited with the it audit.
AK Presented the Waste Disposal Licence Register referred to in S of A A8.3.2 Current as at 20/8/12 & still Current.
It was Noted that no Items have been Disposed of but there are Items waiting disposal.




A12 Operations Security
A12.1 Procedures & Responsibilities are Detailed in the S of A and includes a Change Management Process V1.0 August 2017 which Controls the Requirements Specified in A12.1.2 & A12.1.3. This Process is used for ISMS, EMS & QMS.
AP used this Process for the Change Management Structure. It is also being used for Wages Migration, Records of Management Structure & Wages Migration.
AK Presented the Documented Operating Procedures held in Sharepoint under ISO Processes & Procedures which included:-
ISMS Network Procedure V1.0 Aug 2017
Secure Disposal of Media V1.0 Aug 2017
These have been Set to Review Dates 29/3/19.
A17 Business Continuity
AK Presented Test Records Dated 22/11/17 which was a “Train Derailment” which included Lessons learnt included: -
Improvement of Driver Contracts
Improvement of Key Contacts
Customers & Partners Support
Refined the BCP Team
Also Updated Forms & Appendices to Reflect the Lessons learnt.
Last Test Conducted 10/5/18
Next Test Planned Nov 18

Signed (auditor)              K Burnell                                                                                             Date 12/9/18



	Passed
	Major NC
	Minor NC  2
	O F I  5

	Summary and Results of Audit (tick appropriate box)
It was Noted IJ and LW has not yet had an Awareness Session which is a non-conformance against 27001;2013 Annex 7.2.2 ISMS awareness and training.

Item 74 Mobile Phone Samsung Owner is MC. It was noted that this mobile is not protected which is a non-conformance against the organisations  documented controls.
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It was noted that the register did not record that it was removed to it for disposal which AK has now updated

Reviewed Laptop with LW who has Pre-Populated her Password which is not regularly Force Changed.

It was Noted that no Items have been Disposed of but there are Items waiting disposal.

It was noted that unmarked information is “confidential” which is not in the above list.

It was Noted that the SHB needs to be Issued to UK Personnel.
Signed (auditor)              K Burnell                                                                                             Date 12/9/18
Signed (auditee                                                                                                                             Date 



	Investigation including Root Cause ( 5 whys )




Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date
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