	[image: cid:3338544315_75967914]

	Audit Report


	BS ISO/IEC 27001:2013
BS EN ISO 14001:2015
BS EN ISO 9001:2015

	Issue 2
	Ref. AUDIT
	Authorised by:- K Burnell

	Page 4 of 5
	Effective Date:1st July 2018
	Classification – Restricted Access



	AUDIT REPORT NUMBER:    12 – 09 – 18 - 41



	Auditor(s) K Burnell, ISO QA Limited
Auditee(s) Chris R ( CR)
	Audit Date 12th September 2018
Audit Times 14.05 – 15.25



	Distribution 
	A Pickett
A Kinnin



Audit Criteria:
Passed: - The processes and procedures are conforming to requirements
OFI: - The processes and procedures are conforming to requirements but improvements could be made.
Minor Non Conformance: - The processes and procedures do not fulfil a requirement but is unlikely to result in ISMS failure.
Major Non Conformance: - The processes and procedures do not fulfil a requirement and is likely to result in ISMS failure.

Frequency of audit:
Audits are carried out at planned intervals as detailed in the audit plan and shall reflect previous audit results and the importance of processes.

Audit methods:
The audit process is carried out to ensure that planned arrangements and the ISO standard are conforming. They are conducted by independent trained auditors who carry out the function in an objective and impartial manner. The frequency of audits is detailed above. They are conducted either at the point of use of a procedure, within a process or department or as a desk audit as appropriate.
During the audit process the auditor interacts with the auditee in order to obtain objective evidence which can be in the form of documents, statements (verbal or written), records and visual media. This evidence is recorded as detailed below and includes a summary and a final result based on the above audit criteria.
This report is signed by both the auditor and the auditee to confirm that the audit has been conducted following the above process which includes agreement regarding the selected resulting criteria.


Introduction
This audit was commissioned by Trade Distribution Limited to ensure that their information security system and environmental system is conforming to the requirements of ISO 27001:2013, ISO 14001:2015 and ISO 9001:2015.
This will ensure that any non-conformances (major or minor) are dealt with accordingly and preventive actions are put in place. The organisation also requires feedback on opportunities for improvement.

Scope
A9 Access Control
A12 Operations Security
A10 Cryptographic Controls

	Documentation reviewed during audit
Access Control Policy Issue 1.0 1/5/17
Event Log Process Issue 1.1/8/17
Clock Sync Process V1 August 2017
IP Monitor
Controls against Malware Issue 1 August 2017
Group IT Recovery Plan V1.0 August 2017
Patch Management Policy ISS 1.0 1/8/17




	Details of audit and samples taken
CR Accessed Sharepoint and Presented the Access Control Policy Issue 1.0 1/5/17 which Details Controls Applied across Annex A9 including:-
Network and Network Services
User Access Rights
Privileged Access Rights
Access Rights are Allocated and Recorded through Helpdesk. 
The Audit Reviewed the Records for IJ to understand how the Controls were Applied through the TDL Users Folder and he can Access CITRIX, Warehouse & Reports.
ACTIVE DIRECTORY Reviewed for TDL include: -
Cameron H – still has Access to Log on.
Y. Byron – has been disabled temporarily whilst off Sick.
Bethany Salisbury is in the Group.
Privileged Users are Senior Managers.
A12 Operations Security
12.4.3
12.4.2
12.4.1
12.4.4
The Audit Reviewed the S of A for the Above Controls which is Detailed with the Event Log Process Issue 1.1/8/17 CR explained that Logs are kept but are then Reviewed.
CR Evidenced Clock Sync Process V1 August 2017 which Details the Group Policy Configuration which is Synked every 1 Hour to the Domain Controller every Hour Displayed in 24 Hour Format DD MM YYYY.
12.1.3 Capacity Management – is Managed as Part of the Change Management Process.
CR Demonstrated the use of IP Monitor which sends an Alert Set up against Min free Space Requirements.
Samples Reviewed were:-
1.	Kewaigue 1 free Space Req 5% Currently at 25.3%
2.	HBNT Server free Space Req 6GB Currently at 21GB
3.	MSG V01 Server free Space Req 500MB Currently at 2700MB
4.	TD (H) Drive has a Buffer of 20GB

A12.2.1 The Audit Reviewed the Controls against Malware Issue 1 August 2017 which Details Protection via Firewall which has Web Filtering and VIPRE AV & Email Security.
A12.3.1 Details the Backup Policy which is Part of the Group IT Recovery Plan V1.0 August 2017 which CR Confirmed was Operational.
CR Presented Backup Records Demonstrating Job Histories 350 Items.
Sampled:-
1.	OBS02 12/9/18 @ 01:00
2.	Kewaigue 1 11/9/18 @ 22:30
3.	MSG001 11/9/18 @ 04:05
One recent Failure Alert OBS02 9/9/18 @ 01:00 and has now been Backed up 10/9/18 @ 09.30. CR run full Back up to Clear.

A12.5.1 & 12.6.2 Installation of Software is Controlled through the Group IT Policy Issue 2.0 Page 16 Details the Controls Applied.
12.6.1 is Controlled by the Patch Management Policy ISS 1.0 1/8/17 Detailed in Section 3. CR explained that Updates are Applied where Applicable.

A10
CR explained that Encryption is not used in TDL.









Signed (auditor)              K Burnell                                                                                             Date 12/9/18



	Passed
	Major NC  
	Minor NC  2
	O F I

	Summary and Results of Audit (tick appropriate box)
Cameron H – still has Access to Log on which is a non-conformance against A 9.2.1 27001;2013 user access registration and de registration.

[bookmark: _GoBack]CR explained that Logs are kept but are then Reviewed which is a non-conformance against A 12.4.1 27001:2013 event logs are to be regularly reviewed.
Signed (auditor)              K Burnell                                                                                             Date 12/9/18
Signed (auditee                                                                                                                             Date 



	Investigation including Root Cause ( 5 whys )




Signed                                                                                                                              Date



	Corrective Action Agreed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date



	Corrective action completed




Signed (auditor)                                                                                                           Date
Signed (process owner)                                                                                              Date
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