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This agreement is made the date of month year between Company Name and Data Processor Company Name.
Company Name is the data controller and will determine the purposes and means of processing personal data.
Data Processor Company Name is the data processor and will process personal data on behalf of Company Name, in accordance with this agreement.

Terms and definitions
	“Data subject”
	A natural person who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.


	“Processing”
	An operation, or set of operations, which is performed on personal data, or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.


	“Personal data”
	Any information relating to a data subject, which has been provided to the data processor by the data controller.


	“Recipients”
	A natural or legal person, public authority, agency or another body, to which the personal data are disclosed, whether a third party or not.



It is agreed as follows:
1. The data processor will process personal data as detailed within this agreement, unless further processing is required. Further processing will be determined in documented instructions from the data controller.
2. The data processor will not transfer personal data to recipients not documented within Schedule 1 (Data Processing Particulars).
3. Personal data will not be disclosed to another party, unless permitted in writing by the data controller.
4. Appropriate security measures must be taken, to ensure that personal data is protected from accidental or unlawful destruction, loss, alteration, unauthorised disclosure or unauthorised access. These measures will be determined within Schedule 1 (Data Processing Particulars).
5. The data processor will inform the data controller of any changes they plan to make which may affect this agreement, such as engaging another data processor or amending their processing operations.
6. Changes will be approved by the data controller in writing, prior to the change. If the controller approves the change then a new/amended Data Processing Agreement must be signed by the data processor.
7. If another data processor is to be engaged, or changes to other data processors are to be made, for processing on behalf of the data controller, this must be approved by the data controller in writing, prior to the engagement. If the data controller approves the engagement then a new Data Processing Agreement must be implemented and signed by the other data processor, determining the processing to be undertaken and further controls. If the other data processor fails to fulfil its data protection obligations, the initial data processor will remain fully liable to the data controller.
8. The data processor will assist the data controller with regards to their obligations to data subject rights, including access to their personal data, rectification or erasure of their personal data and restriction of processing their personal data.
9. The data processor will assist the data controller with data protection impact assessments, where requested by the data controller.
10. The data processor will inform the data controller (in writing) immediately if a personal data breach is identified. The information to the data controller needs to include: 
· The nature of the personal data breach
· Categories and approximate numbers of data subjects concerned
· Categories and approximate numbers of personal data records concerned
· Name and contact details of the Data Protection Officer or data protection contact of the data processor
· Likely consequences of the personal data breach
· Measures taken, or proposed to be taken, to address the personal data breach
· Measures to be taken to mitigate possible adverse effects
11. Upon termination of this agreement, all personal data must be returned to the data controller or deleted. Return or deletion will be determined by the data controller.
12. The data processor will make available to the data controller all information necessary to demonstrate compliance with this agreement, including allowing for the data controller to undertake audits.
13. The data controller will follow the Data Processing Particulars, as determined in Schedule 1.
14. The data processor will ensure information provided by the data controller remains confidential and will not disclose such information to other parties, except upon written instruction by the data controller.


Signed for and on behalf of 			Signed for and on behalf of 
Company Name					Data Processor Company Name


SCHEDULE 1
DATA PROCESSING PARTICULARS 

	The nature and purpose of the processing
	Why it needs to occur

	The subject matter and duration of the processing
	What the processing is and how long it will occur for

	The type of personal data being processed
	e.g., name, address, date of birth

	The categories of data subjects
	e.g., Members, Customers

	Permitted purposes
	Why the processing is occurring

	Permitted recipients
	Who is allowed to receive the personal data

	Security measures implemented by the data processor to protect personal data
	e.g., access controls, encrypted documents
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