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[bookmark: _Toc119070284]Introduction 
This policy determines the controls implemented to comply with the Isle of Man Data Protection Act 2018.

In this document, “Data Protection Act” refers to the Isle of Man Data Protection Act 2018 and it’s associated legislation and “IOM ICO” refers to the Isle of Man Information Commissioner’s Office.
Further terms and definitions can be found in Appendix 1 of this document.

[bookmark: _Toc119070285]Principles relating to the processing of personal data 
Personal data must be:
1. Processed lawfully, fairly and in a transparent manner.
2. Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes.
3. Adequate, relevant and limited to what is necessary.
4. Accurate and, where necessary, kept up to date.
5. Kept in a form which permits identification of data subjects for no longer than is necessary.
6. Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical and organisational measures.

[bookmark: _Toc119070286]Lawfulness of processing
Processing can only be lawful if at least one of the following applies:
· The data subject has given consent to the processing of their personal data;
· The processing is necessary for the performance of a contract with the data subject, or to take steps at the request of the data subject prior to entering into a contract;
· The processing is necessary to comply with a legal obligation that the data controller is subject to;
· The processing is necessary in order to protect the vital interests of the data subject or another person;
· The processing is necessary for the performance of a task carried out in the public interest;
· The processing is necessary for the purposes of the legitimate interests pursued by the data controller.
This information is documented in the Records of Processing Activities (legal basis for processing).
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Where processing is based on consent, we must demonstrate the data subject has given their consent. This must be in written format, such as email correspondence or signed application forms. 
Consent can be withdrawn at any time by the data subject. The data subject must be informed of this when they originally give consent.

Consent for children’s data is required if we are offering information society services to children below 13 years of age. This consent can only be provided by a parent or guardian (holder of parental responsibility) of the child. 
We do not offer information society services to children below 13 years of age, therefore this section of the Data Protection Act does not apply.
Remove above line if information society services are offered to children below 13 years of age
If information society services are offered to children below 13 years of age, this section of the Data Protection Act does apply and the process for verifying parental/guardian consent must be determined.

Special categories of personal data include:
· racial or ethnic origin
· political opinions
· religious or philosophical beliefs
· trade union membership
· genetic data
· biometric data
· health
· sex life or sexual orientation

Processing special categories of personal data is prohibited unless: 
a) The data subject has given explicit consent;
b) Processing is necessary to carry out obligations in the field of employment and social security;
c) Processing is necessary to protect the vital interest of the data subject or another person;
d) Processing is carried out for legitimate activities by a foundation, association or other not-for-profit body with a political, philosophical, religious or trade union aim; 
e) The personal data are made public by the data subject;
f) Processing is necessary for the establishment, exercise or defence of legal claims;
g) Processing is necessary for substantial public interest;
h) Processing is necessary for the purposes of preventive or occupational medicine;
i) Processing is necessary for reasons of public interest relating to public health; or
j) Processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes.
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In accordance with the Data Protection Act, data subjects have the following rights:
a) Access
Confirmation of, and access to, their personal data being processed. This includes details of any third parties the personal data have been, or will be, transferred to, where the personal data were collected from (if not from them) and how long the personal data will be stored for. 
b) Rectification
Correction of inaccurate personal data concerning them and completion of any incomplete personal data.
c) Erasure
Also known as the “right to be forgotten”. Their personal data needs to be erased, if we no longer require it, they have withdrawn consent and there is no legal ground for processing, they have objected to the processing and there are no overriding legitimate reasons for us to process, unlawful processing has been identified, we need to comply with a legal obligation or the personal data have been collected to offer information society services directly to a child below 13 years of age.
d) Restriction of processing
If the data is inaccurate, the processing is unlawful, the personal data are no longer needed for processing but are required by them in relation to legal claims or they object to the processing but verification of legitimate grounds needs to be established.
e) Data portability
They can receive their personal data in a structured, commonly used and machine-readable format and it must be able to be transmitted to another data controller without hindrance from us.
f) Object
They can object to the processing of their personal data at any time. We must no longer process the personal data unless we can demonstrate legitimate grounds for processing.

The data subject must be notified of any rectification, erasure or restricted processing of their personal data once their request has been fulfilled.

They have the right to not be subject to a decision based solely on automated processing, including profiling. This does not apply if the processing is necessary for the performance of a contract between them and us, has been authorised by Manx law or is based on their explicit consent.
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When a data subject makes an access request, the request must be sent to our Delete as appropriate: Data Protection Officer / Data Protection Manager who will manage it to closure. If the request is made verbally, the data subject must be asked to send their request via email to email address. This is to ensure there is evidence of our compliance with data protection laws.

The requested information is to be presented to the data subject within one month of their request. If the complexity of the request cannot be met within one month, the timeframe can be extended by a further two months, with the data subject being informed within one month of the original request, determining the reasons for the delay.

If the information cannot be provided to the data subject (e.g., it does not exist, has been deleted, contains too much information regarding another person), they must be informed within one month of their request, with the reasons for not providing the information. The data subject must also be informed that they have the right to lodge a complaint with the IOM ICO.

Information must be provided to the data subject free of charge, unless the request is excessive, repetitive or will take too much resource to warrant a free response. This is to be determined by the  Delete as appropriate: Data Protection Officer / Data Protection Manager upon receiving the request. We can refuse to act upon the request if it has been determined as unfounded, excessive, or repetitive, as long as we can demonstrate this to the IOM ICO where required.

The following information is to be provided to the data subject:
· The purposes of processing the personal data
· Types of personal data concerned 
· Recipients (or categories of recipients) to whom the personal data has been disclosed
· If the personal data will be disclosed to another party. This is to ensure that the data subject is fully aware of where their information will be sent to
· The period for which the personal data will be stored
· The data subject’s rights to have the information rectified, erased, the processing restricted or object to the processing
· The data subject’s right to lodge a complaint with the IOM ICO
· Where the personal data was obtained from, if it was obtained from the data subject
· A copy of the personal data undergoing processing, as long as it does not negatively impact other individuals
The information must be provided to the data subject in written format. All correspondence relating to the request must be stored in an agreed location, as evidence of compliance with data protection laws.
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The data subject may respond to the information provided, to request rectification, erasure or restriction of processing. 

Inaccurate information needs to be rectified as soon as possible, to ensure our records are up to date. The processing of the information is to be restricted until the information is accurate. 

Requests from data subjects to delete their information must be acted upon immediately. The information must be located and deleted, wherever it has been saved. If the information cannot be deleted, due to legal or contractual obligations, the data subject needs to be informed why and that it will not be processed further. 
In cases where personal data cannot be deleted, but is no longer required to meet legal or contractual obligations, it can be anonymised.

The data subject has the right to restrict the processing of their personal data, if one of the following applies:
· The accuracy of the personal data is contested by the data subject,
· The processing is being carried out unlawfully, or
· The data subject objects to processing, due to it not being compliant with data protection laws. 
In all cases, we must stop processing and verify the legal basis, legitimate purposes, contractual obligation or the data subject’s consent to processing the personal data, prior to further processing. Personal data under restriction can still be stored, as long as it is not being processed.
Restriction of processing can be lifted, by verifying the legal basis, legitimate purpose, contractual obligation, or consent, and informing the data subject, before processing further. If the IOM ICO were involved in the restriction of processing, due to a complaint being raised by the data subject, then they must also be informed of the lifted restriction, with our verification being demonstrated.

If rectification, erasure or restriction of processing  has occurred, inform the data subject when the process has been completed.
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This process must be followed if a data subject has requested one of the following:
· Rectification of their personal data
· Erasure of their personal data
· Restriction of processing their personal data, pending further investigations

Carry out an investigation into the relevant personal data and determine whether it has been shared with any third parties. Notify the relevant third party of the task to be undertaken (rectification, erasure or restriction) and save the correspondence.
If the data subject has requested it, they are to be informed of the third parties involvement, and that the third party has been requested to rectify, erase or restrict the processing of the personal data.

[bookmark: _Toc119070292]Processing not requiring identification 
If the identification of the data subject is no longer required, we are not obliged to maintain, acquire or process additional information in order to identify the data subject.
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If breaches are not adequately addressed, they may result in damage to the data subject, including:
· Loss of control over their personal data
· Limitation of their rights
· Identity theft or fraud
· Financial loss
· Discrimination or damage to their reputation
· Economic or social disadvantage

Examples of a personal data breach can be:
· Server hacked and personal data lost
· Personal data lost by other means
· Loss of a device which contains personal data and has not been adequately protected or cannot be wiped remotely
· The incorrect party being sent personal data relating to a different data subject
· Personal data being disclosed to the public

In all cases, the data breach needs to be assessed, to determine whether it is likely to result in risks towards the rights and freedoms of the data subject(s) concerned.
Record the breach in the Data Breach Log and assess the risk rating by multiplying the likelihood by the impact:
	Likelihood
	
	Impact

	Likely (3)
	Data subject(s) concerned will be impacted
	
	Significant (3)
	Personal data which can be used to identify the data subject(s) has been disclosed, lost, etc.

	Could occur (2)
	Data subject(s) concerned may be impacted
	
	Medium (2)
	Breach includes minimum personal data which, if investigated, could be used to identify the data subject(s)

	Unlikely (1)
	Data subject(s) concerned will not be impacted
	
	Little or none (1)
	No risk posed to the data subject(s);
No personal data included in the breach;
Personal data encrypted/pseudonymised



Risk Assessment Criteria
	Risk Rating
	Actions required

	1 - 2
	Low risk - No breach identified and no actions required

	3 - 4
	Medium risk - Assess and decide whether the IOM ICO and data subject(s) need to be notified

	6 - 9
	High risk - Notify IOM ICO and data subject(s)



The IOM ICO must be informed of the data breach no later than 72 hours after we become aware of the breach. If the IOM ICO cannot be notified within 72 hours, the notification must be accompanied with a reason for the delay.
Report the breach through the IOM ICO website: https://inforights.im/organisations/data-protection-law-2018/personal-data-breach/notifying-the-commissioner/
The notification needs to include:
· Nature of the data breach (what happened)
· The categories and approximate numbers of data subjects concerned
· The categories and approximate numbers of data records concerned
· Name and contact details of the data protection point of contact where further information can be obtained 
· Description of the likely consequences of the data breach
· Measures taken, or proposed to be taken, to address the data breach
· Where appropriate, measures to be taken to mitigate possible adverse effects
If the above information cannot be provided at the same time, it can be provided to the IOM ICO in stages, but it must be without undue further delay.

The data subject(s) whose personal data was involved with the breach must be informed, without undue delay. The following needs to be communicated to them, in writing:
· Nature of the data breach (what happened)
· Name and contact details of the data protection point of contact where further information can be obtained
· Description of the likely consequences of the data breach
· Measures taken, or proposed to be taken, to address the data breach
· Where appropriate, to be taken to mitigate possible adverse effects

If any of the below conditions have been met, the data subject(s) does not need to be informed of the breach:
1. The personal data was encrypted/pseudonymised and would be unintelligible to an unauthorised party
2. Measures have been taken to ensure the high risks to the rights and freedoms of the data subject(s) is no longer likely to materialise
3. The data subjects concerned are numerous
If point 3 above is the condition for not informing the data subjects, there must be a public message issued to inform the affected data subjects. 
The IOM ICO may also require us to communicate the breach to the data subject(s), even if it is determined to be low risk. 

All information relating to the breach, including evidence, investigative documents and correspondence from us to the IOM ICO and relevant data subject(s), must be retained indefinitely. It may be required by the IOM ICO at a later date. All safeguards must be in place to protect this information.

Ensure all information related to the data breach is documented in the Data Breach Log.
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A data protection impact assessment needs to be conducted if significant changes are due to be made to current processes or new processing of personal data is being introduced. It should be followed prior to the changes being made, to ensure that all necessary controls are implemented appropriately.

Use the Data Protection Impact Assessment Log to record all information and to determine the risk level and controls required to mitigate the risks. The views of data subjects, on the intended processing, must also be sought, to determine if all risks have been determined.

The level of risk to the rights and freedoms of data subject(s) is determined by multiplying the likelihood of the risks occurring, by the impact to the data subject(s):
	Likelihood
	
	Impact

	Likely (3)
	Data subject(s) concerned will be impacted
	
	Significant (3)
	Personal data can be used to identify the data subject(s)

	Could occur (2)
	Data subject(s) concerned may be impacted
	
	Medium (2)
	Processing includes minimum personal data which, if investigated, could be used to identify the data subject(s)

	Unlikely (1)
	Data subject(s) concerned will not be impacted
	
	Little or none (1)
	No risk posed to the data subject(s); 
No personal data included in the processing;
Personal data encrypted/pseudonymised



Impact Assessment Criteria
	Risk Rating
	Actions required

	1 - 2
	Low Risk to the rights and freedoms of data subjects - no controls required

	3 - 4
	Medium Risk to the rights and freedoms of data subjects - controls to be implemented as necessary

	6 - 9
	High Risk to the rights and freedoms of data subjects - controls must be implemented and the IOM ICO must be consulted



Where the data protection impact assessment has identified a high risk, the IOM ICO must be consulted on:
a) Purposes and means of intended processing
b) Our responsibilities and the responsibilities of any other parties involved (joint controllers or data processors)
c) Measures and safeguards to be implemented, to protect the rights and freedoms of data subject(s)
d) Contact details of our data protection contact
e) The data protection impact assessment (information from the Data Protection Impact Assessment Log)
f) Any other information requested by the IOM ICO
The IOM ICO will inform us if the intended processing will infringe the Data Protection Act and will provide advice on the next steps to be taken.
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Appropriate technical and organisational measures must be implemented, to ensure and demonstrate that processing of personal data is performed in accordance with the Data Protection Act. 
Technical security measures include software (e.g., antivirus), encryption, pseudonymisation, physical security (e.g., CCTV cameras, proximity cards used to access offices) and passwords.
Organisational security measures include documented policies and procedures, staff awareness training, business continuity plans and risk assessments.
When determining appropriate measures, consider elements such as the personal data to be protected, where it will be stored, formats it will be stored in, who will be able to access the personal data and controls for deleting the personal data when no longer required.
The measures are documented in the Records of Processing Activities and are reviewed annually and when changes occur to the processing of personal data. 

The Records of Processing Activities are documented and maintained to determine the purposes of processing, legal basis for processing, data subjects, types of personal data being processed, whether consent is required, whether personal data is shared with other parties, if there are any transfers to third countries or international organisations, retention periods and a description of the security measures.
This document will be made available to the IOM ICO, upon request.

We will cooperate with the IOM ICO as required.

To ensure the rights and freedoms of persons are maintained, we will ensure all appropriate technical and organisational security measures are implemented. These measures are determined within the Records of Processing Activities. Extra measures include:
· Maintaining the resilience of processing systems, to ensure ongoing confidentiality, integrity and availability
· The ability to restore availability and access to personal data, in a timely manner, in the event of a physical or technical incident (Disaster Recovery Plan/Business Continuity Plan)
· A process for regularly testing, assessing and evaluating the effectiveness of security measures (monitoring, audits)
The appropriate level of security has been assessed, to take into account the risks associated with accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to personal data.

Any person acting under our authority, with access to personal data, will not process the personal data, except under instruction from us.
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A Data Protection Officer is required if:
· The processing is carried out by a public authority or body;
· Our core activities consist of processing operations which require regular and systematic monitoring of data subjects on a large scale; or
· Our core activities consist of processing, on a large scale, of special categories of data (see Appendix 2 for details).

Remove the text below if a Data Protection Officer is required 
Due to the nature of our services and processing, we do not require a Data Protection Officer. We have a contact for data protection whose responsibilities include maintaining contact with the IOM ICO, where required, and general monitoring of our compliance with the Data Protection Act.

Remove the text below information if a Data Protection Officer is not required
The Data Protection Officer must be involved, properly and in a timely manner, in all issues related to the protection of personal data. They must be supported in performing their tasks by being provided with the resources necessary to carry out their tasks, being provided with access to personal data and processing operations and being assisted in maintaining their knowledge. They must not receive instructions regarding the exercise of their tasks and will not be dismissed or penalised by us for performing their tasks.
The Data Protection Officer needs to report to the highest level of management and must be bound by secrecy or confidentiality concerning the performance of their tasks.
Other tasks performed by the Data Protection Officer should not result in a conflict of interests.
Data subjects can contact the Data Protection Officer regarding issues related to the processing of their personal data and to exercise their rights.

The Data Protection Officer must complete the following tasks, as part of their role:
· Inform and advise us and our employees on data protection provisions.
· Monitor our compliance with the Data Protection Act, including assignment of responsibilities, awareness raising, training of staff and related audits.
· Provide advice on data protection impact assessments and monitor performance of them.
· Cooperate with the IOM ICO.
· Act as the contact point for the IOM ICO on issues relating to processing, including on prior consultation of data protection impact assessments.
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A Data Processing Agreement template has been implemented, to be used if there are arrangements with data processors.

Joint controllers must determine their respective responsibilities for compliance with the Data Protection Act, specifically regarding the exercising of data subject’s rights and their respective duties to provide transparent information to the data subjects. If required, this information will be determined within the Privacy Policy.

If data processors are required by us, we will assess the data processor prior to signing the Data Processing Agreement with them. We can only use data processors who can provide sufficient guarantees that technical and organisational security measures have been, or will be, implemented, to protect personal data and the rights of the data subject. 
The data processor will inform us of any changes they plan to make which may affect the Data Processing Agreement. The Agreement will then be reviewed, updated if necessary and re-signed.
The Data Processing Agreement will include information on, but will not be limited to:
· Nature and purpose of processing
· Duration of processing
· Type of personal data to be processed
· Categories of data subjects
· Our obligations and rights
· Processing of personal data will only occur upon written instructions from us, including the transfer of personal data to any third countries or international organisations
· Confidentiality obligations of the data processor
· Security measures agreed between us and the data processor
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Delete one of the following paragraphs, whichever one is not applicable to you

Due to the nature of our processing activities, we do not transfer personal data to third countries or international organisations.

We transfer personal data to third parties/international organisations. This is further detailed within the Records of Processing Activities, including the relevant safeguards in place to protect the personal data. These safeguards include:
· Transfers on the basis of an adequacy decision 
The Commission has decided the third country, a territory or one or more specified sectors within the third country, or the international organisation, ensures an adequate level of protection.
· Transfers are subject to appropriate safeguards 
The data controller/processor has provided appropriate safeguards and enforceable data subject rights and effective legal remedies for data subjects are available (e.g., legally binding and enforceable instrument between public authorities or bodies, standard data protection clauses are adopted by the Commission, standard data protection clauses are adopted by the supervisory authority, there is an approved code of conduct or there is an approved certification mechanism in place).
· Transfers are based on an international agreement (mutual legal assistance treaty) in force between the requesting third country and the Isle of Man

If none of the above safeguards apply, the transfer can only take place if:
a) The data subject has explicitly consented to the proposed transfer of their personal data, after being informed of the possible risks of the transfer due to the absence of an adequacy decision and appropriate safeguards;
b) The transfer is necessary for the performance of a contract between the data subject and us or the implementation of pre-contractual measures taken at the data subject’s request;
c) The transfer is necessary for the conclusion or performance of a contract, concluded in the interest of the data subject, between us and another person;
d) The transfer is necessary for important reasons of public interest;
e) The transfer is necessary for the establishment, exercise or defence of legal claims;
f) The transfer is necessary in order to protect the vital interest of the data subject or other persons, where the data subject is physically or legally incapable of giving consent; or
g) The transfer is made from a register which according to Manx law is intended to provide information to the public.
The suitable safeguards implemented for these types of transfer must be documented within the Records of Processing Activities.
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The IOM ICO has drawn up guidance documents which are available on their website (https://inforights.im/document-library/data-protection-law-2018/). They can assist us in relation to compliance with the Data Protection Act. The contents are intended for guidance purposes only and do not constitute legal advice.
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	Personal data
	Any information relating to an identified or identifiable natural person

	Data controller
	A person or party who determines the purposes and means of processing personal data

	Data processor
	A person or party who processes personal data on behalf of the data controller

	Data subject
	An identifiable natural person who can be identified directly or indirectly using personal data

	Third party
	Party or persons other than the data subject, data controller and data processor who has been authorised to process personal data

	Consent
	Freely given, specific, informed and unambiguous indication of the data subject’s wishes for their personal data to be processed

	Information society services
	Any service normally provided for remuneration, at a distance, by electronic means and at the individual request of a recipient of services

	Recipient
	A person, public authority, agency or another body (whether a third party or not), to which the personal data are disclosed

	Anonymise
	Removal of identifying particular of data, to ensure a data subject can no longer be identified from the data

	Personal data breach
	A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or processed

	Joint controller
	Two or more controllers who determine the purposes and means of processing the same personal data (they are not joint controllers if they are processing the same data for different purposes)

	Supervisory authority
	An independent public authority established by a Member State

	Third country/countries
	A country/countries other than the EU member states and the three additional EEA countries (Norway, Iceland and Liechtenstein) that have adopted a national law implementing the General Data Protection Regulation (GDPR)

	International organisation(s)
	An organisation and its subordinate bodies governed by public international law, or another body which is set up by, or on the basis of, an agreement between two or more countries

	Pseudonymisation
	Processing of personal data in such a manner that the personal data can no longer be attributed to a specific data subject without the use of additional information.
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